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Preface

Preface

Thank you for selecting this Canon product. Please read this manual thoroughly before operating the product
to familiarize yourself with its capabilities, and to make the most of its many functions. After reading this
manual, store it in a safe place for future reference.
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About This Manual

System Requirements(P. 3)

Symbols Used in This Manual(P. 3)
Buttons Used in This Manual(P. 4)
Displays Used in This Manual(P. 4)
Abbreviations Used in This Manual(P. 5)
Terms Used in This Manual(P. 5)

Key and Button Names(P. 6)

System Requirements

The manual works with the following web browsers. Use the manual with the script functions and cookies
activated in the web browser.

Windows

e Internet Explorer 9 and later
e Microsoft Edge

e Firefox 38 and later

e Firefox ESR 38 and later

e Chrome 45 and later *

macOS
e Safari 8 and later
e Firefox 38 and later

e Chrome 45 and later *

Linux

e Firefox 38 and later

ioS
e Safari (i0S 6.0 and later) *

Android

e Chrome 45 and later *

* Only when browsing the manual on the Internet.

Symbols Used in This Manual

The following symbols are used in this manual to explain procedures, restrictions, handling precautions, and
instructions that should be observed for safety.

" IMPORTANT

Indicates operational requirements and restrictions. Be sure to read these items carefully to operate the
product correctly, and avoid damage to the product or property.
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& NOTE

Indicates a clarification of an operation, or contains additional explanations for a procedure. Reading these
notes is highly recommended.
Buttons Used in This Manual

The following symbols and key/button names are a few examples of how keys on the device and buttons on
computer operation screens to be clicked or pressed are expressed in this manual:

e Device Touch Panel Display Keys: [Key Name]

Examples: [Log In]
[OK]

e Control Panel Keys: Key Icon (Key Name)
Examples: (E:[ (Start)
© - (Numeric Keys)
e Buttons/Menu Commands on Computer Operation Screens: [Button/Menu Command Name]
Examples: [Log In]

[OK]

4 NOTE

e The procedures in this manual assume that the [Settings]/[Start] menu and Control Panel display have
not been customized after the Windows installation.

Displays Used in This Manual

Screen shots of computer operation screens used in this manual may differ from the ones you actually see,
depending on the operating system and the model or options that come with your device.

The items which you should select/click are marked with a (C_), as shown below.

When multiple items can be selected/clicked, they are circled, and mentioned in the order in which they should
be selected or clicked.
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3.
Click [Role Management].

@ Authentication Management

4 User Management Authentication Management : User Management

Authentication Management User Management

User Management The users with an asterisk () are administrators.

User Group Management

Role Management

Preferences

Add User...

Filter: | User Name E‘

Basic Settings

Control Panel Settings

User Name - Displayed As
Server Settings

Authentication Service Informzfion

Administrator Edit..  Administrator
IC Card Driver Information

L2}

Click this button for operation.

Check Unregistered Department ID...

Department ID E-Mail Address Role Name

To Portal Login User:

Updated: g £ty

Import...

Exact Match || [/ Match case

1-2/2
1

Administrator

1
1-242

Copyright CANON INC.

Abbreviations Used in This Manual

In this manual, product and model names are abbreviated as follows:

Microsoft Windows Server 2008 operating system:
Microsoft Windows Server 2008 R2 operating system:
Microsoft Windows Server 2012 operating system:
Microsoft Windows Server 2012 R2 operating system:
Microsoft Windows Server 2016 operating system:
Microsoft Windows Vista operating system:

Microsoft Windows 7 operating system:

Microsoft Windows 8.1 operating system:

Microsoft Windows 10 operating system:

Microsoft Windows operating system:

Microsoft Windows Internet Explorer

Canon Access Management System:

Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Vista

Windows 7

Windows 8.1

Windows 10

Windows

Internet Explorer

AMS

Canon ACCESS MANAGEMENT SYSTEM Printer Driver Add-in: AMS Printer Driver Add-in

Terms Used in This Manual

e The term "device" refers to multi functional peripherals (MFP) manufactured by Canon.

e This manual uses the term "Active Directory authentication" to refer to "Server Authentication (Active
Directory)".

e This manual uses the term "Windows Server 2008" to refer to the both of Windows Server 2008 (x64) and
Windows Server 2008 (x86).
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e This manual uses the term "Windows Server 2012" to refer to both Windows Server 2012 and Windows Server
2012 R2.

e This manual uses the term "Windows server operating system" to refer to Windows Server 2008/Windows
Server 2008 R2/Windows Server 2012.

e This manual uses the term "Windows client operating system" to refer to Windows Vista/Windows 7/Windows
8.1/Windows 10.

e Some products described in this manual may not be available, depending on the region.

Key and Button Names

The key and button names used in this document may differ from those used in the model of your machine, or
keys on the control panel may be changed to buttons on the touch panel display.

The key and button names for the model of your machine are used in this manual as follows.

Key or Button Name in Your Machine| Key or Button Name in This Document

, Main Menu, Home Main Menu

.'.".'E » Quick Menu Quick Menu*
Ce. (Status Monitor/Cancel)
@), , [II] (&) (Settings/Registration)

P

\I_

3

(Ib) (Log In/Out)

L

* Quick Menu buttons may be displayed on the Home screen, depending on the model of your machine.
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Trademarks

"MEAP" is a trademark of CANON Inc., referring to an "application platform" for Canon multifunction and single
function printers.

Windows and Windows Vista are either registered trademarks or trademarks of Microsoft Corporation in the
United States and/or other countries.

Other product and company names herein may be the trademarks of their respective owners.
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Copyright

© CANON INC. 2021

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language or computer language in any form or by any means, electronic, mechanical,
magnetic, optical, chemical, manual, or otherwise, without the prior written permission of Canon Inc.
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Disclaimers

The information in this document is subject to change without notice.

CANON INC. MAKES NO WARRANTY OF ANY KIND WITH REGARD TO THIS MATERIAL, EITHER EXPRESS OR
IMPLIED, EXCEPT AS PROVIDED HEREIN, INCLUDING WITHOUT LIMITATION, THEREOF, WARRANTIES AS TO
MARKETABILITY, MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OF USE OR NON-INFRINGEMENT.
CANON INC. SHALL NOT BE LIABLE FOR ANY DIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY
NATURE, OR LOSSES OR EXPENSES RESULTING FROM THE USE OF THIS MATERIAL.
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Introduction

This section describes an overview of the Access Management System and its system requirements.
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Main Functions

The Access Management System is a system for managing device restrictions. Restricting the functions that
users can use with the Access Management System can have the following effects.

Function Name Restrictions

Print function Color printing, one-sided printing, page layout printing, saving to user inboxes

Color printing of user inbox documents, one-sided printing of user inbox documents,
Store function page layout printing of user inbox documents, saving to memory media, saving scanned
documents to memory media, printing memory media documents

Copy function Color copying, one-sided copying, page layout copying

Scan function Color scanning

Sending e-mail, sending e-mail using Send to Myself, sending I-faxes, sending faxes,
Send function/Store on Network | sending to file servers, using the Personal Folder send function, methods for specifying
destinations, specifying the format for sending, registering network destinations

4 NOTE

e Depending on your device, some restrictions may not be supported.

Using the Access Management System can provide the following effects:

e Preventing external leakage of information
By restricting functions such as the Copy, Send, and Store functions and restricting the keys that can be used
on the [Settings/Registration] screen for each user, you can prevent the external leakage of information.

e Reducing costs
By restricting functions related to copying/printing such as color output, one-sided output, and page layout
for each user, you can reduce the cost of using devices.

12
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Improved Security Sending Externally
Prevents information leaks by restricting Send
users from sending externally. function Fax
-

I-fax

E-mail

File server

?can ] Web
unction
-

&

Managers

Copy
function

Print
function
& S
Regular
Administrat employees
ministrator

Web
Browser
@ function
Part-time
employees Copy
function
. function
@ Q
Visitors ~~ Reduced Copying/Printing Costs
Copying/printing costs can be reduced \

by not allowing color output and reducing
the amount of sheets output.

Flow of User Authentication and Usage Restriction

When the Access Management System setup is complete, user authentication is required when operating the
touch panel display or printing from a computer.

If Using the Touch Panel Display <Device Level Log-in>:

When using the Access Management System with Device Level Log-in, if the Access Management System setup
is complete, a Login screen is displayed on the touch panel display.

13
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Enter the user name and password, then press Available Function
ﬂ Copy
&y
\; Print

Scanner
v

[Log in].

f Password

Login Destination

Log In (Guest)

When [Log In] is pressed after entering a user name and password, user authentication is performed, and only
the functions which that user can use become available on the touch panel display.

@ Main Menu

Select a function.

¥y $ ¢

Scan and Access
Store Stored Files

® 7 =

Faw/l-Fax

Inbox Tutorial

>

B+ Log Out

When an unregistered user is using the device and they press [Log In (Guest)] without entering a user name
and password, only the functions that are not restricted become available on the touch panel display.

@ Main Menu

Select a function.

>

&+ Log Out

Since the [Settings/Registration] screen of the device can also be restricted, you can limit which users can
change the settings of the device.

IMPORTANT
To effectively use the Access Management System, make sure that users log out from the device when

they finish using it by pressing (jB) (Log In/Out) or (Log Out) on the touch panel
display.

If Using the Touch Panel Display<Function Level Log-in>:

When using the Access Management System with Function Level Log-in, if the Access Management System
setup is complete, the [Main Menu] screen is displayed on the touch panel display.

14
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@ Main Menu

Select a function

EEE.

Scan and Scan and Access
Send Store Stored Files

) 2

Fax/|-Fax Dest./Fwd.
Inbox Tutorial Settings

>

&+ Log Out

If you press the button for a function with authentication set, a login screen is displayed.

Enter the user name and password, then press You can also log in as a guest user. However,
[Log In]. Make sure to log out after the some functions will be limited. Make sure to
operation is complete. log out after the operation is complete.

Login Destination

Log In Log In (Guest)

When [Log In] is pressed after entering a user name and password, user authentication is performed, and the
screen for specifying detailed settings for the function is displayed on the touch panel display, only if the user is
allowed to use that function.

4 NOTE

e If unregistered users have usage privileges, the [Log In (Guest)] button is displayed. The usage
privileges for unregistered users depend on the settings of the guest role ([GuestUser]).

@ Scan and Send

[ Specify the destinations.

Previous Favorite
. P 7 Settings »| Settings »
/4 4
E1/E | Auto (Color/Gray)
Address Book One-Touch New Destination SSE 300x300 dpi
> » » & »
@ AutoSize 1
’:”d Personal Folder .. PDF(Compadt)
& -

s} >

& 2Sided original

Specify Destinations = "
.
‘ —

Different Size
Originals »

Since the [Settings/Registration] screen of the device can also be restricted, you can limit which users can
change the settings of the device.

IMPORTANT
To effectively use the Access Management System, make sure that users log out from the device when

they finish using it by pressing (jB) (Log In/Out) or (Log Out) on the touch panel
display.

15
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If Printing from a Computer:

If you want to restrict printing from computers, it is necessary to set up (install the AMS Printer Driver Add-in
and set user information for) all client computers that use the device after setting up the Access Management

System.

If the client computers have been set up, the [Confirm Password for Authentication] dialog box is displayed
when users print from a computer.

' Confirm Password for Authentication (]

Enter tha suthentioation password,

Usar Mame: salis_tamp
FPassward:
Authantiontion; This Davice

|| Tamporarily Save Password

o) [omen | b

When [OK] is pressed after entering a password, user authentication is performed, and the restricted printing
functions are displayed.

Cenfirmation of Print Restrictions
The folowing print restrictions hewe baen set
Do you want to continue to print?

Print Restriction Infbrmation
- = - —
- - - - S _— e .
-

Bo ol Show This Dialog Blox Agein

Yoz No | Hep

16
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Introduction

Methods and Managed Users

Devices to manage with the Access Management System have the following three user authentication methods,
and each method manages different types of users.

User Authentication Method

Description

Local Device Authentication

Performs user information management and user authentication at the device.
When a user enters a user name and password on a device, user authentication is
performed based on local user information registered in the device.

Local Device Authentication + Active
Directory Authentication, or Local
Device Authentication + LDAP
Authentication

These user authentication methods support both server authentication/local device
authentication for Active Directory authentication and local device authentication
or LDAP authentication and local device authentication. For example, this can
enable you to manage users registered in the authentication server (such as
regular employees) using Active Directory authentication/LDAP authentication, and
temporary users (such as contract employees) using local device authentication.

As this user authentication method also enables you to use devices with local
device authentication when you cannot access the authentication server for a
reason such as network trouble, it is recommended that you operate the Access
Management System using these methods.

LDAP authentication uses user information registered on an LDAP server to
authenticate users.

Local Device Authentication

Register
roles and user
information

Administrator

Method

©

User

Login S .
Apply usage restriction information
\\ Copying
/ 2-sided copyin B&W copyin
) d | pying || pying |

il i e |Page layout greater than 4 in 1 |
X Roles and user information are saved in the device that supports AMS.
Device that
supports AMS
(User Authentication)

Login

AMS Printer Driver Add-in

User

Active Directory Authentication/LDAP Authentication

17
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U
Login ser

Apply usage restriction information

/ q [2 sided copying ] [B&W copying ]

l Page layout greater than 4 in 1 ]

Administrator e w
e

Set roles and
role information

. Roles and role information are saved in the device that supports AMS.
: Device that
Authentication

supports AMS
(User Authentication)

oLl Uder information is saved Login
in authentication server.
Active Directory
LDAP server
\ AMS Printer Driver Add-in
User

4 NOTE
yo

e When using Local Device Authentication + Active Directory Authentication, or Local Device

Authentication + LDAP Authentication, the location for authentication differs according to the type of
user that logs in.

18
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Structure of Usage Restrictions

In the Access Management System, device usage restriction information is managed in units called "roles."
Roles enable you to set which functions of a device are allowed to be used.

When operating with local device authentication, use User Authentication via a Web browser to set individual
roles for each user of each device.

When operating with server authentication, create role and user association information.

19
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Regarding Base Roles and Custom Roles

There are two types of roles for setting device restriction information: "Base Roles" and "Custom Roles."

"Base Roles" refer to roles provided by the Access Management System, which have usage restriction
information (device management privileges and device function restriction) set by default.

"Custom Roles" refer to original roles created based on the above base roles. You can edit the device function
usage restriction information according to your office environment. The device management privileges are
determined by the [Base Role] setting, but the [Device Management Restriction] setting takes preference for
Canon multifunction printers.

"Custom Role (Administrator)" is a custom role based on the [Administrator] role with [Device Management
Restriction] already set, to enable easy management of Canon multifunction printers.

The following types of base roles and custom roles (administrator) are available. A summary of the device
function restrictions and device management privileges they have are indicated below.

IMPORTANT

The device can be managed with device management privileges from the remote UI, and from the
control panel of the device. For devices using the AMS, only users who have been assigned the
[Administrator]/[DeviceAdmin]/[NetworkAdmin] role (or a custom role with the same settings as this
role) have device management privileges to access the screen for managing the device from the
remote UL The operations possible when using the control panel to manage the device are indicated
below.

For base roles and custom roles (administrator), you cannot edit the device function restrictions and
device management privileges. You also cannot set application restrictions or button restrictions.

For the [GuestUser] role, you can edit the device function restrictions and set application restrictions
and button restrictions. However, you cannot edit the device management privileges.

4 NOTE

e "Device applications" refer to functions that are not included in the device, but are made available by
installing them (such as MEAP applications).

Role Name Device Function Restrictions Device Management Privileges

The following keys cannot be used on the [Settings/
Registration] screen:

e Register Remote Device for Cascade Copy (Function

Settings)
Administrator All functions are available.
: ] e Limit New Destinations (Function Settings)

e Always Add Device Signature to Send (Function
Settings)

e Address Book PIN (Set Destination)

The following keys cannot be used on the [Settings/
Registration] screen, in addition to the restrictions
applied when the AMS is not used:

e Register Remote Device for Cascade Copy (Function

[PowerUser] All functions are available. Settings)
e Limit New Destinations (Function Settings)

e Always Add Device Signature to Send (Function
Settings)

20
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Role Name

Device Function Restrictions

Device Management Privileges

e Address Book PIN (Set Destination)
e Output Report (Function Settings)

e Key and Certificate List for Certificate Settings
(Management Settings)

[GeneralUser]

All functions can be used
except for address books and
specifying destination domains.

The following keys cannot be used on the [Settings/
Registration] screen, in addition to the restrictions
applied when the AMS is not used:

e Register Remote Device for Cascade Copy (Function
Settings)

o Limit New Destinations (Function Settings)

e Always Add Device Signature to Send (Function
Settings)

e Set Destination
e Output Report (Function Settings)

e Key and Certificate List for Certificate Settings
(Management Settings)

[LimitedUser]

Only the Copy function and
Print function can be used.
However, there are restrictions
on color output, one-sided
output, page layout, and saving
to user inboxes.

The Scan function, Store
function (outputting user inbox
documents), and Send function
cannot be used.

No keys can be used on the [Settings/Registration]
screen.

[GuestUser] (guest role)

The Copy function can be used.
However, there are restrictions
on color output, one-sided
output, page layout, and saving
to user inboxes.

The Scan function, Store
function (outputting user inbox
documents), Send function, and
Print function cannot be used.
Application restrictions can be
set. Depending on the model of
the device, you can set usage
restrictions for each button on
the [Main Menu] screen.

No keys can be used on the [Settings/Registration]
screen.

[NetworkAdmin] (custom role
(administrator))

All functions are available.

The following keys cannot be used on the [Settings/
Registration] screen, in addition to the restrictions
applied when the AMS is not used:

e Register Remote Device for Cascade Copy (Function
Settings)

e Limit New Destinations (Function Settings)

e Always Add Device Signature to Send (Function
Settings)

e Address Book PIN (Set Destination)

[DeviceAdmin] (custom role
(administrator))

All functions are available.
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Role Name

Device Function Restrictions

Device Management Privileges

Register Remote Device for Cascade Copy (Function
Settings)

Limit New Destinations (Function Settings)

Always Add Device Signature to Send (Function
Settings)

Address Book PIN (Set Destination)

IMPORTANT

If you use User Authentication as the login application when the AMS is not used, the [Settings/
Registration] screen is restricted for general users (users set with a role other than [Administrator]/
[DeviceAdmin]/[NetworkAdmin]). Even for administrator users, the [Settings/Registration] screen is
restricted according to the device management privileges ([DeviceAdmin]/[NetworkAdmin]). When the
AMS is used, the above restrictions are applied in addition to the restrictions applied when the AMS is

not used.

4 NOTE

e Depending on your device, some restrictions may not be supported.
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Device Management Privileges

For devices operating the Access Management System, the display and operation of the following screens
related to device management are restricted according to the role associated with the user.

e [Status Monitor/Cancel] screen

e [Settings/Registration] screen
IMPORTANT

For devices using the AMS, only users who have been assigned the [Administrator]/[DeviceAdmin]/
[NetworkAdmin] role (or a custom role with the same settings as this role) have device management
privileges to access the screen for managing the device from the remote UL The operations possible
when using the control panel to manage the device are indicated below.

Restrictions on the [Status Monitor/Cancel] Screen

The [Status Monitor/Cancel] screen is displayed when you press (Status Monitor/Cancel) on the touch

panel display of the device. When operating the Access Management System, the device status can be checked
on the [Status Monitor/Cancel] screen without logging in to the device, but the copy and send/receive status
cannot be checked.

4 NOTE

e For more information on the [Status Monitor/Cancel] screen, see the instruction manuals of the
device.

Status Monitor/Cancel

[ Copy/Print [ Send 1 Receive Consumables/
7} %) = Others

Paper Size Name oA | ©

B8 U MPTray ®

0 B0 Plain 2 (76-90 g/m2) a

8 =0 Plain 2 (76-90 g/m2) -

8 =0 Plain 2 (76-90 g/m2) Ot

[ElRRT] Plain 2 (76-90 g/m2)

Memory Usage 0%
Remaining Toner  sssssss 100 %
Back Up Stored Files: -

Check Item Number ,‘

&» Log Out

When a user with device management privileges (a user associated with the [Administrator] role or associated
with a custom role based on the [Administrator] role, including the [DeviceAdmin] and [NetworkAdmin] roles)
logs in, they can view/operate the job status and history.

When a user without device management privileges logs in, they can view/operate the status and logs of their
own jobs, but the following restrictions are applied to jobs of other users.

Users with device Users without device

[Status Monitor/Cancel] screen . L
management privileges| management privileges

[Print Next]

[Copy/Print] [Job Status]|[Print] i Available Unavailable
[Details]
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[Status Monitor/Cancel] screen

Users with device
management privileges

Users without device
management privileges

[Stop]
[Secured Print]
Names of jobs | Displayed Displayed as "***"
[Details]
[Copy] Available Unavailable
[Stop]
[Details]
Available Unavailable
[Send] [Stop]
Destinations Displayed Displayed as "***"
[Send] [Job Status]
[Details]
Available Unavailable
[Fax] [Stop]
Destinations Displayed Displayed as "***"
[Details]
[Forward]
[Check I-Fax RX]
[Receive] [Job Status] Available Unavailable
[Details]
[Fax]
[Stop]
[Details]
Available Unavailable
[Store] [Job Status]|- [Stop]
Destinations Displayed Displayed as "***"
Other keys Available Available
Other displayed items Displayed Displayed

Restrictions on [Settings/Registration]

If you enable the AMS, the following items in [Settings/Registration] become unavailable. These settings will not

be displayed.

IMPORTANT

If you enable the AMS, the settings for [Limit New Destinations] and [Address Book PIN] are disabled.
Even if you disable the AMS, the settings in [Limit New Destinations] and [Address Book PIN] will not
automatically return to the original configuration. It is necessary to configure the settings again.

[Settings/Registration] screen

[Function Settings]

[Copy]

[Register Remote Device for Cascade Copy]

[Send]

[Common Settings]
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[Settings/Registration] screen

[Allow Sending with Expired Certificate]

[Always Add Device Signature to Send]*2

[Limit E-Mail to Send to Myself]*4

[Restrict File TX to Personal Folder]*4

[Store/Access Files]| [Memory Media Settings]

[Set Destination] [Address Book PIN]*3

*1: Can be restricted for each user in the [Send to New Addresses] restricted item inside the role.
*2: Can be restricted for each user in the [Add Device Signature to Sending Files] restricted item inside the role.

*3: Address book usage can be restricted for each user in the [Use Address Book/Register Storage Location for Network]

restricted item inside the role.
*4: Depending on the model of the device, this item may not be displayed.

IMPORTANT

When functions on the [Settings/Registration] screen are restricted, shortcuts to those functions
cannot be used.

If the Scan function is restricted in the [Scan] restricted item inside a role, [Function Settings] -
[Common] - [Print Settings] — [Register Form] cannot be used.

If address book usage is set to [Not Allowed] in the [Use Address Book/Register Storage Location for
Network] restricted item inside a role, [Set Destination] - [Address Lists]/[Register Destinations]/
[Rename Address List]/[Register One-Touch]/[Change Default Display of Address Book] cannot be

used.
If address book usage is set to [Read-Only], [Set Destination] — [Register Destinations]/[Rename
Address List]/[Register One-Touch]/[Change Default Display of Address Book] cannot be used.
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Device Function Restrictions

The device function restrictions for base roles are set as indicated below. For custom roles, the settings for the
following items can be changed.

© [Function Category Restriction](P. 26)

© [Function Category Restriction Details](P. 27)
© [Application Restrictions](P. 32)

© [Button Restrictions](P. 32)

IMPORTANT

You can change the device restriction settings for the guest role ([GuestUser]). You cannot change
device restriction settings for custom roles (administrator) ([DeviceAdmin] and [NetworkAdmin]).

[Function Category Restriction]

Sets device function restrictions by category.
IMPORTANT

The settings in [Application Restrictions] take preference over the settings here.

[Administrator]
Function Restrictions [DeviceAdmin] |[PowerUser]|[GeneralUser]|[LimitedUser]|[GuestUser]
[NetworkAdmin]
Allowed v V4 Vv N4 V4
Print Functions
Not
Allowed
Allowed 4 vV V4
Save Functions (Mail Box/Hold/
Memory Media) Not
Vv Vv
Allowed
Allowed N4 Vv N4 Vv Vv
Copy Functions
Not
Allowed
Allowed 4 vV V4
Send Functions/Store on Network N
ot
Allowed v v
Allowed v v v
Web Access Function N
ot
Allowed v v
Utility Function Allowed v v v
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Function Restrictions

[Administrator]
[DeviceAdmin]
[NetworkAdmin]

[PowerUser]

[GeneralUser]

[LimitedUser]

[GuestUser]

Not
Allowed v v
Allowed V4 Vv Vv
Others Functions N
ot
Allowed v v
[Function Category Restriction Details]
Sets detailed restrictions for the device functions set to [Function Category Restriction] and [Application
Restrictions] and the device functions that have not yet been set.
4 NOTE
e Depending on your device, some restrictions may not be supported.
Print Functions
Sets restrictions for outputting documents (printing or saving to user inboxes) from computers.
[Administrator]
Function Restrictions [DeviceAdmin] |[PowerUser]|[GeneralUser]| [LimitedUser]|[GuestUser]
[NetworkAdmin]
Allowed v4 Vv v/ v/ v
Print
Not Allowed
Allowed Vv N4 v
Color Print Only Allowed with
Black and White v V4
Printing
No Restrictions v v Vv
1-Sided/2-Sided Printing > Sided Print
-Slde rintin
J v v
Only
No Restrictions v v Vv
1on 1 Not
Page Layout Available
1-2 on 1 Not
Available v v
Allowed v V4 v
Save to Mail Box
Not Allowed vV vV
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Depending on the model of the device, the firmware may have to be upgraded in order to use the
Save to Mail Box function. For information on whether the firmware of your device needs upgrading,
contact your local authorized Canon dealer.

It may not be necessary to install the AMS Printer Driver Add-in, depending on your environment. For
more information, see "Access Management System Configurations."(P. 34)

Save Functions (Mail Box/Memory Media)

Sets restrictions for printing user inbox documents.

IMPORTANT

This item/settings can only restrict the output of the box documents by MEAP application. It cannot
restrict the output of the box documents using the functions of anything other than MEAP application.
For example, AMS cannot restrict printing documents in the USB memory that is connected to the

device.

Function Restrictions

[Administrator]
[DeviceAdmin]
[NetworkAdmin]

[PowerUser]

[GeneralUser]

[LimitedUser]

[GuestUser]

Print

Allowed

v/

v

v/

Not Allowed

Color Print

No Restrictions

Full-Color Printing
Not Allowed

Full-Color/Two
Colors Printing
Not Allowed

Only Allowed with
Black and White
Printing

1-Sided/2-Sided Printing

No Restrictions

2-Sided Printing
Only

Page Layout

No Restrictions

10on 1 Not
Available

1-2 on 1 Not
Available
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Sets input/output restrictions for documents to save to memory media.

Function Restrictions

[Administrator]
[DeviceAdmin]
[NetworkAdmin]

[PowerUser]

[GeneralUser]

[LimitedUser]

[GuestUser]

Allowed

v

v/

v

Memory Media

Not Allowed

Scan

Allowed

Not Allowed

Print

Allowed

Not Allowed

Copy Functions

Sets restrictions for printing scanned documents.

Function Restrictions

[Administrator]
[DeviceAdmin]
[NetworkAdmin]

[PowerUser]

[GeneralUser]

[LimitedUser]

[GuestUser]

Color Copy

No Restrictions

v

v/

v

Full-Color
Copying Not
Allowed

Full-Color/Two
Colors Copying
Not Allowed

Only Allowed with
Black and White

Copying

1-Sided/2-Sided Copying

No Restrictions

2-Sided Copying
Only

Page Layout

No Restrictions

10on1 Not
Available

1-20on 1 Not
Available
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Sets restrictions for the Scan function.
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[Administrator]
Function Restrictions [DeviceAdmin] |[PowerUser]|[GeneralUser]|[LimitedUser]|[GuestUser]
[NetworkAdmin]
Allowed v Vv N4
Scan
Not Allowed N4 Vv
Allowed v Vv N4
Color Scan
Not Allowed Vv 4

Send Functions/Store on Network

Sets restrictions for outputting (sending externally) scanned documents and user inbox documents. These
restrictions also apply to saving documents to file servers and network storage.

[Administrator]
Function Restrictions [DeviceAdmin] | [PowerUser] | [GeneralUser] | [LimitedUser] | [GuestUser]
[NetworkAdmin]

Allowed vV vV V4

E-Mail TX
Not Allowed Vv 4
Allowed vV Vv v

E-Mail TX (Use [Send to

Myself])
Not Allowed V4 N4
Allowed vV V4 V4

I-Fax TX
Not Allowed V4 N4
Allowed vV V4 V4

Fax TX
Not Allowed V4 N4
Allowed vV vV N4

FTP TX
Not Allowed Vv Vv
Allowed N4 v Vv

Windows (SMB) TX
Not Allowed Vv Vv
Sets output restrictions (output destination :Personal Folder) for scanned documents and
user inbox documents.

Use [Personal Folder]
Allowed N4 v Vv
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[Administrator]

Function Restrictions [DeviceAdmin] | [PowerUser] | [GeneralUser] | [LimitedUser] | [GuestUser]
[NetworkAdmin]

Not Allowed vV vV
Allowed V4 N4 V4

WebDAV TX
Not Allowed N4 V4
Sets restrictions for saving scanned documents to user inboxes.

Mail Box TX Allowed Vv vV v
Not Allowed 4 v
Allowed V4 V4

Specify Address Domain
Not Allowed V4 V4 Vv

These restrictions also apply to registering/editing/deleting network storage.
For device models installed with User Authentication, this also applies to usage restrictions
for the Address Book (Address List management function) provided on the Remote UL

Use Address Book/Register No o V4 V4
Storage Location for Network Restrictions
Not Allowed Vv Vv
Read-Only Vv
Sets restrictions for using Personal Address List.
Use Personal Address List Allowed 4 4
Not Allowed Vv Vv Vv
Allowed V4 V4 Vv
Send to New Addresses
Not Allowed Vv Vv
Allows or prohibits adding of a device signature when sending PDF files.
Add Device Signature to Added N N
Sending Files
Not Added Vv v/ v
Allows or prohibits sending file formats that a device signature cannot be added to.
No
Sending Files Format Restrictions v v v
Restrictions Vv Vv
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[Application Restrictions]

With the Access Management System, you can set restrictions by application ([Application Restrictions]) in

addition to setting restrictions by function ([Function Category Restriction] and [Function Category Restriction
Details]).

When [Application Restrictions] is set, restrictions are applied according to those settings, but when it is not set,
restrictions are applied according to the settings in [Function Category Restriction] and [Function Category
Restriction Details] for the function category that the application belongs to. Applications that do not belong to

any function categories are restricted according to the settings in [Others Functions] in [Function Category
Restriction].

The basic applications belong to the function categories indicated below.

Basic Applications Category
Web Access [Web Access Function] category
Copy [Copy Functions] category
Scan and Send/Fax [Send Functions/Store on Network] category
Print/Secured Print [Print Functions] category
Hold [Save Functions (Mail Box/Hold/Memory Media)] category
Mobile Print [Print Functions] category
Access Stored Files [Save Functions (Mail Box/Hold/Memory Media)] category
IMPORTANT

The settings in [Application Restrictions] take preference over the settings in [Function Category
Restriction].

Since application restrictions cannot be set for base roles and custom roles (administrator), all
applications are restricted according to the settings in [Function Category Restriction] and [Function
Category Restriction Details] for the function category the application belongs to.

[Button Restrictions]

You can set usage restrictions for buttons on the [Main Menu] screen and [Quick Menu] screen on models that
have User Authentication.

However, since some functions provided by applications are registered in buttons, you cannot use functions set
to [Not Allowed] in [Application Restrictions], regardless of whether they are not restricted in [Button
Restrictions].

Usage restrictions can be set with the following basic application buttons.

Button/Applet Name Application Name
Copy Copy
Fax Scan and Send
Scan and Send Scan and Send
Scan and Store Access Stored Files
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Button/Applet Name Application Name
Access Stored Files Access Stored Files
Fax/I-Fax Inbox Access Stored Files
Secured Print Secured Print
Web Access Web Access
Scanner Scan

IMPORTANT

Since button restrictions cannot be set for base roles and custom roles (administrator), all buttons are
restricted according to the settings in [Function Category Restriction] and [Function Category
Restriction Details] for the application that the button belongs to.
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Access Management System Configurations

The Access Management System is comprised of the following software.

Software Description

A login application that supports the AMS and operates on the device. It retains
role information, and executes device restrictions according to the role

User Authentication information associated with each user. It also provides the login service
selectable for the user authentication method. For the local device authentication
method, it also retains user information and performs user authentication.

This is add-in software for restricting printing from computers according to the
role information retrieved from the User Authentication. A supported printer
driver must be installed in the computer before installing the AMS Printer Driver
Add-in.

ACCESS MANAGEMENT SYSTEM Printer
Driver Add-in
(AMS Printer Driver Add-in)

IMPORTANT

If any of the following conditions are met, you can set restrictions on color printing, one-sided
printing, and storing to the inbox for users, even if you do not install the AMS Printer Driver Add-in.

Condition 1
- Local device authentication is used.*1
- Either of the following printer drivers is used on the client computer.

Canon UFRII Printer Driver V21.50 or later

Canon UFR II V4 Printer Driver V5.10 or later *2
Canon PCL6 Printer Driver V21.50 or later
Canon PCL5e/5c Printer Driver V21.50 or later
Canon PS3 Printer Driver V21.50 or later

- The [Remote job without user authentication] restriction is enabled on the device.
- [User Authentication Settings] is specified in the printer driver.

*1 When server authentication is used, it is necessary to install the AMS Printer Driver Add-in to set
restrictions for user printing.

*2 Not available in some regions.

Condition 2

- Either device authentication or function-specific authentication is used, and user authentication is
specified for [Print].

- [Settings/Registration] - [Function Settings] - [Print] - [Forced Hold] is set to ON.

When server authentication is used, it is necessary to install the AMS Printer Driver Add-in to set
restrictions for user printing.

To set restrictions for page layouts when a user prints from a computer, it is necessary to install the
AMS Printer Driver Add-in.

For information on the [Remote job without user authentication] restriction, see " Setting Usage
Restrictions for Remote Scanning/Cascade Copy(P. 60) ."

For more information on the printer drivers, see the instruction manuals for the printer drivers.

34



Introduction

Operating with Local Device Authentication Configuration

e User Authentication
Software required .
e AMS Printer Driver Add-in*1

*1

Computer required e Client computer (AMS Printer Driver Add-in)

*1 Required for restricting printing from computers.

Operating with LDAP Authentication in the Configuration

e User Authentication

Software required
e AMS Printer Driver Add-in*1

e LDAP Server
Computer required
e Client computer (AMS Printer Driver Add-in)*1

*1 Required for restricting printing from computers.

Operating with Active Directory Authentication Configuration

User Authentication

Software required .
AMS Printer Driver Add-in™"

e Domain server (Active Directory)
Computer required

*1

Client computer (AMS Printer Driver Add-in)

*1 Required for restricting printing from computers.
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Administrators for the Access Management System

Administrators with the privileges indicated below are required for the operation of the Access Management
System. You can also assign all of the required privileges to a single administrator.

Operating with Local Device Authentication(P. 36)
Operating with LDAP authentication(P. 36)
Operating with central management configuration using Active Directory authentication(P. 37)

Operating with Local Device Authentication

Type of Administrator

Function

Required Privileges

Device administrator

Configuring of the Access Management System
Managing restricted devices

- Date/time settings

- Network settings

- Registering the System Manager ID

- Starting User Authentication

Selecting the device restriction administrator

Able to log in to SMS (Service
Management Service)

However, the [Administrator] role
must be associated with the
administrator after starting to
operate the Access Management
System.

Device restriction administrator

Specifying the Preferences of the device
Security settings

User management

Role management

Associating roles and users

e Associated with the [Administrator]

role

Client computer administrator

Installing and updating printer drivers to client
computers

Installing the AMS Printer Driver Add-in to client
computers

Administrator privileges for Windows

used in the client computers

Operating with LDAP authentication

Type of Administrator

Function

Required Privileges

Device administrator

Configuring of the Access Management System
Managing restricted devices

- Date/time settings

- Network settings

- Registering the System Manager ID

- Starting User Authentication

Selecting the device restriction administrator

Able to log in to SMS (Service
Management Service)

be associated with the
administrator after starting to
operate the Access Management
System.

Device restriction administrator

Specifying the Preferences of the device (default
role settings)

Security settings
User Management

Managing guest roles

role
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Type of Administrator

Function

Required Privileges

Client computer administrator

Installing and updating printer drivers to client

computers

Installing the AMS Printer Driver Add-in to client

computers

Administrator privileges for
Windows used in the client
computers

Operating with central management configuration using Active Directory

authentication

Type of Administrator

Function

Required Privileges

Device administrator

Configuring of the Access Management
System

Managing restricted devices

- Date/time settings

- Network settings

- Registering the System Manager ID

- Starting User Authentication

Selecting the device restriction administrator

Able to log in to SMS (Service
Management Service)

However, the [Administrator] role must
be associated with the administrator
after starting to operate the Access
Management System.

Company network administrator

DNS server settings

Trusted domain settings

Creating a user group in Active Directory and

adding users to the user group

e Administrator privileges for the DNS
server (when using multiple
domains)

e Administrator privileges for Active
Directory

Device restriction administrator

Specifying the Preferences of the device
Security settings

User management

Role management

Associating roles and users

e Associated with the [Administrator]
role

e Administrator privileges for Active
Directory

Client computer administrator

Installing and updating printer drivers to
client computers

Installing the AMS Printer Driver Add-in to
client computers

Administrator privileges for Windows

used in the client computers
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System Requirements

This section describes the system requirements for the Access Management System.

Supported Devices(P. 38)
Client Computer (AMS Printer Driver Add-in)(P. 38)

Supported Devices

The Access Management System supports devices (that support AMS) in which User Authentication is running, a
license for the AMS has been registered, and AMS is enabled.

Client Computer (AMS Printer Driver Add-in)

To restrict users from printing from computers, the AMS Printer Driver Add-in must be installed to the printer
driver of devices that support AMS. The system requirements for the client computer (computer to print from)
are as follows.

Supported Printer Drivers

One of the following printer drivers must be installed in the computer in advance.
e Canon UFRII Printer Driver V2.90 or later, earlier than V20.00, V20.60 or later

e Canon PCL6 Printer Driver V6.90 or later, earlier than V20.00, V20.60 or later

e Canon PCL5e/5c Printer Driver V8.90 or later, earlier than V20.00, V20.60 or later
e Canon PS3 Printer Driver V4.90 or later, earlier than V20.00, V20.60 or later

e Canon Generic Plus PCL6 Printer Driver V1.00 or later

Supported Operating Systems

Microsoft Windows Server 2008
Microsoft Windows Server 2008 Service Pack 2
Edition: Enterprise/Standard

Microsoft Windows Vista Service Pack 2
Edition: Enterprise/Business/Ultimate/Home Premium/Home Basic
Microsoft Windows 7

Microsoft Windows 7 Service Pack 1
Edition: Enterprise/Professional/Ultimate/Home Premium

32-bit Operating System (x86)

Microsoft Windows 8.1
Edition: Enterprise/Pro/(No edition name)

Microsoft Windows 10
Edition: Enterprise/Education/Pro/Home

Microsoft Windows Server 2008

Microsoft Windows Server 2008 Service Pack 2
Edition: Enterprise/Standard

Microsoft Windows Server 2008 R2

64-bit Operating System (x64)| Microsoft Windows Server 2008 R2 Service Pack 1

Edition: Enterprise/Standard

Microsoft Windows Vista Service Pack 1
Edition: Enterprise/Business/Ultimate/Home Premium/Home Basic

Microsoft Windows 7
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Microsoft Windows 7 Service Pack 1
Edition: Enterprise/Professional/Ultimate/Home Premium

Microsoft Windows 8.1
Edition: Enterprise/Pro/(No edition name)

Microsoft Windows Server 2012
Microsoft Windows Server 2012 R2
Edition: Datacenter/Standard/Essentials/Foundation

Microsoft Windows 10
Edition: Enterprise/Education/Pro/Home

Microsoft Windows Server 2016
Edition: Datacenter/Standard/Essentials

4 NOTE

e An appropriate version of Internet Explorer needs to be installed on the above operating systems.
e Port number 8000 is used for HTTP communication and 8443 is used for HTTPS communication.

o Although print restrictions are also normally applied when you print from the Windows Store app in
Windows 8.1/10/Server 2012/Server 2016, these print restrictions are not displayed in the print
settings on the screen.

Computer

e CPU:
Pentium 4 processor, 1.8 GHz or faster (Recommended: Pentium D processor, 2.4 GHz or faster)

e Memory:
1,024 MB or more (Recommended: 1,024 MB or more)

e Hard Disk:
25 MB minimum (Space required for installation)

e Display Environment:
SVGA 800 x 600 or higher resolution, 65,536 colors or higher color (Recommended: XGA 1,024 x 768 or higher
resolution, 16,777,216 colors or higher color)

IMPORTANT

Operations may become slower when the AMS Printer Driver Add-in is installed, depending on the
performance of the computer.

Add-ins that can be Installed on the Same Computer

e Canon Encrypted Secured Print Driver Add-in for Client PC

IMPORTANT

You cannot specify the user name in the dialog box that is displayed when printing by the Secured
Print function of the printer driver or the Encrypted Secured Print Driver Add-in for Client PC. (If you
are logged in as a user with Windows administrator privileges, you can specify the user name, but it is
ignored.) Printing is executed using the user name displayed in [Current User Name] on the [AMS]

page.
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Setting Up the Access Management
System

Setting Up the Access Management System

Flow of Settings for Operating with Local Device Authentication

Flow of Settings for Operating with Server Authentication

Preparing the Device and Network Environment

Logging in to User Authentication

Specifying the Preferences of the Devices

Specifying the Device Preferences Using User Authentication

Managing Roles

Managing Roles Using User Authentication
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Setting Up the Access Management System

This section describes the procedure for setting up the Access Management System, including the procedures
for preparing the devices to restrict and installing the various software.
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Flow of Settings for Operating with Local Device
Authentication

This section describes the flow of settings for operating the Access Management System with local device
authentication.

IMPORTANT

The steps that are required differ according to the system configuration. When operating with server
authentication, see "Flow of Settings for Operating with Server Authentication."(P. 44)

1. Preparing the Device and Network Environment(P. 46)

Set the network environment and date/time settings, etc., of all devices to operate with the Access Management
System, and register a System Manager ID in each device.

2. Enabling the AMS

Enable the AMS on all devices to operate with the Access Management System.

For more information, see the instruction manuals of the device.

3. Starting User Authentication

Start User Authentication in all devices that support AMS.

For more information, see the instruction manuals of the device.

4. Setting Security

Specify the security related settings, such as passwords and lockout policies.

For more information, see the instruction manuals of the device.

5. Specifying the Preferences of the Devices(P. 50)

Specify the preferences of all devices that support AMS.

Setting the User Authentication Method(P. 51)

Setting the Default Role for Registered Users(P. 51)

Role Association(P. 53)

Setting the Login Method(P. 53)

Allowing Unregistered Users to Log In(P. 53)

Setting the Number of Users to Cache on the Login Screen(P. 54)

Retaining User Authentication Information with the Printer Driver(P. 55)
Prohibiting the Printing from Drivers without AMS Printer Driver Add-in(P. 56)
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Setting Remote Job Restrictions(P. 59)

Setting Usage Restrictions for Remote Scanning/Cascade Copy(P. 60)
Adding a Device Signature When Forwarding Files(P. 61)

Configuring IPP Printing(P. 62)

6. Managing Roles(P. 64)

Create/edit the custom roles and edit the guest roles, as necessary. Since roles can be imported/exported, they
can be used in multiple devices.

Creating Custom Roles(P. 65)

Editing Custom Roles(P. 69)

Editing the [GuestUser] Role (Guest Role)(P. 70)
Deleting Custom Roles(P. 71)

Importing Roles(P. 72)

Exporting Roles(P. 74)

7.Managing Users

Register/edit the users that will use the device. Also register role names to apply to the user information. If a
role name is not registered to a user, the role set in [Default Role] in the preferences of the devices is applied to
that user. Since user information can be imported/exported, it can be used in multiple devices.

For more information, see the instruction manuals of the device.

Precautions When Operating with Local Device Authentication

This section describes precautions to take when operating the Access Management System with local device
authentication.

Using the Access Management System in Conjunction with the Department ID
Management Function

When using the Department ID Management function in conjunction with the Access Management System,
start the Department ID Management function and register the Department IDs after the Access Management
System setup (the above operations) is complete. For information on the Department ID Management function,
see the instruction manuals of the device.

When using the Department ID Management function in conjunction with the Access Management System, the
[Department ID] and [System PIN] registered in the user information must match the [Department ID] and
[System PIN] registered in Department ID Management. If the information in Department ID Management
changes due to device information delivery settings, etc., change the user information in accordance.

Restricting Printing from Computers

To restrict printing from computers, it is necessary to add the AMS Printer Driver Add-in to the printer drivers

installed in the computers, after the above operations are complete. For more information, see "Setting Up the
Client Computers."(P. 77)
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Flow of Settings for Operating with Server
Authentication

This section describes the flow of settings for operating the Access Management System with server
authentication.

IMPORTANT

If you are using server Authentication, user information managed on the server is used, so managing
users with the local device authentication method is unnecessary.

The steps that are required differ according to the system configuration. When operating with local
device authentication, see "Flow of Settings for Operating with Local Device
Authentication."(P. 42)

1. Preparing the Device and Network Environment(P. 46)

Set the network environment and date/time settings, etc., of all devices to operate with the Access Management
System, and register a System Manager ID in each device.

2. Enabling the AMS

Enable the AMS on all devices to operate with the Access Management System.

For more information, see the instruction manuals of the device.

3. Starting User Authentication

Start User Authentication in all devices that support AMS.

For more information, see the instruction manuals of the device.

4. Setting Security

Specify the security related settings, such as passwords and lockout policies.

For more information, see the instruction manuals of the device.

5. Specifying the Preferences of the Devices(P. 50)

Specify the preferences of all devices that support AMS.
Setting the User Authentication Method(P. 51)
Setting the Default Role for Registered Users(P. 51)
Role Association(P. 53)

Setting the Login Method(P. 53)
Allowing Unregistered Users to Log In(P. 53)
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Setting the Number of Users to Cache on the Login Screen(P. 54)

Retaining User Authentication Information with the Printer Driver(P. 55)
Prohibiting the Printing from Drivers without AMS Printer Driver Add-in(P. 56)
Setting Remote Job Restrictions(P. 59)

Setting Usage Restrictions for Remote Scanning/Cascade Copy(P. 60)

Adding a Device Signature When Forwarding Files(P. 61)

Configuring IPP Printing(P. 62)

6. Managing Roles(P. 64)

Create/edit the custom roles and edit the guest roles, as necessary. Since roles can be imported/exported, they
can be used in multiple devices.

Creating Custom Roles(P. 65)

Editing Custom Roles(P. 69)

Editing the [GuestUser] Role (Guest Role)(P. 70)
Deleting Custom Roles(P. 71)

Importing Roles(P. 72)

Exporting Roles(P. 74)

Precautions When Operating with Server Authentication

This section describes precautions to take when operating the Access Management System with server
authentication.

Setup Flow for Using Server Authentication in Conjunction with Local Device
Authentication

It is recommended that you use the Access Management System in conjunction with local device authentication
to prevent cases where you cannot access the server for a certain reason, such as network trouble.

To use local device authentication in conjunction with server authentication, perform steps 1 to 8 in "Flow of
Settings for Operating with Local Device Authentication"(P. 42) and then perform step 6 in "Flow of
Settings for Operating with Server Authentication."(P. 44)

If you have constructed an environment to use server authentication in conjunction with local device
authentication, and if you use a device with the local device authentication method without creating local user
information, all users will use the device as an unregistered user ([GuestUser]).

IMPORTANT

If you are using User Authentication with server authentication, it cannot be used in conjunction with
the Department ID Management function.

Restricting Printing from Computers

To restrict printing from computers, it is necessary to add the AMS Printer Driver Add-in to the printer drivers
installed in the computers, after the above operations are complete. For more information, see "Setting Up the
Client Computers."(P. 77)
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Preparing the Device and Network Environment

This section describes the procedure for specifying the settings for the devices to restrict and the network
environment.

Setting the Date/Time(P. 46)

Specifying the Network Settings(P. 46)

Making Devices Accessible from Web Browsers(P. 47)
Registering the System Manager ID(P. 47)

Setting the LDAP Server(P. 47)

Setting the DNS Server(P. 47)

Setting the Domain Trust Relationships(P. 48)

Setting the Date/Time

In the Access Management System, the date/time settings of all equipment that comprises the system (devices,
client computers, server computers, etc.) need to match.

If you are using Canon multifunction printers, set the date and time correctly in [Date/Time Settings] in [Timer/
Energy Settings] in [Preferences] on the [Settings/Registration] screen of the device.

For more information, see the instruction manuals of the device.

Specifying the Network Settings
To install the Access Management System, it is necessary to set the devices to be accessible from the network.

If you are using Canon multifunction printers, specify the various items in [Network] in [Preferences] on the
[Settings/Registration] screen of the device.

For more information, see the instruction manuals of the device.

IMPORTANT

If the device is already operating on the network (documents can already be printed or sent from a
computer), this operation is not required.

Registering DNS Server

To use a device in a domain environment, it is necessary to register the DNS server to use on the device.

If you are using Canon multifunction printers, this can be set from [Network] in [Preferences] on the [Settings/
Registration] screen of the device.

For more information, see the instruction manuals of the device.

IMPORTANT

This operation is not required if the device is already being operated in a domain environment.
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Making Devices Accessible from Web Browsers

To operate the Access Management System, it is necessary to set the devices to be accessible from Web
browsers.

For more information, see the instruction manuals of the device.
IMPORTANT

The devices cannot be connected to via a proxy server. If you are using a proxy server, add the IP
address of the device to [Exceptions] (addresses to not use a proxy server for) in the proxy server
settings of the Web browser (contact your company network administrator, as the required settings
differ according to the network environment).

This function cannot be used unless Cookies, JavaScript, and JavaApplet are enabled in the Web
browser.

When entering characters from a Web browser, only use characters that can be entered from the
touch panel display of the device. If you use other characters, the device may not display/recognize
them correctly.

Registering the System Manager ID

To restrict device usage properly in the Access Management System, it is necessary to register the System
Manager ID in advance.

If you are using Canon multifunction printers, set the System Manager ID in [System Manager Information

Settings] for [User Management] in [Management Settings] on the [Settings/Registration] screen of the device.

For more information, see the instruction manuals of the device.
IMPORTANT

The user can use the system management functions allowed for the [Administrator]/[DeviceAdmin]/
[NetworkAdmin] role without knowing the System Manager ID and System PIN.

Setting the LDAP Server

If you are using the LDAP authentication method, set the LDAP server information in User Authentication. For

more information, see the instruction manuals of the device.

Setting the DNS Server

When operating the device in a multi-domain environment, set the DNS server to ensure the following. For
details on setting the DNS server, see the documentation for the DNS server.

e Name resolution can be performed with the DNS domain name of the Active Directory used for
authentication (IP address of the domain controller can be retrieved)

e The DNS server supports SRV records

If the port number for the LDAP port has been changed on the Active Directory side, the following settings are

also required.

e The information for the LDAP service of Active Directory is registered as an SRV record as follows:

- Service:'_ldap'
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- Protocol: '_tcp'

- Port number: port number actually used by the LDAP service of the Active Directory domain (zone)

- Host provided by this service: host name of the domain controller actually provided by the LDAP service of
the Active Directory domain (zone)

IMPORTANT

This operation is not required if the device is already being operated in a multi-domain environment.

Setting the Domain Trust Relationships

With the Access Management System, you can restrict devices that belong to domains trusted by the domain in
which the user belongs to.

When operating the Access Management System with the Active Directory authentication, if the domain that the
user belongs to and the domain that a device belongs to differ, it is necessary to set a bilateral trusted
relationship between the domains.

IMPORTANT

This operation is not required if you are operating the Access Management System using
authentication method other than Active Directory authentication.

You cannot restrict devices that belong to a domain other than the domain the user belongs to with

trusted relationships that occur due to the hierarchical structure of Active Directory. Set direct trusted
relationships.
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Logging in to User Authentication

To manage roles and users and specify the preferences of the devices, log in to User Authentication.

1 Open your Web browser -. enter the following URL:

http://<IP address or host name of the device>

The [Login] page is displayed.

2 Enter the user name and password of a user associated with the [Administrator] role -
select [This device] in [Login Destination] - click [Log In].

Canon

! LT B

Log In

o i -

User Name:
Password:

Login Destinatio | [ This device [»]

Enter a user name, password, and specify a Login Destination and click [Log In]

Copyright CANON INC

3 When you have finished performing operations, click [Log Out].

ToPortal  Login User: Mm

(-X-') Authentication Management

# User Management Authentication Management : User Management
Authentication Management User Management Updated o
User Management The users with an asterisk (*) are administrators, Import.
Usex-Group Management Add User..  Check Unregistered Department ID...
Role Management Filter: |User Name  [*] Exact Match [¥ | [¥] Match case
Freferences
Basic Settings
Control Panel Settings 1
User Name - Displayed As Department 1D E-Mail Address Role Name
Server Settings
rrrrr Edit., -
Authentication Service Information
Administrator © Edit..  Administrator Administrator
Ic Card Driver Information
1
z

Copyright CANON INC.
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Specifying the Preferences of the Devices

This section describes the procedure for specifying the preferences of the devices when operating the Access
Management System.

Specifying the Device Preferences Using User Authentication(P. 51)
IMPORTANT

Only users with the [Administrator] role can set the preferences of the device. (Users associated with a
custom role based on the [Administrator] role (such as the [DeviceAdmin] or [NetworkAdmin] role)
cannot specify the preferences of the devices.)

Depending on the user authentication method you are using, the items that must be set will differ. For
more information, see "Flow of Settings for Operating with Local Device Authentication"(P. 42) or
"Flow of Settings for Operating with Server Authentication."(P. 44)
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Specifying the Device Preferences Using User
Authentication

This section describes the procedure for specifying the preferences of the device using User Authentication.
Setting the User Authentication Method(P. 51)
Setting the Default Role for Registered Users(P. 51)
Role Association(P. 53)
Setting the Login Method(P. 53)
Allowing Unregistered Users to Log In(P. 53)
Setting the Number of Users to Cache on the Login Screen(P. 54)
Retaining User Authentication Information with the Printer Driver(P. 55)
Prohibiting the Printing from Drivers without AMS Printer Driver Add-in(P. 56)
Setting Remote Job Restrictions(P. 59)
Setting Usage Restrictions for Remote Scanning/Cascade Copy(P. 60)
Adding a Device Signature When Forwarding Files(P. 61)
Configuring IPP Printing(P. 62)

Setting the User Authentication Method

Specify the user authentication method. For more information, see the instruction manuals of the device.

Setting the Default Role for Registered Users

If you are using local device authentication, select the base role to apply to users that are not associated with a
role (users that do not have a role name written in their user information) when they log in to a device.

For more information on the usage restrictions for each base role, see "Regarding Base Roles and Custom
Roles."(P. 20)
IMPORTANT

Since application restrictions and button restrictions cannot be set for base roles, application
restrictions and button restrictions cannot be set for users that have the role specified in [Set Default
Role] applied to them. It is necessary to create a suitable custom role and associate that role with
users that you want to restrict applications and buttons for.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Basic Settings].

3 Click [Edit].
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4 In [Default Role When Registering User] in [Set Default Role], select a role - click
[Update].

If you are using the local device authentication method, roles selected here are assigned to users who do not
have role names written in their user information.

When using server authentication method, the role selected here is applied to all users authenticated based on
the user information registered in the server that do not match the role association conditions.

10

&) Authentication Management

4 User Management

Authentication Management Edit Basic Settings

User Management Update s
User Group Management Use of Authentication Function
Role Mansgement Use the user authentication funetion
Pralenincis Authentication Functions to Use: Simple Login
IC Card Authentication
Basic Settings 7 Keyboard Authentication
Control Panel Settings Authentication Settings
Server Settings
Authentication Service Information
IC Card Driver Information
ry ¥
Keyboard Authentication
Authentication: 7| Local Device
Server ry [
Number of Caches for Login Users: Max (Maximum Number for Device) [¥]
* Number of the displayed [User Name] on Device Login Screen
Display Button on Settings Menu: Change Password
Remote Ul Authentication
Thisis dependent on keyboard authentication being set. However, the local device is isplayed even if only Server s selected.
Authentication Mode: Standard Authentication Mode ||
Other Authentication
€ to log in, ot f setting application authentication information with Service Management Service
Authentication: Local Device
Web Service Authentication Method: & Use CRAM-MD5/MDS
Use CRAM-MDS5
ste with applications not supporting CRAM-MDS,

Integrated Authentication

tive after clicking [Apply Settin

Disable integrated authentication
Disable integrated authentication using credentials for local device authentication
Disable integrated authentication sing credentials for LDAP server authentication
=
Other Settings
User Group Management Settings

Use department ID as user group

Set Default Role
Device Settings

e after clicking [Apply Setting Changes] in Settings/Registration.

print from drivers without AMS Printer Driver Adc-in
Remote job without user authentication

Remote scan

"] cascade copy

Functions to Restrict:

71 Add device signature to forwarding files

Printer Driver Management

7] Save user authentication information

 when performing server authentication.

IMPORTANT

The [Set Default Role] setting is enabled after the device is restarted. For information on restarting the
device, see the instruction manuals of the device.
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Role Association

When using server authentication, set the role to apply to server authentication users in [Role Association]. For
more information, see the instruction manuals of the device.

Setting the Login Method

Specify the timing to display the login screen for user authentication. There are two types of login methods;
"Device Level Log-in" and "Function Level Log-in." For more information, see the instruction manuals of the
device.

IMPORTANT

If you select Function Level Log-in, take particular care when creating/editing custom roles and editing
the guest role so that the restrictions applied to registered users are not more strict than those
applied to unregistered users. If the restrictions applied to registered users are stricter than those
applied to unregistered users, the number of functions that can be used after logging in will be less
than before logging in, which may lead to inappropriate user management.

Allowing Unregistered Users to Log In

You can set whether to allow unregistered users to log in to a device.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Control Panel Settings].

3 Click [Edit].

4 Select [Allow unregistered users to log in as Guest User] in [Login for Unregistered
Users] - click [Update].
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To Portal Login User: & Log Out

@ Authentication Management
4 User Management Authentication Mana tt £ n g
Authentication Management Edit Control Panel Settings

User Management Upie P

User Group Management Login Settings

Role Management Display Login Screen: W) Display login screen when

operation is started on the
Preferences device
) Display login screen when
Basic Seftings functions requiring authentication
are selected

Contral Panel Settings

Server Settings

Authentication Service Information

IC Card Driver Information

Login for Unregistered Users: Allow unregistered users to
s Guest User
Login Screen Background Settings
Select Background Image: 9 Default Image
Custom Image
Tmport Custom Image...
=

Copyright CANONINC.

4 NOTE

e The [GuestUser] role (guest role) can be edited. For more information, see "Editing the [GuestUser]
Role (Guest Role)."(P. 70)

e If you select [Allow unregistered users to log in as Guest User] when Device Level Log-in is selected as
the login method, a login screen similar to the following is displayed on the touch panel display of the
device. When unregistered users log in, they press [Log In (Guest)], without entering a user name and

password. The functions that unregistered users can use are set in the usage restriction information of
the [GuestUser] role.

Enter the user name and password, then press
[Log in].

f Password

Available Function

2\ Copy

<§ Print

a; Scanner

Login Destination

Log In Log In (Guest)

Setting the Number of Users to Cache on the Login Screen

Set the number of users to cache on the login screen displayed on the touch panel display when logging in. This
enables you to select a user name that has been previously used to log in, to save you having to enter it.
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4 NOTE

e For more information, see the instruction manuals of the device.

Retaining User Authentication Information with the Printer Driver

You can set whether to allow users to retain the password entered in the AMS Printer Driver Add-in. If you retain
the password, it becomes unnecessary to enter a password in the AMS Printer Driver Add-in after the first time.

IMPORTANT

If you do not allow the user authentication information to be retained, [Save password and skip
authentication dialog box when printing] in the [Setup User Names and Passwords for Authentication]
dialog box of the AMS Printer Driver Add-in becomes disabled, and the password cannot be saved.

4 NOTE

e If you are not using the AMS Printer Driver Add-in, it is not necessary to set this item.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Basic Settings].

3 Click [Edit].

4 Select [Save user authentication information] in [Printer Driver Management] - click
[Update].
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ToPortal  Login User: M Log Out

£%) Authentication Management

4 User Management thenticat t: Prefe asic Set it Ba:

Authentication Management Edit Basic Settings

User Management

Cancel
Vser Gy Mesgeinedk Use of Authentication Function
Role Management Use the user authentication function
Preferences Authentication Functions to Use: simple Login

IC Card Authentication

Basic Settings Keyboard Authentication

Control Panel Settings Authentication Settings
Server Settings
Authentication Service Information

IC Card Driver Information

Keyboard Authentication

Authentication: 7| Local Device
Server | A tory [
Number of Caches for Login Users: Max (Maximum Number for Device) [¥]

* Number of the displayed [User Name] on Device Login Screen

Display Button on Settings Menu: Change Password

Remote UI Authentication

arc authentication being set. However, the local device is displayed even if

Authentication Mode: Standard Authentication Mode
Other Authentication
nfigure these settings if using a web service to log in, or if setting application authentication information with Service Management Service
Authentication: Local Device
Web Service Authentication Method: O Use CRAM-MDS/MDS
Use CRAM-MDS

ste with applications not supporting CRAM-MDS.
Integrated Authentication

clicking [Apply Setting Changes] in Settings/Registration

Disable integrated authentication
Disable integrated authentication using credentials for local device authentication
Disable integrated authentication sing credentials for LDAP server authentication

z
Other Settings
User Group Management Settings
Use department ID as user group

Set Default Role

hen a role cannot be set.
Default Role When Registering User: Generaluser [v]

Device Settings

king [Apply S tration.

hanges

print from drivers without AMS Printer Driver Adckin
Remote job without user authentication

Remote scan

Cascade copy

Functions to Restrict:

Security Settings
Changes] in Settings/Registration.

7] Add device signature to forwarding files

Printer Driver Management

IMPORTANT

The [Printer Driver Management] setting is enabled after the device is restarted. For information on
restarting the device, see the instruction manuals of the device.

Prohibiting the Printing from Drivers without AMS Printer Driver Add-in

You can set whether to restrict the printing of jobs that do not support print restrictions.

IMPORTANT
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Direct Printing from the Remote Ul is also included in the jobs restricted by the settings in this item. If
[Print from drivers without AMS Printer Driver Add-in] in [Functions to Restrict] is selected, you cannot
use the Direct Printing from the Remote UL

If you do not restrict the printing of jobs that do not support print restrictions, you cannot prevent
printing from computers in which the AMS Printer Driver Add-in is not installed or from computers in
which an unknown user is logged on.

4 NOTE

e If you are not using the AMS Printer Driver Add-in, it is not necessary to set this item.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Basic Settings].

3 Click [Edit].

4 Select [Print from drivers without AMS Printer Driver Add-in] in [Functions to Restrict]
- click [Update].
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1)

&) Authentication Management

# User Management

Authentication Management Edit Basic Settings

User Management Update =i
User Group Management

Use of Authentication Function
Role Mansgement Use the user authentication function
Besloiadia Authentication Functions to Use: simple Login

IC Card Authentication
Basic Settings 7 Keyboard Authentication

Control Panel Settings Authentication Settings
Server Settings

Authentication Service Information

IC Card Driver Information

Keyboard Authentication
Authentication: 7] Local Device
Server tory >
Number of Caches for Login Users: Max (Mayimum Number for Device) [¥]

nber of the displayed [User Name] on Device

Display Button on Settings Menus Change Password

Remote UI Authentication

dependent on keyboard authes

auth eing set. Hy d even if only Server is selected.
Authentication Mode: Standard Authentication Mode [¥]
Other Authentication
igure these sett g a web service to log in, or i setting application authentication inf ih Management
Authentication: Local Device
Web Service Authentication Method: & Use CRAM-MDS/MDS

Use CRAM-MDS
ste with applications not supporting CRAM-MDS.
Integrated Authentication
t: g ffective after clicking [Apply Setting Changes] in Settings/Registration,
Disable integrated authentication
Disable integrated authentication using credentials for local device authentication
Disable integrated authentication sing credentials for LDAP server authentication
S
Other Settings
User Group Management Settings
Use department ID as user group
Set Default Role
Default Role When Registering User: Generaluser |¥

Device Settings

Functions ta Restrict: (/ print from drivers without AMS Printer Driver Add—m)

i Hermota s
[ Cascade copy

Security Settings

71 Add device signature to forwarding fles

Printer Driver Management

7] Save user authentication information

hen pesforming s

IMPORTANT

The [Functions to Restrict] setting is enabled after the device is restarted. For information on
restarting the device, see the instruction manuals of the device. (If an initialization completion screen

is displayed on the touch panel display after the device is restarted, follow the instructions on the
screen to restart the device.)

4 NOTE

e When [Print from drivers without AMS Printer Driver Add-in] is selected, a security check is

automatically performed when printing from printer drivers in which the AMS Printer Driver Add-in is
installed. If a problem is found, printing will be canceled.
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Setting Remote Job Restrictions

Set usage restrictions for remote jobs without user authentication.

IMPORTANT

When using local device authentication, to set restrictions on user printing without installing the AMS
Printer Driver Add-in, enable the [Remote job without user authentication] restriction. For more
information, see " Access Management System Configurations(P. 34) ."

1 Log in to User Authentication.

For more information, see " Logging in to User Authentication(P. 49) ."

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Basic Settings].

3 Click [Edit].

4 Select [Remote job without user authentication] in [Functions to Restrict] - click
[Update].
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ToPortal  Login User: M Log Out

£%) Authentication Management

4 User Management

Authentication Management Edit Basic Settings
User Management Update Cancel
User Group Management Use of Authentication Function
Role Management Use the user authentication function

Preferences Authentication Functions to Use: Simple Login
IC Card Authentication

Basic Settings 7| Keyboard Authentication

Control Panel Settings Authentication Settings
Server Settings

Authentication Service Information

IC Card Driver Information

Keyboard Authentication
Authentication: 7| Local Device
Server | tory [
Number of Caches for Login Users: Max (Maximum Number for Device) [¥]
N of the displayed [User Name] on Devi
Display Button on Settings Menu: Change Password

Remote UI Authenticatior

Authentication Mode: Standard Authentication Mode  |¥]
Other Authentication

réigure these el ice 1o log in orfsetting application authentication information with Service Management Service

Authentication: Local Device

Web Service Authentication Method: O Use CRAM-MDS/MDS

Use CRAM-MDS
t communicate with applications not supporting CRAM-MDS

Integrated Authentication

ive after clicking [Apply Setting Changes] in Settings/Registration.
Disable integrated authentication
Disable integrated authentication using credlentials for local device authentication
Disable integrated authentication using credentials for LDAP server athentication
=
Other Settings
User Group Management Settings
Use department ID as user group
Set Default Role
g hen a role cannot be set.
Default Role When Registering User; Generaluser [¥

Device Setti

Functions to Restrict: xyver Add-in

( 7| Remote job without user authentication )

[ Cascade copy

7] Add device signature to forwarding files

Printer Driver Management

7] Save user authentication infi

IMPORTANT

You need to restart the device to enable settings made in [Functions to Restrict]. For information on
restarting the device, see the instruction manuals for the device. (If the initialization complete screen is

displayed on the touch panel display after restarting the device, follow the instructions on the screen
to turn the power of the device OFF and then ON again.)

Setting Usage Restrictions for Remote Scanning/Cascade Copy

Set usage restrictions for remote scanning/Cascade Copy.

IMPORTANT
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Restricted devices that support AMS cannot be used as the source device for Cascade Copy.

4 NOTE

e For more information, see the instruction manuals of the device.

e [Cascade copy] is not displayed on devices which do not support the Cascade Copy function.

Adding a Device Signature When Forwarding Files

You can set whether to add a device signature when forwarding files from a device.

4 NOTE

e This function is for adding a device signature to files forward with the optional Device Signature PDF
Kit. For more information, see the instruction manuals of the device. (This function cannot be used
unless the required options are installed.)

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Basic Settings].

3 Click [Edit].

4 Select [Add device signature to forwarding files] in [Security Settings] - click [Update].
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0 ToPortal  Login User: Belessisimsss Log Out

£%) Authentication Management

4 User Management

Authentication Management Edit Basic Settings

User Management Update Cancel

User Group Management Use of Authentication Function
Role Management Use the user authentication function

Preferences Authentication Functions to Use: Simple Login
IC Card Authentication

Basic Settings Keyboard Authentication

Control Panel Settings Authentication Settings
Server Settings

Authentication Service Information

IC Card Driver Information

Keyboard Authentication

Authentication: 7| Local Device
Server tory [
Number of Caches for Login Users: Max (Maximum Number for Device) [¥]
e displayed {User Name] o Devi
Display Button on Settings Menu: Change Password

Remote UI Authenticatior

Authentication Mode: Standard Authentication Mode | ¥]

Other Authentication
or f setting application authentication inf n Management
Authentication: Local Device
Web Service Authentication Method: O Use CRAM-MDS/MDS
Use CRAM-MDS
ste with applications not supporting CRAM-MDS,

Integrated Authentication
oG O active after cicking [Apply Setting Changes]in Seltinge/Regisiration
Disable integrated authentication
Disable integrated authentication using credentials for local device authentication
Disable integrated authentication sing credentials for LDAP server authentication
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Other Settings
User Group Management Settings
Use department ID as user group
Set Default Role
: inen 3 role cannot be se.

Default Role When Registering User: Generaluser [

Device Setti

Settings/Registration,

Functions to Restrict: 7| Print from drivers without AMS Printer Driver Adck-in
7| Remote job without user authentication

"] Remote scan
[ Cascade copy

7] Add device signature to forwarding files

Printer Driver Management

7] Save user authentication informati

IMPORTANT

The [Security Settings] setting is enabled after the device is restarted. For information on restarting
the device, see the instruction manuals of the device.

Configuring IPP Printing

Set whether to use authentication when performing IPP printing. If you use authentication when performing
IPP printing, you can set restrictions on user printing (including AirPrint) according to role.

1 Log in to User Authentication.

For more information, see " Logging in to User Authentication(P. 49) ."
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2 Click [Settings/Registration] —. [Network Settings] — [IPP Print Settings].

3 Select [Use Authentication] - click [OK].

4 NOTE
e IfIPP printing settings are enabled, you can specify [Use Authentication].

— i e e S s R ToPortal  Login User Log Out

(-)_&) Settings/Registration

Restart Device Settings/Registra

Apply Setting Changes IPP Print Settings Last Updated : 2015 08/31 23:00:15
Paper Settings B UseIpp
Timer/Energy Settings [l UseTis

*Set the default kev in Key and Certificate Settings under [TLS Settings] to use TLS

Network Settings
External Interface -

Volume Settings
Function Settings

Commen Settings
Copy

Printer

Send
Receive/Forward
Store/Access Files
Set Destination

Management Settings

User Management
Device Management
License/Other

Data Management

Security Settings

Copyright CANON INC.
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Managing Roles

Register/edit the usage restrictions to associate to users as roles. Roles can also be imported/exported in
batches.

There are two types of roles; base roles and custom roles. For more information, see "Regarding Base Roles
and Custom Roles."(P. 20)

Managing Roles Using User Authentication(P. 65)

IMPORTANT

Only users associated with the [Administrator] role can manage roles. (Users associated with a custom
role based on the [Administrator] role (such as the [DeviceAdmin] or [NetworkAdmin] role) cannot

manage roles.)

Depending on the user authentication method you are using, required operations will differ. For more
information, see "Flow of Settings for Operating with Local Device Authentication"(P. 42) or "Flow
of Settings for Operating with Server Authentication."(P. 44)
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Managing Roles Using User Authentication

This section describes the procedure for managing roles with User Authentication.

Creating Custom Roles(P. 65)

Editing Custom Roles(P. 69)

Editing the [GuestUser] Role (Guest Role)(P. 70)
Deleting Custom Roles(P. 71)

Importing Roles(P. 72)

Exporting Roles(P. 74)

Creating Custom Roles

Custom roles are user-defined roles, and are created by adding/editing usage restriction information from a
base role.

You can also edit the information for a created custom role. For more information, see "Editing Custom
Roles."(P. 69)

IMPORTANT

You can register a maximum of 100 roles, including base roles and custom roles (administrator).

Custom roles registered in devices with an older version of the Access Management System can be
used with this version.

The restrictions for items not supported by a device cannot be set/checked from User Authentication,
but are stored inside the device. (Therefore, when printing from a computer, [Available] may be
displayed for [Color Print], even on a black-and-white device.)

Do not set stricter restrictions for custom roles than those applied to unregistered users (the guest
role). If the restrictions applied to registered users are stricter than those applied to unregistered
users, the number of functions that can be used after logging in will be less than before logging in or
than [Log In (Guest)], which may lead to inappropriate user management.

4 NOTE

e Itis recommended you export role information after creating custom roles, for backup purposes.
Since exported roles can be imported in other devices, the custom roles you create can also be
registered in multiple devices. For more information, see "Importing Roles"(P. 72) and see
"Exporting Roles."(P. 74)

e Associate roles to users on the [User Management] screen. For more information, see the instruction
manuals of the device.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Role Management].
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d B ToPortal  Login User: Mm Log Out

(-X-') Authentication Management

4 User Management Authentication Management : User Management

Authentication Management User Management Updated o
User Management The users with an asterisk (*) are administrators, Import.
Uset-Group Management Add User..  Check Unregistered Department ID...

Filter: | User Name

Exact Match [ | [4] Match case

Preferences

Basic Settings

Control Panel Settings 1
User Name - Displayed As Department 1D E-Mail Address Role Name
Server Settings
----- Edit. -
Authentication Service Information
Administrator ©  Edit..  Administrator Administrator

IC Card Driver Information

2]

Click [Add Role] in [Custom Roles].

ToPortal  Login User:

&) Authentication Management

+ User Management Authenti
Authentication Management Role Management o
User Management port Start Export
User Group Management e ey
Role M: 13
ole Management Role Name Comments
Pretere
e Administrator Edit.
Basic Settings
Powerlser Edit.
Control Panel Settings
GeneralUser Edit.
Server Settings
LimitedUser Edit...
Authentication Service Information
Guestser Edit..
IC Card Driver Information
H

Custom Roles (Administrator)

Role Name Comments

DeviceAdmin

Networkdmin Edit...
=

Custom Roles

Role Name Comments

4 Specify the required items - click [Add].
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ToPortal  Login User: - Log Out

¥ Authentication Management

« User Management iiheriication Managemént : Rols Management > Adi Custom f
Authentication Management Add Custom Role

User Management add e

User Group Management s 2

Role Name: temp_custom

Role Management
e Comments For temporary employee

Basic Settings
Base Role: Generaluser [¥]

Control Panel Settings
Device Management Restriction

Server Settings

Al Settings: Re -
Authentication Service Information Network Settings: ot Al 7
IC Card Driver information Device Settings: N -

Function Category Restriction

Print Fundtions: Allowed

Save Functions (Mail Box/Hold/Memory Medial: | Allowed

Copy Functions Alowed 7]
Send Funtions/Store on Network: Not Allowed [¥]
Web Access Funtion: slowed [%]
Utilty Function: Alowed [

Others Functions: Alowed 7]

Function Category Restriction Details

Print Functions
print: Allowed
1-Sided/2-Sided Printing: 2-Sided Printing Only [¥]
Page Layout: No Restrictions 2
Save to Mail 8o Hiowed 5]

Save Functions (Mail Box/Memory Media)

i Howed[3]
1-Sided/2-Sided Printing: No Restrictions
—— No Restrictons

Save Function (Memory Media)

Memory Media Allowed
Scan Alowed  when (Scan] is alowed
print: Alowed be setwhen [Print] isallowed i [Save Functi
Copy Functions
1-Sided/2-Sided Copying: 2-sided Copying Only[¥]
Page Layout: No Restricions |
Scan Functions
Scan Alowed 3]
Color Scan: Aowed 5]

Send Functions/Store on Network

EMail X Alowed 7]
E-Mail TX (Use [Send to Myself]) Allowed 7]
FFaxTX: Alowed _[v]
FaxTX: Allowed  [v]
£ Alowed 7]
Windows (SMB) TX: Allowed [¥]
WebDAV TX: Alowed _[v]
Use [Personal Folder]: Allowed  [¥]
Mail Box TX: Allowed  [¥]
Specify Address Domain Not Allowed ]

Use Address Book/Register Storage Location for Network: |Read-Only

Use Personal Address List Allowed  [¥]
Send to New Addresses Allowed  [7]
Add Device Signature to Sending Files: Not Added[]
Sending Files Format: N tions [~

Application Restrictions

* Individually set device application restrictions

Application Name status Application D
Copy Notset [v] 8cr2686b-29c2-46cs-a07a-a6cd 177613
Scan and Send NotSet  [v]  ae53008a-aal-daae-957-d746db532c88
Access Stored Files NotSet  [¥] 3d9b3cds-edbs-47f7-bess-feedcd92fBdd
Web Access Notset  [¥] e2071adf-77f7-487-9d3f-8dcc71d91b7b
Hold Notset [v] 18326034-010c-1000-af4e-00e000cH a6
Scan for Mobile NotSet  [¥] 18d9822¢-0140-1000-a701-00e000c4aesk
print NotSet  [¥] 3c352f7¢-0140-1000-9911-006000c4ae6f
W Funcion Flow Not Allowed [] | S s

Button Restrictions.

Set resrictions for the buttons in the device main menu and quick menu. Up to 32 buttons can be restricted.

Button/Applet Name status Application Name
Copy Notset [=] | Copy
Fax Notset [¥] Scanand Send
Scan and Send Notset [¥] Scanand Send
Scan and store Notset [¥] Access stored Files
Aecass Stored Fies Notset [] | Access Stored Fles
Fax/I-Fax Inbox NotSet [¥] Access Stored Files
Tutorial Notset [v] Tutorial
Web Access Notset [v] Web Access
Hold Notset [¥] Hold
Scanner Notset [v] scan
Scan for Mabile Notset [v] scanfor Mobile
print Not et print
W Function Flow NotSet [¥] iW Function Flow
Dest/Fwd Settings Notset [¥] Scanand Send
\ J

i

The new role is registered.

The items required for entry and their scope are indicated below.
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Item

Description

Scope

[Role Name]

Set the role name.

1 to 32 alphanumeric characters,
hyphens (-), and underscores (_). You
cannot register a role name that
already exists.

You cannot register a name that is the
same or similar to the name of a base
role or custom role (administrator).

[Comments]

Enter a description for the role.

User-defined string of 0 to 50
characters.

[Base Role]

Set the base role for the custom role.

You cannot set the [GuestUser] role.
The base role set here determines the
device management privileges.

The role only has device management
privileges if the [Administrator] role is
set as the base role.

[Device Management
Restriction]

Set the device management restrictions.

[All Settings]:

When set to [No Restrictions], no device
management privileges are restricted,
regardless of the settings in [Device Settings]
and [Network Settings]. (Privileges equivalent
to the [Administrator] role are available for the
device management privileges.)

When set to [Restrictions], the device
management privileges are restricted
according to the settings in [Device Settings]
and [Network Settings].

(Even if both [Device Settings] and [Network
Settings] are set to [No Restrictions], privileges
equivalent to the [Administrator] role are not
available for the device management
privileges.)

[Network Settings]:

Set [No Restrictions]/[Not Allowed] for the
device management privileges that belong to
each network setting category.

[Device Settings]:

Set [No Restrictions]/[Not Allowed] for the
device management privileges that belong to
each device setting category.

You can set if [Administrator] is set for
[Base Rolel.

[Function Category Restriction]

Set usage restrictions for each function
category.

[Function Category Restriction
Details]

Set usage restrictions for each detailed
function.

[Application Restrictions]

Set usage restrictions for each device
application.

Even if [Function Category Restriction]
is set to [Not Allowed], functions with
[Allowed] set for [Application
Restrictions] can be used.

[Button Restrictions]

Set the usage restrictions for buttons displayed
on the [Main Menu] screen or [Quick Menu]
screen.

You cannot use functions set to [Not
Allowed] in [Application Restrictions],
regardless of whether they are not
restricted in [Button Restrictions].
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For information on device management privileges, see "Device Management Privileges."(P. 23) For
information on device function restrictions, see "Device Function Restrictions."(P. 26)

4 NOTE

e The items displayed slightly differ for User Authentication version.

e "Device applications" refer to functions that are not included in the device, but are made available by
installing them (such as MEAP applications).

Editing Custom Roles

You can edit the registered custom roles.
IMPORTANT

Only [Comments] can be edited for base roles and custom roles (administrator). Restriction
information can also be edited for the [GuestUser] role. For more information, see "Editing the
[GuestUser] Role (Guest Role)."(P. 70)

To change the role name of a custom role, it is necessary to delete the role and register it again as a
new role.

To change the [Base Role] setting (and therefore change the device management privileges), it is
necessary to delete the role, and then register it again. (It is also possible to export the role and
change the [Base Role] setting by editing it with a text editor. However, take care not to edit the
control characters in this case.)

The changed role information is enabled from the next time you log in. It is not applied to users
currently logged in.

Do not set stricter restrictions for custom roles than those applied to unregistered users (the guest
role). If the restrictions applied to registered users are stricter than those applied to unregistered
users, the number of functions that can be used after logging in will be less than before logging in or
than [Log In (Guest)], which may lead to inappropriate user management.

4 NOTE

e Itis recommended you export the role information after editing custom roles for backup purposes.
For more information, see "Exporting Roles."(P. 74)

e Associate roles to users on the [User Management] screen. For more information, see the instruction
manuals of the device.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Role Management].

3 Click [Edit] for the role you want to edit.
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To Portal Login User: am Log Out

@ Authentication Management

4 User Management

Authentication Management Role Managemem Updated: ey

ser M
User Management Import. Start Export
User Group Management s ol
Role Management

Role Name Comments
Preferences
Administrator Edit.
Basic Settings
Cantrol Panel Settings Liiiiais L2
Server Settings GeneralUser Edit
Authentication Service Information LimitedUser Edit.
IC Card Driver Information GuestUser Edit.

Y

Custom Roles (Administrator)

Role Name Comments
DeviceAdmin Edit.
Networkadmin Edit,
Iy
Custom Roles
Select All  Clear All  Delete Add Role,
Role Name Comments

4] temp_custom For temporary employee

»

Copyright CANON INC

4 Edit the required items - click [Update].
The role information is changed.
IMPORTANT

[Device Management Restriction] can only be set if [Administrator] is set for [Base Role].

Editing the [GuestUser] Role (Guest Role)
You can edit the roles for unregistered users.
IMPORTANT

The changed role information is enabled from the next time you log in. It is not applied to users
currently logged in.

Set stricter restrictions for unregistered users (the guest role) than those applied to other base roles
and custom roles. If the restrictions applied to registered users are stricter than those applied to
unregistered users, the number of functions that can be used after logging in will be less than before
logging in or than [Log In (Guest)], which may lead to inappropriate user management.

4 NOTE

e Itis recommended you export the role information after editing [GuestUser] role for backup purposes.
For more information, see "Exporting Roles."(P. 74)

1 Log in to User Authentication.
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For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Role Management].

3 Click [Edit] for [GuestUser] in [Base Roles].

ToPortal  Login User: hm

@ Authentication Management

+ User Management A )
Authentication Management Role Management Updated: ey
User Management R Start Bxport
User Group Management B Al
Role Management
s Role Name Comments
Basic Settings Acnintstratar £
Control Panel Settings it —
Server Settings GeneralUser Edit
Authentication Service Information LimitedUser Edit.
IC Card Driver Information GuestUser Edit.
a
Custom Roles (Administrator)
Role Name Comments
DeviceAdmin Edit.
NetworkAdmin Edit
=
Custom Roles
Select Al Clear All  Delete Add Role
Role Name Comments
7] temp_custom Edit. For temporary employee
=
ry

Copyright CANON INC

4 Edit the required items - click [Update].

The role information is changed.

Deleting Custom Roles

You can delete registered custom roles.
IMPORTANT

Base roles and custom roles (administrator) cannot be deleted.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Role Management].
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3 Select the role you want to delete in [Custom Roles] - click [Delete].

To Portal Login User: mm Log Out

@ Authentication Management

4 User Management
Authentication Management Role Management Updated: RS
User Management Import. Start Export
User Group Management oy
Role Management
e Role Name Comments
Basic Settings Administrator Edit
Control Panel Settings Powerlser Edit
Server Settings GeneralUser Edit.
Authentication Service Information LimitedUser Edit.
IC Card Driver Information GuestUser Edit.
a
Custom Roles (Administrator)
Role Name Comments
DeviceAdmin Edit.
NetworkAdmin Edit
=
Custom Roles
Select All  Clear m\ Add Role.
Role Name Comments
@temp_:ustom Edit For temporary employee
Iy
=

Copyright CANON INC

The role is deleted.

4 NOTE

e If you want to select all the custom roles, select [Select All].

Importing Roles

You can import the roles registered in another device from a file.

IMPORTANT

If a role with the same name as a role to import already exists, that role is overwritten with the
imported role information. However, only comments are overwritten for base roles other than the
guest role and custom roles (administrator).

If the [Device Management Restriction] setting is invalid (if [Device Settings] and [Network Settings]
are set to [Not Allowed] despite [All Settings] being set to [No Restrictions]) the role information is
deemed invalid and is not imported.

If roles not included in the import file were registered in the device, those roles are not deleted, and
the roles inside the import file are added to the device.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)
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[Role Management].

3 Click [Import].

&) Authentication Management

To Portal

Login User: ke

Log Out

Click [Settings/Registration] - [User Management] - [Authentication Management] -

4 User Management panage
Authentication Management Role Management Updated: SR L
User Management o
User Group Management Base Roles
Role Management
e Role Name Comments
Basic Settings Administrator Edit.
Control Panel Settings i —
Server Settings GeneralUser Edit
Authentication Service Information LimitedUser Edit.
IC Card Driver Information GuestUser Edit..
=
Custom Roles (Administrator)
Role Name Comments
DeviceAdmin Edit...
NetworkAdmin Edit.
=
Custom Roles
Select Al Clear All  Delete Add Role..
Role Name Comments
4l] temp_custom Edit. For temporary employee
a
=

To Portal Login User: =m

4= User Management
(P M E Import Role Information

User Management

Cancel

Start Import

User Group Management File Path:

Role Management

L]

Preferences

Basic Settings
Control Panel Settings
Server Settings

Authentication Service Information

IC Card Driver Information

5 Cclick [start Import].
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ToPortal  Login User; e s

| @ Authentication Management

4 User Management
Authentication Management Import Role Information

User Management
= concel

User Groi Management =
er Group gemen File Path: CACanon\roleData.xmi [ Browse... |

Role Management

]

Preferences

Basic Settings
Control Panel Settings

Server Settings

Authentication Service Information

IC Card Driver Information

Copyright CANON INC

The role information is imported.

4 NOTE

e If the role information fails to be imported, the data is rolled back, and returns to the state it was
before the import.

Exporting Roles

You can save the role information registered in a device as a file. This is useful for backup purposes, or for using
the registered role information in another device.

4 NOTE

e The file extension is 'xml' and the default file name is 'roleData.xml'.

e Itis also possible to export the role and edit it with a text editor. This is useful when you want to
change the role names. However, take care not to edit the control characters in this case.

1 Log in to User Authentication.

For more information, see "Logging in to User Authentication."(P. 49)

2 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Role Management].

3 Click [Start Export].
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To Portal Login User: am Log Out

@ Authentication Management

4 User Management uthentication Management : Role Manage

Authentication Management Role Management Updated: Rt
User Management Import
User Group Management s ol
Role Management

Role Name Comments

Preferences

Administrator Edit.
Basic Settings
Control Panel Settings R Edit
Server Settings GeneralUser Edit
Authentication Service Information LimitedUser Edit.
IC Card Driver Information GuestUser Edit.
a

Custom Roles (Administrator)

Role Name Comments
DeviceAdmin Edit..
Networkadmin Edit..
Iy
Custom Roles
Select All  Clear All  Delete Add Role...
Role Name Comments
[¥]] temp_custom Edit.. For temparary employee
Y
a

Copyright IN INC

4 Follow the instructions on the screen to specify the location to save the file.

The file is downloaded.
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Setting Up the Client Computers

Setting Up the Client Computers
Installing the AMS Printer Driver Add-in
Setting User Information to the AMS Pri

Nter Driver Add-in .........coooevviiiiiiiiiec e eeeaaee e e ean
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Setting Up the Client Computers

This section describes the procedure for setting up client computers, such as installing the AMS Printer Driver
Add-in.
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Installing the AMS Printer Driver Add-in

In the Access Management System, it is necessary to add the AMS Printer Driver Add-in to the printer driver
installed in the computers to restrict printing from.

Preparing to Install the AMS Printer Driver Add-in(P. 78)

Installing the AMS Printer Driver Add-in(P. 79)

IMPORTANT

The AMS Printer Driver Add-in may already be included, depending on the printer driver. In this case, it
is not necessary to install the AMS Printer Driver Add-in. Select [Use AMS Function] on the [AMS] page
of the printer driver to enable the functions of the AMS Printer Driver Add-in.

Confirm that the printer driver supports AMS before installing the AMS Printer Driver Add-in. The add-
in will not be installed correctly unless the printer driver supports it. For more information, see "Client
Computer (AMS Printer Driver Add-in)."(P. 38)

Before installing the AMS Printer Driver Add-in, it is necessary to confirm that the Access Management
System setup is complete. For more information, see "Setting Up the Access Management
System."(P. 41)

If you want to restrict the printing of jobs from printer drivers in which the AMS Printer Driver Add-in is
not installed, do so when specifying the preferences of the devices. For more information, see
"Prohibiting the Printing from Drivers without AMS Printer Driver Add-in"(P. 56) .

If you are using User Authentication with server authentication, it cannot be used in conjunction with
the Department ID Management function. Disable the Department ID Management function of the
printer driver.

When using the AMS Printer Driver Add-in in a shared printer environment, install the AMS Printer
Driver Add-in to the printer drivers on the print server. (Install the AMS Printer Driver Add-in to the
printer driver on the print server. After installing the AMS Printer Driver Add-in to a printer driver on
the print server, it may take some time until the [AMS] page is displayed in the printer properties
dialog box on a client computer. If the [AMS] page is still not displayed, add the printer icon to the
client computer.)

If the date/time settings of all equipment that comprises the system (devices, client computers, server
computers, etc.) do not match, printing may take longer, or you may be unable to print. For
information on setting the date/time settings of the device, see the instruction manuals for the device.

It may not be necessary to install the AMS Printer Driver Add-in, depending on your environment. For
more information, see " Access Management System Configurations(P. 34) ."

4 NOTE

e When installing to multiple computers, you can use the silent installation function. For more
information, contact your local authorized Canon dealer.

e If you install the AMS Printer Driver Add-in to a printer driver, the [AMS] page is added to all printer
icons associated with that printer driver.

Preparing to Install the AMS Printer Driver Add-in

Before installing the AMS Printer Driver Add-in, update the printer driver to install it in.
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IMPORTANT

If AMS Printer Driver Add-in V1.x is installed, uninstall it using the version 1.x uninstaller, and then
update the printer driver. For more information, see "Uninstalling the AMS Printer Driver Add-
in."(P. 143) If AMS Printer Driver Add-in V2.0 or later is installed, you can update the printer driver
without uninstalling the add-in.

4 NOTE

o If the printer driver is not installed with [Standard TCP/IP Port], it is recommended you update it with
[Standard TCP/IP Port].

1 Log on to the computer as a user with Windows administrator privileges.
2 If you are using Windows 8.1/Windows Server 2012, move to the desktop.
3 Close all running applications.

4 Update the printer driver to install the AMS Printer Driver Add-in, and install the
Canon Driver Information Assist Service.

The Canon Driver Information Assist Service can be installed at the same time as updating the printer driver.
Follow the instructions in the update wizard to install the Canon Driver Information Assist Service.

IMPORTANT

Update the printer driver using the latest installer (Setup.exe). The latest installer can be downloaded
from the Canon Web site.

4 NOTE

e For information on updating the printer driver, see the instruction manual for the printer driver.

Installing the AMS Printer Driver Add-in

This section describes the procedure for installing the AMS Printer Driver Add-in individually in the computers to
restrict printing for.
1 Log on to the computer as a user with Windows administrator privileges.

2 If you are using Windows 8.1/Windows Server 2012, move to the desktop.

3 Close all running applications.
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4 Double-click the Setup.exe file for the AMS Printer Driver Add-in.

The AMS Printer Driver Add-in setup wizard starts.

5 click [Next].

‘o’ Access Management System Add-in - Ver, ==
]
Sy Welcome to Access Management System Add-n Setup
Ty Wizard

This wizard will install Access Management System
Add-in on your computer,

To continue the installation, dick [Next].

[ hext> ]| cancel

6 Confirm the displayed information - click [Yes].

-‘\;"J Access Management System Add-in - Ver. "
License Agreement
Please read the following license agreement completely and

carefully, Click [Yes] to agree to the license agreement.

»

IMPORTANT!

(]

CANON SOFTWARE LICENSE AGREEMENT

READ THIS AGREEMENT BEFORE INSTALLING THE SOFTWARE! BY CLICKING “YES™
BUTTON BELOW, YOU AGREE TO BE BOUND BY TERMS AND CONDITIONS OF THIS
AGREEMENT.

Product Name: ACCESS MANAGEMENT SYSTEM Printer Driver Add-in

This document is a license agreement between you and Canon Inc. {"Canon”), and governing
your use of "ACCESS MANAGEMENT SYSTEM Printer Driver Add-in” (the "SOFTWARE"). IF YOU
DO MOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT, DO MOT CLICK "YES”
BUTTOMN BELOWY, AND DO NOT USE THE SOFTWARE.

Do you agree to the terms in license agreement?

<gack (| es ||[ o |

7 Select the driver to install the AMS Printer Driver Add-in to from the [Driver List] -
click [Add].

When a desired printer driver is not displayed or a printer driver exists but does not have a printer icon (for the
server of a terminal service, etc.), select [Display All Installed Drivers].
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Select Drivers to Install Access Management System Add-n
Select the drivers to install Access Management System Add-in,
and then click [Add].

Driver List:

( )

[ |Display All Installed Drivers

l T fgmove |

List of Drivers for Instaling Access management System Add-n:

[smds ]| next> |

8 Click [Next].

Select the drivers to install Access Management System Add-in,

Select Drivers to Install Access Management System Add-in ‘
and then dick [Add].

Drriver List:

["|Display All Installed Drivers

] 41 )

\ist of Drivers for Instaling Access Management System Add-in:

< Back Dext > Cancel

9 Confirm that the appropriate driver names are displayed in [List of Drivers for
Installing Access Management System Add-in] - click [Next].
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r'-,",;.-' Access Management System Add-in - Ver, 1

The setup program will install Access Management System Add-n
with the following settings.

Confirm the settings.

Lint af Drivers for Tnetalina Accsas Manansment Suetsm Add-in:

= Add =

Setup authentication server, ., < Back I Cancel

1 0 Click [Yes] when the message confirming whether you want to retrieve the device
(printer) information is displayed.

If you click [No], the device information is not retrieved. Enter the IP address or host name of the printer on the
next screen.

11 Cclick [start].

If you clicked [No] in the previous page, click the [IP Address/Host Name] field for that driver — enter the IP
address or host name of the device.

If [Enter IP Address/Host Name] is displayed in the [IP Address/Host Name] field, click [Get IP Address]. If the IP
address cannot be retrieved, click the [IP Address/Host Name] field for that driver — enter the IP address or
host name of the device.

;; ! Access Management System Add-in - Ver, ..
Printer Settings
Click the IP address or host name of a printer to enter its IP
address or host name,
[P Addresses /Host Names: l Get IP Address ]
Driver Printer 1P Address Host Name

S S—— {o——[171.14136.174

Number of Printers to Set: 1
Click [Start] to install,
* Printing may not be available if the IP address or host name is not specified,

<fack | cancel

/ NOTE

e If multiple printers that use the same printer driver are connected to the network, all of those printers
are displayed in [IP Addresses/Host Names].
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1 2 Click [Yes] when the message confirming whether you want to start installing is
displayed.

h Installation cannot be stopped once it starts,
£

. & Inaddition, you must restart the computer after installation is
complete,

Do you want to continue?

Yo JJ[ N |

The AMS Printer Driver Add-in is installed.

13 Cclick [Exit].

Installation of Access Management System Add-n s
complete,

Click [Exit] to quit the wizard,

14 Cclick [Yes] in the displayed dialog box.

o You must restart your computer. Do you want to restart your computer
now?

The computer will be restarted and the installation completes.

./ IMPORTANT

o Itis necessary to set user information to the AMS Printer Driver Add-in installed in each computer. For
more information, see "Setting User Information to the AMS Printer Driver Add-in."(P. 85)
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4 NOTE

e If you want to restart the computer later, click [No].
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Setting User Information to the AMS Printer Driver
Add-in

Set user information to the installed AMS Printer Driver Add-in, and retrieve print restriction information.

4 NOTE

e For details on operating the AMS Printer Driver Add-in, see the Help for the AMS Printer Driver Add-in.

e If the currently logged in user sets user information in one [AMS] page, that information is applied to
all the AMS Printer Driver Add-ins that the user uses on that computer.

1 Log on to the computer in which the AMS Printer Driver Add-in is installed.

IMPORTANT

When operating the Access Management System with Active Directory authentication, log on to the
computer using the user name of a domain user.

2 Display the properties of the printer that use the printer driver in which the AMS
Printer Driver Add-in is installed.

For Windows Vista/Windows Server 2008:
Select [Start] - [Control Panel] - [Hardware and Sound] - [Printers].

Right-click the printer icon, and select [Properties].

For Windows Server 2008 R2:
Select [Start] - [Control Panel] - [Hardware] - [Devices and Printers].

Right-click the printer icon, and select [Properties].

For Windows 7:

Select [Start] - [Control Panel] - [Hardware and Sound] - [Devices and Printers].

Right-click the printer icon, and select [Printer properties].

For Windows 8.1/Windows Server 2012:
Move to the desktop and display the charm bar to the right of the screen.
Select [Settings] - [Control Panel] - [View devices and printers].

Right-click the printer icon, and select [Printer properties].
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For Windows 10/Windows Server 2016:
1 Right-click [Start], and select [Control Panel] - [Devices and Printers].

1 Right-click the printer icon, and select [Printer properties].

3 Click the [AMS] tab.

4 Click [User Name/Password].

f

) 8 W e WS Properties [

| Ganeral 1 Sharing ]_Po_rls ] Adwanced ] Colar Management ] Sacurity ] Davics Settings i_Prnﬂn J AMS

Currant Usar MNama: salas temp ([ Usar Mama /Fassword... ])

Print Rastriction Information

Rastriction Information Mot Obtained

|¥] Check Print Restriction Information Whan Printing

IP Addrass/Host Nama.,. | [ GatRastriction information ] [ About AMS ]

[ ok ][ oCnca | [ Heip J

The [Setup User Names and Passwords for Authentication] dialog box is displayed.

5 Select the method for setting the user information to use for authentication in [Setup
Method].

Setup User Names and Passwords for Authentication [

Satup Mathod
Q) Use the PT log=on information
Setup suthentiosted user information

Usar Information Uisad for Authenticstion
Usar MNam:
Password
Authen ication east_domain -

Save Password and Skip Authentication Dislog Box Whan Printing

ok ) [ Omos ][ tub

./ IMPORTANT
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[Use the PC log-on information] cannot be used when the AMS Printer Driver Add-in is used on an
Active Directory server. Select [Setup authenticated user information].

4 NOTE

o [Setup Method] is enabled when you are logged on to the computer as a domain user in an
environment using Active Directory authentication. Otherwise, [Setup authenticated user information]
is selected.

6 Confirm that [This Device] is selected for [Authentication] - specify [User Name] and
[Password].

If you selected [Use the PC log-on information], proceed to step 7.

Contact the administrator in charge of usage restrictions for information on the user information to use for
authentication.

r =

Setup User Names and Passwords for Authentication

Satup Method

Usar Information Uisad for Authenticstion
User Mame

Password

Authan tication [Tlus Davice v]

Save Password and Skip Authentication Dislog Box Whan Printing

| 0K ) Cancel Halp

IMPORTANT

If you are using local device authentication, select [This Device] for [Authentication]. If you are using
Active Directory authentication, enter the domain name (NetBIOS name).

4 NOTE

o If you select [Save password and skip authentication dialog box when printing], you can print without
entering passwords. However, it is recommended you set to enter a password each time printing is
performed, for increased security. [Save password and skip authentication dialog box when printing] is
enabled if you select [Save user authentication information] in [Printer Driver Management] when
specifying the preferences of the devices. For more information, "Specifying the Preferences of the
Devices."(P. 50)

e When you print from the Windows Store app in Windows 8.1/Server 2012, if you have configured the
settings so that you are required to enter a password when printing, the message "The printer
requires your attention. Go to the desktop to take care of it." is displayed. If this happens, move to the
desktop and follow the instructions in the displayed dialog box.

Note that the message will disappear after a while, but printing will not start until you have moved to
the desktop and performed the operation displayed in the dialog box.

"/ Click [OK].
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The print restriction information is retrieved.
IMPORTANT

To retrieve print restriction information (role information etc.), the information must be registered in
the device. For more information, "Setting Up the Access Management System"(P. 41) or
"Operation Example of Local Device Authentication."(P. 90)

To change the IP address/host name of the device specified when installing the AMS Printer Driver
Add-in, click [IP Address/Host Name].

4 NOTE

e If you select [Check Print Restriction Information When Printing] on the [AMS] page, the [Confirmation
of Print Restrictions] dialog box is displayed each time printing is performed, enabling you to check
the print restriction information.

e When you print from the Windows Store app in Windows 8.1/Server 2012, if you have configured the
settings so that you are required to confirm print restriction information when printing, the message
"The printer requires your attention. Go to the desktop to take care of it." is displayed. If this happens,
move to the desktop and follow the instructions in the displayed dialog box.

Note that the message will disappear after a while, but printing will not start until you have moved to
the desktop and performed the operation displayed in the dialog box.

&8 Click [OK] to close the dialog box.

IMPORTANT

If the print restriction information registered in the device is changed, click [Get Restriction
Information] on the [AMS] page to retrieve the latest print restriction information. If the print
restriction information registered in the device and the print restriction information in the AMS Printer
Driver Add-in differ, an error will occur. Take care, as documents for which printing is only allowed
once will become unable to be printed.

4 NOTE

o If the following conditions are met, the AMS Printer Driver Add-in will automatically retrieve print
restriction information when printing, and will update the currently retained print restriction
information.

- 30 minutes or more have elapsed since printing was last performed

- Print restriction information has been changed by the administrator
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Operation Example of Local Device
Authentication
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Confirming the Print Restrictions on Client COMPULENS ...........ccocceiriiiiiiiiiernee ettt st s 138
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Operation Example of Local Device Authentication

This section describes the procedure for newly setting up the Access Management System with local device
authentication, and describes an example configuration.
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Example of Operating with Local Device Authentication

In the example described here, the system management department members act as both device
administrators and device restriction administrators to set device usage restrictions for a group comprised of
three sales department members (Manager A, Regular employee B, and Temporary employee C).

Three devices are used: Device_A, Device_B, and Device_C. These three devices are the same model. These three
devices all support using the Access Management System in conjunction with the Department ID Management
function, and have the optional iW Function Flow added and started. These three devices are managed by
members of the system management department, who also act as device administrators.

Device_A and Device_C will be set to Device Level Log-in, and Device_B will be set to Function Level Log-in.
Unregistered users will be allowed to use Device_A and Device_B but not allowed to use Device_C.

When registered users log in to the device, restrictions are applied according to their title in the organization.

When unregistered users use Device_A, they will be able to log in as guest users. When they use Device_B, they
will not be required to log in. Unregistered users will not be allowed to use Device_C.

This example assumes that Department IDs are assigned by group (by department).
System management

department
[admin_dept]

All settings

All settings
can be changed

AMS/device restriction can be changed

administrator

Device_A Sales department
[sales_dept]

) All functions All functions
v ' can be used can be used '
Require authentication Manager A Device C
before the device is used All functions All functions
' can be used can be used i
Device settings Device settings ' .
allowed allowed
Require authentication
External sending External sending before the device is used

Network settings Network settings
< not allowed @ not allowed >
One-sided printing One-sided printing

Device_B not allowed Regularemployee B ot allowed

N T not allowed Temporary employee C not allowed
Only require authentication|  jW Function Flow iW Function Flow
when sending externally cannot be used cannot be used
Only two-sided
black-and-white @ Not allowed to use
copying allowed h
iW Function Flow Unregistered user
cannot be used [Guest User]

Users and Roles to Use in the Example

In this example, device restrictions are set for the following users.

Staff User Name/Password Role to Associate

Sales department ([sales_dept])
(Department ID: 3333333/
PIN: 0000003)
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Staff User Name/Password Role to Associate

All device functions can be used.

sales_manager]/ The [Settings/Registration] screen

Manager A [ B ger] [PowerUser] [ 9 9 :
[m_password] cannot be used, except for some

functions.

All device functions can be used.
The network management
[DeviceAdmin] functions on the [Settings/
Registration] screen cannot be
used.

[sales_regular]/

R | | B
egular employee Ir_password]

One-sided printing from a
computer and the Send function
cannot be used.

The [Settings/Registration] screen
cannot be used, except for some
functions.

iW Function Flow cannot be used.

[sales_temp]/ [temp_custom]

T I C
emporary employee [t_password] (custom role)

System management department [admin_dept]
(System Manager ID: 1111111/

System PIN: 0000001)

(Department ID: 2222222/

PIN: 0000002)

All device functions can be used. All
[Administrator] functions can be used on the
[Settings/Registration] screen.

[IT_management]/

AMS/device restriction administrator .
[admin_password]

Only two-sided black-and-white
Other Users No User Name/Password | [GuestUser] copying are allowed.
iW Function Flow cannot be used.
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Flow of Operations

This section describes the flow of operations. For more information, see each page.

1. Preparing the Device and Network Environment(P. 95)

Set the network environment and date/time settings. and register a System Manager ID for all devices to
operate with the Access Management System.

2. Enabling the AMS

Enable the AMS on all devices that support it.

For more information, see the instruction manuals of the device.

3. Starting User Authentication

Start User Authentication on all devices that support AMS.

For more information, see the instruction manuals of the device.

4. Specifying the Preferences of the Devices(P. 96)

For all devices that support AMS, set the user authentication method, login method, and whether to allow
unregistered users to use the device, etc., and then restart the device. In this example, Device_A and Device_C
will be set to Device Level Log-in, and Device_B will be set to Function Level Log-in. Unregistered users will be
allowed to use Device_A and Device_B, but not allowed to use Device_C.

5. Creating Custom Roles(P. 105)

In this example, a [temp_custom] role will be created on Device_A for temporary employees, based on the
[GeneralUser] role. The content of the [GuestUser] role will also be checked.

6. Exporting Custom Roles(P. 109)

In this example, the roles in Device_A will be exported (all roles including the base roles, not just the
[temp_custom] role).

7. Registering Local Users and Specifying Roles(P. 110)

Create the user information on Device_A. In this example, local user accounts will be created for the staff in the
sales department and system management department. The name of the role to apply to each local user will
also be registered in the user information.
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IMPORTANT

When using the Department ID Management function, set the Department ID in the user information
for each user.

8. Exporting User Information(P. 114)

Export the user information created on Device_A.

9. Importing Roles and User Information(P. 115)

Import the roles and user information in all devices that support AMS. In this example, the roles and user
information will be imported in Device_B and Device_C.

10. Starting the Department ID Management Function(P. 118)

Start the Department ID Management function. In this example, the Department IDs for the sales department
and system management department will be registered in Device_A, Device_B, and Device_C.

IMPORTANT
Before using the Department ID Management function, check that a Department ID is set in the user

information for each user. When you start using the Department ID Management function, users with
no Department ID registered in their user information cannot log in.

11. Confirming the Login Method and Usage Restrictions on the Touch Panel
Display(P. 124)

In this example, Device_A and Device_C will be checked to confirm that they are set to Device Level Log-in, and
Device_B will be checked to confirm that it is set to Function Level Log-in. The devices will also be logged in to
with each user to check that the specified restrictions are being applied.

12. Setting Up the Client Computers(P. 130)

Install the AMS Printer Driver Add-in in all the client computers, and set the user information for each user.

13. Confirming the Print Restrictions on Client Computers(P. 138)

Confirm that the specified printing restrictions are applied on each client computer.
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Preparing the Device and Network Environment

In this example, the device and network environment will be prepared for three new devices. The System
Manager ID will then be set, and the devices set to prevent users other than system management department
members from changing the device settings.

Setting the Date/Time(P. 95)

Specifying the Network Settings(P. 95)

Making Devices Accessible from Web Browsers(P. 95)
Registering the System Manager ID(P. 95)

Setting the Date/Time
Set the correct date and time for all the devices. For more information, see the instruction manuals of the
device.

Specifying the Network Settings

Specify the network settings for all the devices. For more information, see the instruction manuals of the device.

Making Devices Accessible from Web Browsers

Set all the devices to be accessible from Web browsers. For more information, see "Making Devices Accessible
from Web Browsers."(P. 47)

Registering the System Manager ID

Register the System Manager ID in all the devices, and set the devices to prevent users other than system
managers from changing the device settings.
In this example, members of the system management department are registered as system managers.

For more information, see the instruction manuals of the device.

[System Manager ID]| 1111111

[System PIN] 0000001

[System Manager] IT_management
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Specifying the Preferences of the Devices

In this example, Device_A and Device_C will be set to Device Level Log-in, and Device_B will be set to Function
Level Log-in. Unregistered users will be allowed to use Device_A and Device_B, but not allowed to use Device_C.

Specifying the preferences of the devices(P. 96)

Specifying the preferences of the devices

Specify the preferences of the devices for Device_A, Device_B, and Device_C. You can specify security settings. In
this example, security settings are also specified for Device_A and Device_B.

1 Open your Web browser -. enter the following URL:

http://<IP address or host name of the device>

The [Login] page is displayed.

2 Enter the user name and password of a user assigned the [Administrator] role —. select
[This device] in [Login Destination] - click [Log In].

Canon Logln

o i -

B AT B

User Name:
Password:

Login Destinatio | [ This device [»]

Enter a user name, password, and specify a Login Destination and click [Log In]

Copyright CANON INC

3 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[User Management].

4 User Management Authentication Management : User Management

Authentication Management User Management Updated: o
User Management The users with an asterick (*) are administrators, Import..
User Group Management Add User... Check Unregistered Department ID
Role Management Filter: | User Name F'\ Exact Match F 7| Match case
Preferences
Basic Settings
Control Panel Settings 1
User Name - Displayed As Department 1D E-Mall Address Role Name

Server Settings
rrrrr Edit.. -
Authentication Service Information

Administrator Edit... Administrator Administrator

IC Card Driver Information
1

2]

Copyright CANON INC.

4 Click [Add User].
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To Portal Login User: & Log Out

(-X-') Authentication Management

* User Management Authentication | 1t : User Management

Authentication Management User Management Updated o
User Management The users with an asterisk (*) are administrators, Import.
Uset-Group Management Add User.. ] Check Unregistered Department ID...
Role Management Filter: |User Name  [*] Exact Match [ | [4] Match case
Preferences
Basic Settings
Control Panel Settings 1
User Name - Displayed As Department 1D E-Mail Address Role Name

Server Settings

Authentication Service Information

Administrator Edit. Administrator Administrator
IC Card Driver Information

1

2]

Copyright CANON INC.

5 Set the user name and password for the device restriction administrator - click
[Update].
Since the system management department members act as both device administrators and device usage

restriction administrators in this example, the account registered as the system administrator in "Preparing
the Device and Network Environment"(P. 95) is registered as the device usage restriction administrator.

[User Name] IT_management

[Password] admin_password

[Select Role to Set] [Administrator]

[Department ID] [2222222]
[PIN] [0000002]
4 NOTE

e Device restriction administrators (users associated with the [Administrator] role) do not need to also
be system managers (users that know the System Manager ID) because all the device management
privileges are assigned to device restriction administrators.

6 Click [Log Out].

7 Open your Web browser - enter the following URL:

http://<IP address or host name of the device>

The [Login] page is displayed.

8 Enter the user name and password of a user assigned the [Administrator] role - select
[This device] in [Login Destination] - click [Log In].

In this example, the following settings are specified:

[User Name] IT_management

[Password] admin_password

[Login Destination] |[This device]
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! L. B

Log In

- LS

=

User Name:
Password:

Login Destinatio | | This device[*] |

Enter a user name, password, and specify a Login Destination and dlick [Log In]

Operation Example of Local Device Authentication

Copyright CANONINC.

9 Click [Settings/Registration] - [Security Settings] — [Authentication/Password

Settings].

10 Click [Edit] in [Password Settings].

ToPortal  Login User: &

E-Mail

@ Settings/Registration

Restart Device
Apply Setting Changes
Preferences

Paper Settings
Timer/Energy Settings
Network Settings
External Interface

Volume Settings
Function Settings

Common Settings
Printer

Send
Receive/Forward
Store/Access Files

Set Destination
Management Settings

User Management
Device Management
License/Other

Data Management

Security Settings

ttings/Registration : Management Settin e Authentication/Passward Settings
Authentication/Password Settings Last Updated :

Department ID Management Settings

Edit...
Department ID Management : off
Auto Reset Settings
Edit...
Auto Reset Time ; off
Function After Auto Reset : Initial Function
Authentication Function Settings
Edit...

o -“

Box Security Settings

Authentication Using Department ID and PIN Do Not Prohibit
Lockout : Disable

Cache Authentication Passward for Access to External Servers: Do Not Prohibit

Display Warning When Default Password Is in Use : on

Use Default Password for Remote Access ! Allow

Minimum Number of Characters for Password : Not set.
Password Validity Period Not set.

Use 3 or More Identical Consecutive Characters : Do Not Prohibit

Use at Least 1 Uppercase Characier : Do Not Force

Use at Least 1 Lowercase Character : Do Not Force
Use at Least 1 Digit : Do Not Force

Use at Least 1 Symbol : Do Not Force

Edit.

Limit Box PIN to 7 Digits/Restrict Access : off

Display [Print Files upon Storing from Printer Driver] on the settings screen of each box.: On

Copyright CANON INC

1 1 Set the password policy in [Password Settings for User Authentication].

Select [Set Minimum Number of Characters for Password].

Select [4] from the [Minimum Number of Characters] drop-down list.

Select [Set Password Validity Period].

Enter [30] for [Validity Period].

Click [OK].

& NOTE
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e For more information, see the instruction manuals of the device.

ToPortal  Login User: Log Out

Restart Device ettings/Registrat anagement Settings : Security Settings > Auth
Apply Setting Changes Password Settings Lot tledsted =
Preferences Setting changes are eifective after clicking [Apply Setting Changes] and performing the necessary operations Cancel
Paper Settings Password Operation Settings

Tamer/Esasgy Setings Prohibit Caching of Authentication Password for Access to External Servers
7] Display Warning When Default Password Is in Use
Network Seftings
4] Allow Use of Defaul Password for Remote Access

External nterface

Password Settings for User Authentication
Ve st 1 Set Minimum Number of Characters for Password
Function Settings Minimum Number of Characters + [

CaichSatios 7] set password Validiy period

Printer Validity Period 0 dlays (1-180)
send Prohibit Use of 3 or More Identical Consecutive Characters

Force Use of at Least 1 Uppercase Character
Receive/Forward

Force Use of at Least 1 Lowercase Character
Storiciss et Force Use of at Least 1 Digit
Set Destination Force Use of at Least 1 Symbol
Management Settings =
User Management
Device Management

License/Other

Data Management

Security Settings

1 2 Specify [Preferences].

4 NOTE

e For more information, see " Specifying the Preferences of the Devices(P. 50) " or instruction
manuals of the device.

[Basic Settings]
Click [Settings/Registration] - [User Management] - [Authentication Management] - [Basic Settings].
Click [Edit].

Specify the required settings - click [Update].

99



Operation Example of Local Device Authentication

ToPortal  Login User: e Log Out

£%) Authentication Management

4 User Management thentication A ment : Prefe Jcic Settings > Edit Basic Setting
Authentication Management Edit Basic Settings
User Management e
User Gi M it ( icatic i A
ser Group Management Use of Authentication Function
Role Management Use the user authentication function
P Authentication Functions to Use: simple Login
IC Card Authentication
Basic Settings 7| Keyboard Authentication
Control Panel Settings Authentication Settings
Server Settings
Authentication Service Information
IC Card Driver Information
Active Directory ]
Keyboard Authentication
Authentication: 7] Local Device
Server | Active Directory |~
Number of Caches for Login Users: Max (Maximum Number for Device) [¥]
* Number of the dicplayed [User Name] on Device Login Screen
Display Button on Settings Menu: Change Password
Remote UI Authentication
§ authentication being set. However, the local device is isplayed even if only Sever s selected.
Authentication Mode: Standard Authentication Mode  |¥]
Other Authentication
onfigure these sett g 8 web service to log in or if setting application authentication information with Service Management Service
Authentication: Local Device
Web Service Authentication Method: O Use CRAM-MDS/MDS
Use CRAM-MDS
* Cannot communicate with spplications not supporting CRAM-MDS
Integrated Authentication
tting changes ace effective ater clicking [Apply Setting Changes] in Settings/Regisration
Disable integrated authentication
Disable integrated authentication using credentials for local device authentication
Disable integrated authentication sing credentials for LDAP server authentication
3
Other Settings
User Group Management Settings
Use department ID as user group
Set Default Role
when  role cannot be set.
Default Role When Registering User: Generaluser [¥]
Device Settings
Setting change: Jicking [Apply Setting Changes] in Settings/Registration,
Functions to Restrict: 7] print from drivers without AMS Printer Driver Add-in
7| Remote job without user authentication
] Remote scan
[ Cascade copy
Security Settings
after clicking [Apply Setting Changes] in Sektings/Registrati
Add device signature to forwarding files
Printer Driver Management
7] Save user authentication information
performing server authentication,
\ J
=

[Control Panel Settings]

_1Click [Settings/Registration] - [User Management] - [Authentication Management] - [Control Panel
Settings].

1 Click [Edit].

_1Specify the required settings - click [Update].
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To Portal Login User: & Log Out

@ Authentication Management

4 User Management Authentication Management : Preferen it E n
Authentication Management Edit Control Panel Settings
User Management Upie P
User Group Management ( Login Settings )
Role Management Display Login Screen: @ Display login screen when
operation is started on the
Preferences device
i Display login screen when
Basic Seftings functions requiring authentication
are selected
Contral Panel Settings
Server Settings
Authentication Service Information
IC Card Driver Information
Login for Unregistered Users: {9} Allow unregistered users to
log in as Guest User
. tting
Login Screen Background Settings
Select Background Image: 9 Default Image
Custom Image
Tmport Custom Image...
\ 7
=

Copyright CANONINC.

[Server Settings]
Click [Settings/Registration] - [User Management] . [Authentication Management] -, [Server Settings].
Click [Edit].

Specify the required settings - click [Update].
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) Authentication Management

4 User Management
Authentication Management
User Management
User Group Management
Role Management
Preferences

Basic Settings

Operation Example of Local Device Authentication

ToPortal  Login User: &

uthentication Management : Preferences : Server Settings > Edit Server Settings

Edit Server Settings

( Authentication Server
Active Directory
[7] Use Active Directory

Set Domain List: @ Retrieve Automatically

LDAP Server

7] Use LDAP server

H

Default Domain

Exact Match [¥]
1 =]

2 [=l

Administrator

M EEE

& EE

Set Manually
Control Panel Settings
SenuSeing: T Use access mode within sites
o e Tt Retreve the site nformation from the Active Directory in order to access the domains within the sites.
C Card Driver Information
Number of Caches for Service Ticket: 10 (0-10)

Default Domain of Login Destination: [x]

Cache for User Information
[7] Save authentication information for login users

=

Role Association
User Attribute to Browse: memberOf

Retrieve role name to apply from [User Attribute to Browse]
Conditions
Condition Search Criteria Character String Role

LDAP Server Management.

Canon Peripheral Admins Administrator

In this example, the following settings are specified:

Device A

[Basic Settings]

[Functions to Restrict]

[Keyboard Authentication]

[Default Role When Registering User]

[LimitedUser]

[Functions to Restrict]

[Print from drivers without AMS Printer Driver Add-in]

[Remote job without user authentication]

[Printer Driver Management]

[Save user authentication information]

[Control Panel Settings]

[Display Login Screen]

[Display login screen when operation is started on the device]

[Login for Unregistered Users]

[Allow unregistered users to log in as Guest User]

[Server Settings]

[Use of Active Directory]

[Do not use]

[Use of LDAP Server]

[Do not use]
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Device B

[Basic Settings]

[Authentication Functions to Use] [Keyboard Authentication]

[Default Role When Registering User]| [LimitedUser]

[Functions to Restrict] [Print from drivers without AMS Printer Driver Add-in]

[Remote job without user authentication]

[Printer Driver Management] [Save user authentication information]

[Control Panel Settings]

[Display Login Screen] [Display login screen when functions requiring
authentication are selected]

[Select Function That Will Require Authentication]| [Scan and Send]

[iW Function Flow]

[Settings/Registration]

[Server Settings]

[Use of Active Directory]| [Do not use]

[Use of LDAP Server] [Do not use]

Device C

[Basic Settings]

[Authentication Functions to Use] [Keyboard Authentication]

[Default Role When Registering User]| [LimitedUser]

[Functions to Restrict] [Print from drivers without AMS Printer Driver Add-in]

[Remote job without user authentication]

[Printer Driver Management] [Save user authentication information]

[Control Panel Settings]

[Display Login Screen] [Display login screen when operation is started on the device]

[Login for Unregistered Users]| Deselected

[Server Settings]

[Use of Active Directory]| [Do not use]

[Use of LDAP Server] [Do not use]

13 Cdlick [Log Out].

1 4 Restart the device.

103



Operation Example of Local Device Authentication

IMPORTANT

These settings are enabled only after the device is restarted. For instructions on restarting the device,
see the manuals included with the device.
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Creating Custom Roles

Create the custom roles for operating the Access Management System.

Also confirm/edit the content of the [GuestUser] role to ensure that user management is performed
appropriately.

Creating Custom Roles(P. 105)

Editing [GuestUser] Role Registered(P. 108)

Creating Custom Roles
In this example, a [temp_custom] role will be created on Device_A for temporary employees, based on the

[GeneralUser] role.

1 Open your Web browser - enter the following URL:

http://<IP address or host name of the device>

The [Login] page is displayed.

2 Enter the user name and password of the device restriction administrator - select
[This device] in [Login Destination] - click [Log In].

In this example, the following settings are specified:

[User Name] IT_management

[Password] admin_password

[Login Destination] |[This device]

Canon Login

B AT B W L

User Name:
Password:
Login Destinatio | | This device ]

Enter a user name, password, and specify a Login Destination and click [Log In]

Copyright CANON INC

3 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Role Management].

4 Click [Add Role].
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ToPortal  Login User: &

@ Authentication Management

4 User Management

Y

Custom Roles (Administrator)

Role Name Comments
DeviceAdmin Edit...

Networkadmin Edit...

Iy

Custom Roles
Select All  Clear All  Delete Add Role...
Role Name Comments
] temp_custom Edit.. For temporary employee

»

Authentication Management Role Management Updated: Rt
User Management o PR
User Group Management s ol
Role Management

Role Name Comments

Preferences

Administrator Edit.
Basic Settings
Control Panel Settings At Edit
Server Settings GeneralUser Edit
Authentication Service Information LimitedUser Edit.
IC Card Driver Information GuestUser Edit.

Copyright CANON INC

5 Enter the required items - click [Add].

In this example, the following settings are specified:

[Role Name]

temp_custom

[Comments]

For temporary employee

[Base Role]

[GeneralUser]

[Send Functions/Store on Network] in [Function Category Restriction]

[Not Allowed]

Details]

[1-Sided/2-Sided Printing] in [Print Functions] in [Function Category Restriction

[2-Sided Printing Only]

Details]

[1-Sided/2-Sided Copying] in [Copy Functions] in [Function Category Restriction

[2-Sided Copying Only]

[iW Function Flow] in [Application Restrictions]

[Not Allowed]

IMPORTANT

In this example, since iW Function Flow is installed in Device_A, [iW Function Flow] is displayed in

[Application Restrictions], and restrictions can be set.

4 NOTE

e For more information, see "Managing Roles."(P. 64)
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ToPortal  Login User: - Log Out

 User Management A

Authentication Management Add Custom Role

User Management s Frat
User Group Management s \

Role Name: temp_custom

Role Management
Comments For temporary employee

Preferences

Basic Settings
Base Role: Generaluser [v]

Control Panel Settings
Device Management Restriction

Server Settings

Al Settings: Re -
Authentication Service Information Network Settings: ot Al 7
IC Card Driver information Device Settings: Not A -

Function Category Restriction * fstrct device functions by

it Functions dowed[5]

Save Functions (Mail Box/Hold/Memory Medial: | Allowed

Copy Functions Alowed 7]
Send Funtions/Store on Network: Not Allowed [¥]
‘Web Access Finion: Alowed 7]
utity Function: Alowed [¥]

Others Functions: Alowed [v]
Function Category Restriction Details
Print Functions

print: Allowed

1-Sided/2-Sided Printing: 2-Sided Printing Only [¥]

Page Layout: No Restrictions [=]
Save to Ml Box: Hiowed 5]

Save Functions (Mail Box/Memory Media)
i Aiowed 3]

1 ided priting No Resricions_[¥]

ided/2

s No Resvidiors 5]

Save Function (Memory Media)

anony et Alowed 7]
Scan: Allowed  [w] * Can be set when [Scan] is allowed in
print: Allowed [] * Can be set when [Print] s allowed i [Save Functi
Copy Functions
1-Sided/2-Sided Copying: 2-sided Copying Only[¥]
Page Layout: No Restrictions
Scan Functions
s Alowed 7]
Color Scan: Alowed 7]
Send Functions/Store on Network
EMail X Alowed 7]
£-Mall TX (Use [Send to Mysel): Nowed 7]
FFaxTX: Alowed _[v]
FaxTX: Allowed  [v]
PP T Alowed %]
Windows (SMB) TX: Alowed 7]
WebDAV TX: Alowed _[v]
Use [Personal Folder]: Allowed  [¥]
Mail Box TX: Allowed [¥]
Specify Address Domain Not Allowed ]

Use Address Book/Register Storage Location for Network: |Read-Only

Use Personal Address List Allowed  [¥]
Send to New Addresses Allowed  [7]
Add Device Signature to Sending Files: Not Added[]
sending Files Format: N tions [~

Application Restrictions.

* Individually set device application restrictions

Application Name status Application D
Copy Notset [v] 8cr2686b-29c2-46cs-a07a-a6cd 177613
Scan and Send NotSet  [v]  ae53008a-aal-daae-957-d746db532c88
Access Stored Files NotSet  [¥] 3d9b3cds-edbs-47f7-bess-feedcd92fBdd
Web Access Notset  [¥] e2071adf-77f7-487-9d3f-8dcc71d91b7b
Hold Notset [v] 18326034-010c-1000-af4e-00e000cH a6
Scan for Mobile NotSet  [¥] 18d9822¢-0140-1000-a701-00e000c4aesk
print NotSet  [¥] 3c352f7¢-0140-1000-9911-006000c4ae6f
W Funcion Flow Not Allowed =] [ —

Button Restrictions.

Setrestrictions for the buttons i the device main menu and quick menu. Up to 32 restrcted
Button/Applet Name status Application Name
Copy Notset [¥]  copy
Fax Notset [¥] Scanand Send
Scan and Send Notset [¥] Scanand Send
Scan and store Notset [¥] Access stored Files
Aecass Stored Fies Notset [] | Access Stored Fles
Fax/I-Fax Inbox NotSet [¥] Access Stored Files
Tutorial Notset [v] Tutorial
Web Access Notset [v] Web Access
Hold Notset [¥] Hold
Scanner Notset [v] scan
Scan for Mabile Notset [v] scanfor Mobile
print Notset [v] print
W Function Flow NotSet [¥] iW Function Flow
Dest/Fwd Settings Notset [¥] Scanand Send
\ J
z

The [temp_custom] role is registered.
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Editing [GuestUser] Role Registered
Confirm the content of the [GuestUser] role registered in Device_A, and set the application restrictions.
IMPORTANT
If the restrictions applied to registered user ([GuestUser]) are stricter than those applied to

unregistered users, the number of functions that can be used after logging in will be less than before
logging in, which may lead to inappropriate user management.

1 Click [Edit] for [GuestUser] in [Base Roles].

ToPortal  Login User: A

@ Authentication Management

4 User Management Y
Authentication Management Role Management Updated: -y
User Management Import. Start Export
User Group Management Base Roles
Role Management
e Role Name Comments
Basic Settings Administrator Edit
Cantrol Panel Settings skt L
Server Settings GeneralUser Edit.
Authentication Service Information LimitedUser Edit.
IC Card Driver Information GuestUser Edit..
a
Custom Roles (Administrator)
Role Name Comments
DeviceAdmin Edit...
NetworkAdmin Edit
=
Custom Roles
Select All  Clear All  Delete Add Role..
Role Name Comments
1] temp_custom Edit. For temporary employee
a
=

Copyright CANON INC

2 Confirm the displayed information.

In this example, confirm that the content of the [GuestUser] role has not been changed. For information on
each setting, see "Device Function Restrictions."(P. 26)

3 In [Application Restrictions], set [iW Function Flow] and [Scan and Send] to [Not
Allowed] - click [Update].
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Exporting Custom Roles

In this example, the roles in Device_A will be exported. All roles are exported to a file (not only the custom roles).

1 Click [Start Export] on the [Role Management] page.

ToPortal  Login User: hm

@ Authentication Management

# User Management

Authentication Management Role Management Updated: e
User Management o e
User Group Management ey
Role Management

Role Name Comments

Preferences

Administrato Edit.
Basic Settings Sk !
Cantrol Panel Settings it _
Server Settings GeneralUser Edit
Authentication Service Information LimitedUser Edit.
IC Card Driver Information GuestUser Edit.
a

Custom Roles (Administrator)

Role Name Comments
DeviceAdmin Edit..
NetworkAdmin Edit...
a
Custom Roles

Select All  Clear All  Delete Add Role...

Role Name Comments
7] temp_custom Edit... For temporary employee

=

=

Copyright CANON INC

2 Follow the instructions on the screen to specify the location to save the file.

The file is downloaded.

4 NOTE

e The file extension is 'xml' and the default file name is 'roleData.xml'.

3 Click [Log Out].
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Registering Local Users and Specifying Roles

In this example, staff in the sales department (Manager A, Regular employee B, and Temporary employee C) will
be registered in Device_A as local users, and assigned a role according to their title in the organization.

1 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[User Management].

ToPortal Login User: Log Out
&) Authentication Management

+ User Management

Roiemebirsines WAy et

User Management Updated: "o

The users with an asterisk (") are administrators. import Export.
User Group Management

P 9 Select All Add User. Check Unregistered Department ID..
Role Management

Fitter: |User Name _[¥]
Preferences

Bact Match [¥] [¢] Match case
Basic Settings %

1
Control panel Settings

User Name -

~  Displayed s Department ID E-Mail Address Role Name Status Expiration
Server Settngs Edit. - GuestUser Enabled

Authentication Service Information Administrator Edit.  Administrator Administrator  Enabled

IC Card Driver Information IT_management Edit..  IT_management Administrator Enabled  Disable

2 Click [Edit] for the device restriction administrator.

ToPortal  Login User:

Log Out
&) Authentication Management

+ User Management

Authenticaton Management User Management Updatec P
\ser Management The users with an asterisk (') are administrators. Import Export.
User Group M t

il Select All Add User. Check Unregistered Depariment D.
Role Management

Fitter: |User Name _[¥] Exact Match [¥] ¥ Match case
Preferences

Basic Settings %

1
Control panel Settings User Name a  Displayed As Department ID E-Mail Address

Role Name Status Expiration
Server Settngs Edt. - GuestUser Enabled

Authentication Service Information Administrator Edit.  Administrator Administrator  Enabled -

IC Card Driver Information IT_management IT_management Administrator Enabled  Disable --

Copyright CANON INC

3 Specify the required settings - click [Update].

In this example, the following settings are specified:

[Department ID] 2222222

[PIN] 0000002

4 Click [Add User].
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ToPortal  Login User:

&) Authentication Management

“ User Management
Authentication Management
User Management

User Group Management

Select All
Role Management

Preferences
Basic Settings
Control Panel Settings User Name

server Settngs
Authentication Service Information Administrator

IC Card Driver Information IT_management

»

User Management

The users with an asterisk () are administrators.

Filter: | User Name [v]

4 DisplayedAs Department ID

Edit.  Administrator

Edit. [Tmanagement 2222222

EBxact Match [v] [¢] Match case

E-Mail Address Role Name

Guestuser

Administrator

Administrator

Ry

Export,

Expiration

Disable

Copyright CANON INC

5 Enter the required settings - click [Add].

In this example, the following settings are specified:

Local User Item Description
[User Name] sales_manager
[Password] m_password
Manager A [Department ID] |3333333
[PIN] 0000003
[Select Role to Set] | [PowerUser]

[User Name]

sales_reqgular

[Password] r_password
Regular employee B [Department ID] |3333333

[PIN] 0000003

[Select Role to Set] | [DeviceAdmin]

[User Name] sales_temp

[Password] t_password
Temporary employee C [Department ID] |3333333

[PIN] 0000003

[Select Role to Set]

[temp_custom]
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£) Authentication Management

4 User Management
Authentication Management
User Management

User Group Management

To Portal

Add User

Authentication Information

Login User: Log Out

Cancel

~
Role Management User Name:
Preferences
Baic Setlinge Keyboard Authentication
X Password:
Control Panel Settings
Server Seitings Canrm:
Authentication Service Information Smple Logk
IC Card Driver Information PIN:
Digits
Confirm:
=
User Information
Displayed As:
E-Mail Address:
Icon:
Icon Settings...
=
Department ID Settings
Department ID: Not set.
Department ID Settings...
=
Role Settings
Select Role to Set: GeneralUser |
\ 7
=

1IC Card Registration Information

ID to Register for IC Card 1:

Verification Value:

ID to Register for IC Card 2:

Verification Value:

=
User Account Settings

[T set expiration for the user account

[ Disable the user account

=
User Group Association

Registered User Groups:

L]

Associated User Groups:

The user informatio

n is registered.
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ToPortal  Login User: Log Out

&) Authentication Management

4 User Management Authentication Management : User Management
Authentication Management User Management Updated: Bm» R3d
Lser Maraneent The users with an asterisk () are administrators. Import.. Export...
tch GroMatagenent Select All Add User. Check Unregistered Department ID.
Role Management Filter: [User Name E Exact Match Z 7l Match case
Preferences
Basic Settings
Control Panel Settings User Name 4 Displayed As Department ID E-Mail Address Role Name Status Expiration
Server Settings Edit.. - GuestUser Enabled
Authentication Service Information Administrator - Edit. Administrator Administrator Enabled
IC Card Driver Information ] M_management Edit. ~ IT_management 2222222 Administrator Enabled  Disable
sales_manager Edit. sales_manager 3333333 PowerUser Enabled Disable
[] sales regular Edit.  sales_regular 3333333 DeviceAdmin ~ Enabled  Disable
[ sales temp Ediit. sales_temp 3333333 temp_custom Enabled  Disable
=

Copyright CANON INC

4 NOTE

e Users that are not device restriction administrators can change their own password. This enables
increased security. The device restriction administrators should inform other users that they can
change their own password. For more information changing the password, see the instruction
manuals of the device.
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Exporting User Information

In this example, the user information in Device_A will be exported. The user information is exported with roles
assigned to each user.

1 Click [Export] in [User Management] page.

ToPortal  Login User: Log OQut

‘ %) Authentication Management

« User Management Authentication Management :
Authentication Management User Management Updated: o
St hmagenent Select Al Add User. Check Unregistered Department ID...
Fole Macagemant Fiter: | User Name - Exact Match || ] Match case
Preferences -
Basic Settings
Control Panel Settings User Name & DisplayedAs Department ID E-Mail Address Role Name Status Expiration
Server Setings = Edt., - Guestuser Enabled
Authentication Service Information Administrator Edit..  Administrator Administrator  Enabled
IC Card Driver Information [ m_management Edit..  IT_management Administrator Enabled  Disable
sales_manager Edit..  sales manager PowerUser Enabled | Disable
| sales regular Edit..  sales regular Deviceadmin ~ Enabled | Disable
sales._temp Edit..  sales temp temp_custom  Enabled | Disable
H

To Portal  Login User: M

@ Authentication Management

4 User Management thentication Management : User Management > Export User Information

Authentication Management Export User Information

User Management ' Start Export ' Cancel
User Group Management File Format: ‘ User Authentication Formaf '

Role Management =

Preferences

Basic Settings

Control Panel Settings

Server Settings

Authentication Service Information

IC Card Driver Information

Copyright CANON INC.,

3 Follow the instructions on the screen to specify the location to save the file.

The file is downloaded.

4 NOTE

e The file extension is 'csv' and the default file name is 'userData.csv'.

4 Click [Log Out].

114



Operation Example of Local Device Authentication

Importing Roles and User Information

In this example, the role and user information exported from Device_A will be imported to Device_B and
Device_C.

Importing Role and User Information(P. 115)

Importing Role and User Information

Import the role and user information to Device_B and Device_C.

Execute steps 1 to 12 for both Device_B and Device_C.

1 Open your Web browser - enter the following URL:

http://<IP address or host name of the device>

The [Login] page is displayed.

2 Enter the user name and password of the device restriction administrator - select
[This device] in [Login Destination] - click [Log In].

In this example, the following settings are specified:

[User Name] IT_management

[Password] admin_password

[Login Destination] |[This device]

3 Click [Settings/Registration] - [User Management] - [Authentication Management] -
[Role Management].

# User Management Authentication Management : User Management

Authentication Management User Management Updated o
User Management The users with an asterisk () are administrators, Import.
Usex-Group Management Add User..  Check Unregistered Department ID...
Role Management Filter: |User Name  [+] Exact Match [ 4] Match case
Preferences
Basic Settings
Control Panel Settings 1
User Name a4 Displayed As Department ID E-Mail Address Role Name

Server Settings

Authentication Service Information

Administrator * Edit, Administrator Administrator
IC Card Driver Information

1

L2

Copyright CANON INC.

IMPORTANT

If a role with the same name as a role to import already exists, that role is overwritten with the
imported role information.
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4 Click [Import].

To Portal Login User: mm Log Out

&%) Authentication Management

4 User Management Authentication Management & Manage

Authentication Management Role Management Updated SR L
User Management Start Export
User Group Management Base Roles

Role Management

Role Name Comments
Preferences
Administrator Edit
Basic Settings
Control Panel Settings PowerUser Edit...
Server Settings GeneralUser Edit.
Authentication Service Information LimitedUser Edit.
€ Card Driver Information GuestUser edi.
a

Custom Roles (Administrator)

Role Name Comments
DeviceAdmin Edt...
NetworkAdmin Edit..
=
Custom Roles

Select All  Clear All  Delete Add Role...

Role Name Comments
[ temp_custom Edit For temporary employee

-

=

5 Click [Browse] to select the file to import.

G Click [Start Import].

- - To Portal Login User: = » Log Out

| @ Authentication Management

4 User Management

e Import Role Information
User Management

Cancel
User Group Management —
Eheed File Path: CA\Canon\roleData.xml [Browse_]
Role Management
z
Preferences

Basic Settings
Control Panel Settings
Server Settings

Authentication Service Information

IC Card Driver Information

The role information is imported.

"] Click [User Management].

116



Operation Example of Local Device Authentication

ToPortal  Login User: Log Out

‘ &) Authentication Management

«User Management Authentication Management ; L 39
Authentication Management User Management Updated: o
sk Grolp Managerrest Select All Add User. Check Unregistered Department ID...
Roke Management Fiter: | User Name - Exact Match || ] Match case
Preferences
Basic Settings
Control Panel Settings User Name &  DisplayedAs Department ID E-Mail Address Role Name Status Expiration
Server Settings Edt. - GuestUser Enabled
Authentication Service Information Administrator Edit..  Administrator Administrator  Enabled
IC Card Driver Information [ m_management Edit..  IT_management Administrator Enabled  Disable
| sales manager Edit..  sales manager Powerlser Enabled | Disable
| sales_regular Edit..  sales regular Deviceadmin  Enabled | Disable
sales_temp Edit..  sales temp temp_custom  Enabled | Disable
T

IMPORTANT

If a user with the same name as a user to import already exists, that user information is overwritten
with the imported user information.

8 Click [Import].
9 Click [Browse] to select the file to import.

1 0 Select [User Authentication Format] in [File Format].

4 NOTE

Files in a format other than [User Authentication Format] can also be imported. For more information,
see the instruction manuals of the device.

11 Cclick [start Import].

. ¥ ToPortal  Login User: s

@ Authentication Management

# User Management Authentication Management er Managemer mport User Information
Authentication Management Import User Information
User Management ' Start Import ' Cancel
AR T T File Path: C\Canon\userData.csv | Browse...
Role Management File Format: User Authentication Format =]
Preferences -
a

Basic Settings
Control Panel Settings
Server Settings

Authentication Service Information

IC Card Driver Information

The user information is imported.

12 Cclick[Log Out].
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Starting the Department ID Management Function

Start the Department ID Management function. In this example, the Department IDs for the sales department
and system management department will be registered in the three devices.

Starting the Department ID Management Function(P. 118)

IMPORTANT
Before starting the Department ID Management function, confirm that a Department ID is set in the

user information for each user. If you start the Department ID Management function, users without a
Department ID set in their user information will become unable to log in.

Starting the Department ID Management Function

In this example, the Department ID Management function will be started on devices.

Starting the Department ID Management Function on Device_A and Device_C

Execute steps 1 to 9 for both Device_A and Device_C.

1 Enter the user name and password of the device restriction administrator - select
[This device] in [Login Destination] - press [Log In].

[User Name] IT_management

[Password] m_password

[Login Destination] |[This device]

Device A

Enter the user name and password, then press Available Function

S é’“ Copy
Low  E

Sy
&; Print

-
WP Scanner

Login Destination

Log In (Guest)
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Device C

Enter the user name and password, then press
[Log inl.

T

Login Destination

2 Press (&) (Settings/Registration) — [Management Settings] - [User Management] -
[Department ID Management].

@ Settings/Registration

Select an item to set.

Top h J Authentication Management
Management Settings
User Management = System Manager Information Settings

= Department ID Management

n

B+ Log Out

3 Press[On] - [Register PIN].

@ Settings/Registration

<Department ID Management>

Register PIN | Page Totals ‘
L3 L3
|

= Allow Printer Jobs with
Unknown IDs Jt of |
off ‘
= Allow Remote Scan Jobs
with Unknowin 1Ds 0 of |
X Cancel 0K o

4 Press [Register].
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IT

@ Settings/Registration

<Register PIN>

| Page Limit
Total Prints ‘ Copy ‘Cnlur:can ‘ B&WSran‘ Print

Dept. 1D PIN

"

Register

oK 5

g Log Out

5 Press [Department ID] - enter '3333333' (Department ID for the sales department).

IT

@ Settings/Registration

<Register>

% Enter the department ID using the numeric keys.

Department ID ‘ 3333333

PIN J ‘

Turn Limit On/0ff and
»| Set Page Limit

X Cancel 0K )

6 Press [PIN] - enter ‘0000003’ in [PIN] and [Confirm] - press [OK].

@ Settings/Registration

<Reaisters.
<PIN Settings>

l

5, Enter twice using the numeric keys.

PIN

Confirm [

X Cancel 0K %

"/ Press[OK].

8 Repeat steps 4 to 7 to register Department IDs of system management department.

[Department ID]

2222222

[PIN]

0000002
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9 Return to the [Main Menu] screen.

Starting the Department ID Management Function on Device_B

1 Press (& (Settings/Registration).

2 Enter the user name and password of the device restriction administrator - select
[This device] in [Login Destination] - press [Log In].

[User Name] IT_management

[Password] m_password

[Login Destination] |[This device]

Enter the user name and password, then press
[Log in].

£ Ppassword

Login Destination
This device

3 Press [Device Settings].

4 Press [Management Settings] - [User Management] -. [Department ID Management].

@ Settings/Registration
Select an item to set.

Top U __| Authentication Management
Management Settings

User Management = System Manager Information Settings

= Department ID Management

n

g Log Out

5 Press[On] - [Register PIN].
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@ Settings/Registration

<Department ID Management>

Register PIN | Page Totals
» »
|

= Allow Printer Jobs with

Unknown IDs on 0ff ‘
off ‘
= Allow Remote Scan Jobs
with Unknown D a of |
X Cancel 0K o

G Press [Register].

@ Settings/Registration

<Register PIN>

Dept.ID  PIN | Page Limit
Total Prints Copy Color Scan ‘ BRW Scan ‘ Print

"

Register ‘
»

oK 5

7 Press [Department ID] - enter '3333333' (Department ID for the sales department).

@ Settings/Registration

<Register>

45, Enter the department ID using the numeric keys.

Department ID ‘ 3333333

PIN J ‘

Turn Limit On/0ff and
»| Set Page Limit

X Cancel OK oY)

8 Press [PIN] - enter '0000003' in [PIN] and [Confirm] - press [OK].
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@ Settings/Registration

<Register>.
<PIN Settings>

“%, Enter twice using the numeric keys.

PIN ‘

Confirm [

X Cancel 0K %

B+ Log Out

O Press[OK].

1 0 Repeat steps 6 to 9 to register Department IDs of system management department.

[Department ID] 2222222
[PIN] 0000002

11 Return to the [Main Menu] screen.
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Confirming the Login Method and Usage Restrictions
on the Touch Panel Display

In this example, the devices will be checked to confirm that a Login screen with [Log In (Guest)] is displayed on
Device_A, a screen with all the function buttons is displayed on Device_B, and a Login screen without [Log In

(Guest)] is displayed on Device_C. The devices will also be logged in to with each user name to confirm that the
device function restrictions and device management privileges are set correctly.

Confirming with Device_A and Device_C(P. 124)
Confirming with Device_B(P. 126)

Confirming with Device_A and Device_C

Execute steps 1 to 12 for both Device_A and Device_C.

1 Confirm that the following screen is displayed on the touch panel display.

Device A

Enter the user name and password, then press
[Log in].

Lo F

f Password

Available Function
N cony
By
&; print

a‘? Scanner

Login Destination
This device

Log In (Guest)

Device C

Enter the user name and password, then press
[Log in].

T

Login Destination

Log In

2 Enter the user name and password of a [sales_temp] user in [User Name] and
[Password] - select [This device] in [Login Destination] —. press [Log In].

[User Name] sales_temp
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[Password] t_password

[Login Destination] |[This device]

3 Confirm [Scan and Send] and [iW Function Flow] cannot be used.

@ Main Menu

Select a function.

$ &

Scan and Access
Store Stored Files

Fax/I-Fax
Inbox

>

B Log Out

4 Press (@ (Settings/Registration).

5 Confirm that [Function Settings] - [Send] - [Output Report] cannot be used.

For information on the device screens, see the instruction manuals of the device.

6 Press (ib (Log In/Out) to log out of the device that supports AMS.

7 Enter the user name and password of a [sales_regular] user in [User Name] and
[Password] - select [This device] in [Login Destination] — press [Log In].

[User Name] sales_regular

[Password] r_password

[Login Destination] |[This device]

8 Confirm that [Scan and Send] and [iW Function Flow] can be used.

@ Main Menu

Select a function.

28 @

Scan and Scan and Access
Store Stored Files

Fax/I-Fax iW Function Dest./Fwd.
Inbox Flow Settings

>

B+ Log Out
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9 Press (& (Settings/Registration).
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1 0 Confirm that [Function Settings] - [Send] - [Output Report] can be used.

For information on the device screens, see the instruction manuals of the device.

1 1 Press (ip (Log In/Out) to log out of the device that supports AMS.

1 2 Log in with the other users and confirm that the device function restrictions and
device management privileges are set correctly.

In this example, the following should be displayed for each user.

Device A
[Scan and Send] and [iW Function [Output Report] in [Send] in
User Name Password . .

Flow] [Function Settings]
sales_manager m_password Can be used. Can be used.
sales_regular r_password Can be used. Can be used.
sales_temp t_password Cannot be used. Cannot be used.

IT_management

admin_password

Can be used.

Can be used.

Guest user - Cannot be used. Cannot be used.
Device C
[Scan and Send] and [iW Function [Output Report] in [Send] in
User Name Password ) .

Flow] [Function Settings]
sales_manager m_password Can be used. Can be used.
sales_regular r_password Can be used. Can be used.
sales_temp t_password Cannot be used. Cannot be used.

IT_management

admin_password

Can be used.

Can be used.

Confirming with Device_B

1 Confirm that the following screen is displayed on the touch panel display.
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@ Main Menu

Select a function.

“

&

Scan and Scan and Access

Send Store Stored Files
| ]
® F = |
] 4 - ;
* § = C

Fax/|-Fax Dest./Fwd.
Inbox Print Tutorial Settings

>

B+ Log Out

2 Press [Scan and Send].

3 Confirm that the Login screen is displayed.

Enter the user name and password, then press
[Log in].

Lo B

Login Destination

Log In

X Cancel

4 Enter the user name and password of a [sales_temp] user in [User Name] and
[Password] - select [This device] in [Login Destination] —. press [Log In].

[User Name]

sales_temp

[Password]

t_password

[Login Destination]

[This device]

5 Confirm that [Scan and Send] cannot be used.

Also, confirm that [iW Function Flow] cannot be used.

6 Press (& (Settings/Registration) - [Log In].

The Login screen is displayed.

7 Enter the user name and password of a [sales_temp] user in [User Name] and
[Password] - select [This device] in [Login Destination] - press [Log In].

[User Name] sales_temp
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[Password] t_password

[Login Destination] |[This device]

8 Confirm that [Function Settings] - [Send] - [Output Report] cannot be used.

For information on the device screens, see the instruction manuals of the device.

9 Press (ib (Log In/Out) to log out of the device that supports AMS.

1 0 Press [Scan and Send].

The Login screen is displayed.

1 1 Enter the user name and password of a [sales_regular] user in [User Name] and
[Password] - select [This device] in [Login Destination] —. press [Log In].

[User Name] sales_regular

[Password] r_password

[Login Destination] |[This device]

1 2 Confirm that [Scan and Send] screen is displayed.

Also, confirm that [iW Function Flow] screen is displayed.

<@) Scan and Send o

[ Specify the destinations,

Previous Favorite
P '7 Settings »| Settings »
4 f
E 1/ | Auto (Color/Gray) N
Address Book One-Touch New Destination ssﬂ 300x300 dpi
@3 AutoSize 5
|~ Personal Folder . PDF (Compact)
() &l -
J »
2 2-Sided Original
Cc = -
Specify Destinations ‘ <}y Different Size
W—J B o) B0 ) originais »
- 5 —
& Log Out

1 3 Press (& (Settings/Registration).

14 Cconfirm that [Function Settings] - [Send] - [Output Report] can be used.

For information on the device screens, see the instruction manuals of the device.

1 5 Press (i0 (Log In/Out) to log out of the device that supports AMS.
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1 6 Log in with the other users and confirm that the device function restrictions and
device management privileges are set correctly.

In this example, the following should be displayed for each user.

User Name Password [S[ii/?/an:?tisoe:gﬂoiqu [Output Report] in [Send] in [Function Settings]
sales_manager m_password Can be used. Can be used.
sales_regular r_password Can be used. Can be used.
sales_temp t_password Cannot be used. Cannot be used.
IT_management admin_password Can be used. Can be used.
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Setting Up the Client Computers

To restrict printing from computers with the Access Management System, it is necessary to install the AMS
Printer Driver Add-in to the printer drivers installed in the computers, and set the user information.

Installing the AMS Printer Driver Add-in(P. 130)
Setting User Information to the AMS Printer Driver Add-in(P. 135)
Setting Up Other Client Computers(P. 137)

In this example, three devices are used. Since all three are the same model, they use the same printer driver.

Even if multiple types of printer drivers exist on a single computer, the AMS Printer Driver Add-in can be
installed to each printer driver with a single operation.

However, when the AMS Printer Driver Add-in is installed in a printer driver, the [AMS] page is added to all of
the printer icons associated with that printer driver. Therefore, when a single [AMS] page is set, those settings
are applied to all the AMS Printer Driver Add-ins used on computers that are logged on, and the installation of
the AMS Printer Driver Add-in and setting of user information can be completed with a single operation.

IMPORTANT

The AMS Printer Driver Add-in may already be included, depending on the printer driver. In this case, it
is not necessary to install the AMS Printer Driver Add-in. Select [Use AMS Function] on the [AMS] page
of the printer driver to enable the functions of the AMS Printer Driver Add-in.

Confirm that the printer driver supports AMS before installing the AMS Printer Driver Add-in. The add-
in will not be installed correctly unless the printer driver supports it. For more information, see "Client
Computer (AMS Printer Driver Add-in)."(P. 38)

When using the AMS Printer Driver Add-in in a shared printer environment, install the AMS Printer
Driver Add-in to the printer drivers on the print server. (Install the AMS Printer Driver Add-in to the
printer driver on the print server. After installing the AMS Printer Driver Add-in to a printer driver on
the print server, it may take some time until the [AMS] page is displayed in the printer properties
dialog box on a client computer. If the [AMS] page is still not displayed, add the printer icon to the
client computer.)

If the date/time settings of all equipment that comprises the system (devices, client computers, server
computers, etc.) do not match, printing may take longer, or you may be unable to print. For
information on setting the date/time settings of the device, see the instruction manuals for the device.

It may not be necessary to install the AMS Printer Driver Add-in, depending on your environment. For
more information, see " Access Management System Configurations(P. 34) ."

Installing the AMS Printer Driver Add-in

1 Log on to the computer as a user with Windows administrator privileges.
2 If you are using Windows 8.1/Windows Server 2012, move to the desktop.

3 Close all running applications.
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4 Install the latest version of printer driver and the Canon Driver Information Assist

Service.

Canon Driver Information Assist Service can be installed at the same time as installing a printer driver. Perform
the operations indicated by the wizard.

/ NOTE

e The latest installer of printer driver can be downloaded from the Canon Web site.
o If the printer driver is not installed with [Standard TCP/IP Port], it is recommended you update it with
[Standard TCP/IP Port].

5 Add printer icons for Device_A, Device_B, and Device_C.
For more information, see the Windows instruction manuals.

6 Double-click the Setup.exe file for the AMS Printer Driver Add-in.

The AMS Printer Driver Add-in setup wizard starts.

"/ Click [Next].

o’ Access Management System Add-in - Ver,

2 Welcome to Access Management System Add-n Setup
K Wizard

This wizard will install Access Management System
Add-in on your computer,

To continue the installation, dick [Next].

[ hext> ]| cancel

8 Confirm the displayed information - click [Yes].
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.2 Access Management System Add-in - Ver. "
License Agreement
Please read the following license agreement completely and

carefully. Click [Yes] to agree to the license agreement.

»

IMPORTAMT! |:'

[

CANON SOFTWARE LICENSE AGREEMENT

READ THIS AGREEMENT BEFORE INSTALLING THE SOFTWARE! BY CLICKING “YES™
BUTTON BELOW, YOU AGREE TO BE BOUND BY TERMS AND CONDITIONS OF THIS
AGREEMENT.

Product Name: ACCESS MANAGEMENT SYSTEM Printer Driver Add-in

This document is a license agreement between you and Canon Inc. ("Canon”), and governing
your use of "ACCESS MANAGEMENT SYSTEM Printer Driver Add-in" (the "SOFTWARE"), IF YOU
DO MOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT, DO MOT CLICK "YES”
EUTTOMN BELOWY, AND DO NOT USE THE SOFTWARE.

Do you agree to the terms in license agreement?

< Back ED[ No |

9 Select the driver to install the AMS Printer Driver Add-in to from the [Driver List] -
click [Add].

In this example, select the printer driver used by Device_A, Device_B, and Device_C - click [Add].

5\ Access Management System Adel-in - Ver,
Select Drivers to Install Access Management System Add-in
Select the drivers to install Access Management System Add-in,

and then click [Add].

Dirlver List:

(o D

|| Display All Installed Drivers

List of Drivers for Instaling Access management System Add-n:

< Back et Cancel

10 Click [Next].
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‘o' Access Management System Add-in - Ver, (]
Select Drivers to Install Access Management System Add-in
Select the drivers to install Access Management System Add-in,
and then dick [Add)].

Driver List:

[ Display All Installed Drivers

4 1 Chemowe ]

\ist of Drivers for Instaling Access Management System Add-in:

s (G ) e

1 1 Confirm that the appropriate driver names are displayed in [List of Drivers for
Installing Access Management System Add-in] - click [Next].

In this example, confirm that the printer driver used by Device_A and Device_B, and Device_C - click [Next].

1) Access Management System Add-in - Ver. 1

The setup program will Install Access Management System Add-n
with the following settings.

Confirm the settings.

Limt af Drivars far Trataling Aecses Mansnsmsnt Suetem Sddin:

= Add =

Setup a!.lth_enﬁcaucn SEIVET.., I -:E_,_adc I Cancel

1 2 Click [Yes] when the message confirming whether you want to retrieve the device
(printer) information is displayed.

If you click [No], the device information is not retrieved. Enter the IP address or host name of the printer on the
next screen.

1 3 Click [Start].

If you clicked [No] in the previous screen, click the [IP Address/Host Name] field for that driver — enter the IP
address or host name of the device.
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If [Enter IP Address/Host Name] is displayed in the [IP Address/Host Name] field, click [Get IP Address]. If the IP
address cannot be retrieved, click the [IP Address/Host Name] field for that driver — enter the IP address or
host name of the device.

In this example, confirm that the IP addresses of Device_A, Device_B, and Device_C are displayed - click [Start].

("' Access Management System Add-in - Ver, ©
Printer Settings
Click the IP address or host name of a printer to enter its IP
address or host name,
IP Addresses/Host Names: [ .ge_t' IPaddre ]
Driver Printer IP Address/Host Name

S S—— {o——[171.14136.174

Number of Printers to Set: 1
Click [Start] to install,
* Printing may not be available if the IP address or host name is not specified,

[ <oack (st ][ conce

1 4 Click [Yes] when the message confirming whether you want to start installing is
displayed.

Warning 5]

Installation cannot be stopped once it starts,

._l—*g In addition, you must restart the computer after installation is
complete,

Do you want to continue?

=

Yes ] [ No

The AMS Printer Driver Add-in is installed.

15 Click [Exit].
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—

D{',-" Access Management System Add-in - Ver, | 23
s ¥

Installation of Access Management System Add-n Is
complete,

Click [Exit] to quit the wizard,

16 Cclick [Yes] in the displayed dialog box.

Warning s

l_ You must restart your computer. Do you want to restart your computer
A8 now?!

I Yes ] | Mo

The computer will be restarted and the installation completes.

Setting User Information to the AMS Printer Driver Add-in

1 Log on to the computer in which the AMS Printer Driver Add-in is installed.
2 If you are using Windows 8.1/Windows Server 2012, move to the desktop.
3 Right-click the icon of Device_A . select [Properties].

4 Click the [AMS] tab.

5 Click [User Name/Password].
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o e e WSS Droperties e

| Ganeral ] Shcr}nl ] Parls I Adwancad I Calor Mansgasmant ] Snnurlhj_' ] Dg\rm Sattings J Prni!n | Ams
[ﬁ Usar Mama /Password... ]]

Currant Usar MNama: salas temp

Print Rastriction Information

Rastriction Information Mot Obtained

¥ Chaok Print Rastriction Information Whan Printing

[ 1P Addrass/Host Mame.. | Gat Rastriction Information ] | About AMS ]

[ oK ][ Cencal ] [ Assly [ Hep |

The [Setup User Names and Passwords for Authentication] dialog box is displayed.

6 Confirm that [This Device] is selected in [Authentication] - enter the user name and
password of [sales_temp] in [User Name] and [Password] - click [OK].

[User Name] sales_temp
[Password] t_password
[ Setup User Names and Passwords for Authentication _—
Setup Method
up suthantics n formstion
Usar Information Usad for Authentication
User Name:
Password
Authentication (Th-s Davice v)
Save Password and Skip Authentication Dislog Box When Printing

4 NOTE

o In this example, [Save password and skip authentication dialog box when printing] is enabled because
[Save user authentication information] was selected in [Printer Driver Management] when specifying

the preferences of the devices.

7 Select [Check Print Restriction Information When Printing].
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&8 Click [OK] to close the dialog box.

Setting Up Other Client Computers

Follow the procedures described in "Installing the AMS Printer Driver Add-in"(P. 130) and "Setting User
Information to the AMS Printer Driver Add-in"(P. 135) to set up the client computers for all users.
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Confirming the Print Restrictions on Client Computers

Confirm that the specified print restriction information is being correctly applied on the client computers.

4 NOTE
e For details on operating the AMS Printer Driver Add-in, see the Online Help for the AMS Printer Driver

Add-in.

1 Log on to the computer of which the user name and password of [sales_temp] are set
to the AMS Printer Driver Add-in.

2 Perform one-sided printing from an application of your choice.
The [Confirm Password for Authentication] dialog box is displayed.
4 NOTE

e In this example, [Confirm Password for Authentication] dialog box is because [Save password and skip
authentication dialog box when printing] was not selected when setting the user information in the
AMS Printer Driver Add-in.

3 Enter the password - click [OK].

[Password] : t_password

Confirm Password for Authentication @
Enter tha authentioation password,
Lisar Marma: sale s tamp
Pazsward: [ ]
Authentiontion: This Davice

|| Tamporarily Seve Password

(oK || OCencal || Halp |

The [Confirmation of Print Restrictions] dialog box is displayed.

4 NOTE

o In this example, the [Confirmation of Print Restrictions] dialog box is displayed because [Check Print
Restriction Information When Printing] was selected when setting the user information in the AMS
Printer Driver Add-in.

e When you print from the Windows Store app in Windows 8.1/Server 2012, if you have configured the
settings so that you are required to enter a password when printing, the message "The printer
requires your attention. Go to the desktop to take care of it." is displayed. If this happens, move to the
desktop and follow the instructions in the displayed dialog box.

Note that the message will disappear after a while, but printing will not start until you have moved to
the desktop and performed the operation displayed in the dialog box.
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o If you select [Temporarily Save Password], you do not have to enter the password from the next time

you print.

4 Confirm the displayed print restriction information - click [Yes].

-
Confirmation of Print Restrictions

The following print restrictions hewe been set
! Do you want 1o continue to print?

Print Restriction Information

Do Mot Show This Dislog Box Agen

[ s J hio

Help

-

Printing is executed.

4 NOTE

e When you print from the Windows Store app in Windows 8.1/Server 2012, if you have configured the
settings so that you are required to confirm print restriction information when printing, the message
"The printer requires your attention. Go to the desktop to take care of it." is displayed. If this happens,
move to the desktop and follow the instructions in the displayed dialog box.
Note that the message will disappear after a while, but printing will not start until you have moved to
the desktop and performed the operation displayed in the dialog box.

e If you select [Do Not Show This Dialog Box Again], you can print without displaying this screen from

the next time you print.

5 Confirm that the document is printed in two-sided.

6 Log in with the other users and confirm that the print restrictions are set correctly.

In this example, the following should be displayed for each user.

[1-Sided/2-Sided

[Store In User

User Name Password [Color Print] Printing] [Page Layout] Inbox]
sales_manager m_password Available | 1-sided Printing Allowed | No Restrictions Available
sales_regular r_password Available | 1-sided Printing Allowed | No Restrictions Available
sales_temp t_password Not Available| 2-sided Printing Only | No Restrictions Available
IT_management admin_password| Available | 1-sided Printing Allowed | No Restrictions Available

Guest user

Guest users cannot print from computers.

4 NOTE

e Depending on your device, some restrictions may not be supported.
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Canceling the Operation of the
Access Management System

Canceling the Operation of the Access Management System ...............ccccooovrvecnrrrnnnn. 141
Flow of Canceling the Operation of the Access Management SYStem .............cccoevveerrvveernneeesnieeensneeensneeens 142
Uninstalling the AMS Printer Driver Add-in ..........cccoccueiiiiiiiiniiiiiniieeineeeenieeessieesssnreesssseeessseeesssseessssseesssenes 143
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Canceling the Operation of the Access Management
System

This section describes the procedure for canceling the operation of the Access Management System.
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Flow of Canceling the Operation of the Access
Management System

This section describes the flow of the procedure for canceling the operation of the Access Management System.

1. Disabling the AMS

Disable the AMS on all devices to cancel the operation of the Access Management System for.

For more information, see the instruction manuals of the device.

2. Uninstalling the AMS Printer Driver Add-in(P. 143)

Uninstall the AMS Printer Driver Add-in from the client computers.
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Uninstalling the AMS Printer Driver Add-in

This section describes the procedure for uninstalling the AMS Printer Driver Add-in.
IMPORTANT

Use the previous version of the uninstaller to uninstall that previous version the AMS Printer Driver
Add-in. The procedure for uninstallation is the same as for the previous version.

When uninstalling the AMS Printer Driver Add-in from a printer driver in a shared printing
environment, uninstall the AMS Printer Driver Add-in from the client computers after uninstalling it
from the print server. If the driver name is not displayed in the uninstaller, it does not need to be
uninstalled from the client computer. Close the uninstaller in this case.

If you delete the printer driver from the print server, you will become unable to uninstall the AMS
Printer Driver Add-in from the printer driver on each client computer. In this case, also delete the
printer driver on each client computer.

If you delete the AMS Printer Driver Add-in from the client computers but leave it on the server in a
shared printing environment, the AMS Printer Driver Add-in on the client computers may be
reinstalled by a function of the operating system.

1 Log on to the computer as a user with Windows administrator privileges.

If you are using Windows 8.1/Windows Server 2012, move to the desktop.

Close all running applications.

~ W N

Double-click the UNINSTAL.exe in the [Printer Driver Add-in] folder.

Select the driver to uninstall the AMS Printer Driver Add-in from - click [Delete].

%)

6 When a message confirming whether you want to delete the AMS Printer Driver Add-in
is displayed, click [Yes].

"/ Click [Exit].

&8 Click [Yes] in the displayed dialog box.
The computer will be restarted and the uninstallation completes.

IMPORTANT
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If you uninstall the AMS Printer Driver Add-in, some of the print settings specified in the printer driver
may be changed. Specify the settings again, as necessary.
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Troubleshooting

This section includes a list of error messages and troubleshooting.
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List of Error Messages

This section describes the procedure for handling messages displayed when setting up or operating the Access
Management System.

© User Authentication(P. 147)
© AMS Printer Driver Add-in(P. 147)

User Authentication

Before starting <application name>, pay attention to the following notes that concern the
operations of other applications installed on the device.

Status 1 As this device application does not support AMS, detailed restrictions for each function cannot be set.

Remedy Set the usage restrictions with [Application Restrictions] in the role information, as necessary.

Status 2 As a device application displayed in the application list does not support AMS, detailed restrictions for
each function cannot be set.

Remedy Set the usage restrictions with [Application Restrictions] in the role information, as necessary.

AMS Printer Driver Add-in

Installation

Cannot install Access Management System Add-in in this operating system.

Status

The operating system of the computer to install the AMS Printer Driver Add-in is not supported.

Remedy

Install the AMS Printer Driver Add-in in an operating system that is supported. For information on the

operating systems that support the AMS Printer Driver Add-in, see "Client Computer (AMS Printer
Driver Add-in)."(P. 38)

The printer selected to install Access Management System Add-in does not exist.

Status

A driver that supports the AMS Printer Driver Add-in is not installed.

Remedy

Install the AMS Printer Driver Add-in again after installing a printer driver that supports the AMS Printer
Driver Add-in.

Access Management System Add-in
The data of the software you want to install may have been modified.
If you continue to install, your computer may not operate properly.
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Are you sure you want to continue to install?

Status

The AMS Printer Driver Add-in installer is corrupt.

Remedy

Check the file for the AMS Printer Driver Add-in installer, and try executing it again.

You do not have privileges to perform installation. Log on again with Administrator

privileges.

Status Could not install the AMS Printer Driver Add-in because the computer is not logged on to as a user with
Windows administrator privileges.

Remedy Log on to the computer as a user with Windows administrator privileges, and try installing the AMS
Printer Driver Add-in again.

This program requires VGA or better resolution.

Status

The resolution of the computer screen is less than 640 x 480 pixels.

Remedy

Install the AMS Printer Driver Add-in again after setting the resolution of the computer screen to 640 x
480 pixels or higher resolution.

Cannot install Access Management System Add-in because of insufficient free disk space

in drive.
Status The hard disk of the computer does not have enough space to install the AMS Printer Driver Add-in.
Remedy Free enough space on the hard disk of the computer to install the AMS Printer Driver Add-in, and perform

the installation again. For information on the required hard disk space, see "Client Computer (AMS
Printer Driver Add-in)."(P. 38)

Setup is not complete. If you quit now, the program will not be installed. Do you want to
cancel the setup?

Status

This message is displayed before canceling the AMS Printer Driver Add-in installation.

Remedy

Confirm whether it is OK to proceed, and click [Yes] or [No].

Installation cannot be stopped once it starts. Do you want to continue?

Status

This message is displayed before installing the AMS Printer Driver Add-in.

Remedy

Confirm whether it is OK to proceed, and click [Yes] or [No].
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Not authorized to perform printer administration for '<Printer Name>'. Authorize to
perform printer administration before installation.

Status The AMS Printer Driver Add-in could not be installed because you do not have management privileges for
the specified printer.

Remedy Log on to the computer as a user with management privileges for the specified printer, and install the
AMS Printer Driver Add-in again.

NetSpot Job Monitor is running.
Exit the NetSpot Job Monitor, and then try to install again.

Status Could not install the AMS Printer Driver Add-in because NetSpot Job Monitor is running.

Remedy Close NetSpot Job Monitor, and try installing the AMS Printer Driver Add-in again.

A later version of Access Management System Add-in is already installed. Use the installed
later version.

Status Could not install the AMS Printer Driver Add-in because a version of the AMS Printer Driver Add-in later
than the one in the install set is already installed.

Remedy Check the version of the AMS Printer Driver Add-in.

Some files related to the Access Management System Add-in program are in use.
Restart your computer, and then try to install again.

Status Could not install the AMS Printer Driver Add-in because an AMS Printer Driver Add-in that is already
installed is being used.

Remedy Restart the computer, and try installing the AMS Printer Driver Add-in again.

The installer is currently being used.

Status Another user is using the AMS Printer Driver Add-in installer with the fast user switching function of
Windows.
Remedy Restart the computer, and try installing the AMS Printer Driver Add-in again.

The file path to the saved setup file is too long.
Move the files required for setup to a folder with a shorter path.

Status The path to the folder in which the AMS Printer Driver Add-in installer is located is too long.

Remedy Move the file for the AMS Printer Driver Add-in installer to another folder with a shorter file path, and try
executing it again.
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This setup does not contain the files or folders that are required to execute installation on
this operating system.

Status

The files required for the AMS Printer Driver Add-in are insufficient.

Remedy

Check the file for the AMS Printer Driver Add-in installer, and try executing it again.

Cannot correctly run this installer on this operating system.
Use an installer compatible with your operating system.

Status

The installer used is not compatible with your operating system.

Remedy

Use an installer compatible with your operating system. For information on the operating systems that
support the AMS Printer Driver Add-in, see "Client Computer (AMS Printer Driver Add-in)."(P. 38)

One or more printer drivers are in use. Restart your computer, and then try to install

again.
Status Could not install the AMS Printer Driver Add-in because the printer driver is being used on the computer.
Remedy Restart the computer, and try installing the AMS Printer Driver Add-in again. (If the error is not resolved
after restarting the computer, jobs may remain in the printer driver.)

Print Spooler service is stopped. Restart your computer, and then try to install again.

Status

Could not install the AMS Printer Driver Add-in because the Print Spooler service is stopped.

Remedy

Restart the computer, and try installing the AMS Printer Driver Add-in again.

Cannot install this add-in because the selected drivers have already been installed with a
maximum number of add-ins.

Status Could not install the AMS Printer Driver Add-in because the maximum number of add-ins are installed in
the specified printer driver.

Remedy Install the AMS Printer Driver Add-in again after adding a printer driver that supports the AMS Printer
Driver Add-in or uninstalling another add-in.

Cannot install because Access Management System Add-in of a different language is
already installed.

Status Could not install the AMS Printer Driver Add-in because the AMS Printer Driver Add-in of another language
is installed.

Remedy Install the AMS Printer Driver Add-in again after uninstalling the AMS Printer Driver Add-in of the other
language.

Could not confirm the specified server record name in DNS.
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Do you want to set the server as an authentication server?

Status

Could not confirm on DNS the record name of the specified substitute server.

Remedy

Confirm whether it is OK to proceed, and click [Yes] or [No].

This setup will search for network printers then retrieve information, such as the IP
address, from the printers.

This process may take a while.

Retrieve information from the printers?

Status

It may take some time to retrieve printer information, depending on the status of the network.

Remedy

Confirm whether it is OK to proceed, and click [Yes] or [No].

The printer IP address or host name is not entered correctly.

Installation cannot be stopped once it starts.

In addition, you must restart the computer after installation is complete.
Do you want to continue?

Status

The IP address or host name of some printers are not yet set.

Remedy

Confirm whether it is OK to proceed, and click [Yes] or [No].

The printer IP address or host name retrieval was interrupted.
Only part of the IP address or host name was retrieved.

Status

Could not retrieve the IP address or host name of the printer.

Remedy

Click [Get IP Address], or enter the IP address or host name of the printer.

Could not create the temporary folder.

Status Could not install the AMS Printer Driver Add-in because a temporary folder could not be created in the
hard disk of the computer.
Remedy Restart the computer, and try installing the AMS Printer Driver Add-in again.

Could not copy the setup file to the temporary folder.

Status Could not install the AMS Printer Driver Add-in because the AMS Printer Driver Add-in setup file could not
be copied to the temporary folder in the hard disk.
Remedy Restart the computer, and try installing the AMS Printer Driver Add-in again.
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Could not register the setup file to the driver.

Status Could not install the AMS Printer Driver Add-in because the AMS Printer Driver Add-in could not be
registered to the printer driver.
Remedy Restart the computer, and try installing the AMS Printer Driver Add-in again.

Could not change the attribute of the setup file.

Status Could not install the AMS Printer Driver Add-in because the read attribute of the AMS Printer Driver Add-in
setup file could not be canceled.
Remedy Restart the computer, and try installing the AMS Printer Driver Add-in again.

Could not pause the spooler.
Installation will be canceled.

Status

Could not install the AMS Printer Driver Add-in because the Print Spooler service could not be stopped.

Remedy

Restart the computer, and try installing the AMS Printer Driver Add-in again.

Could not restart the spooler. Restart the computer.

Status

Failed to start the Print Spooler service after installing the AMS Printer Driver Add-in.

Remedy

Restart the computer, and try installing the AMS Printer Driver Add-in again.

An error occurred when the registry was being modified or removed.

Status Could not install the AMS Printer Driver Add-in because an error occurred when editing or deleting the
registry information created with the AMS Printer Driver Add-in.
Remedy Restart the computer, and try installing the AMS Printer Driver Add-in again.

Could not get the starting path of the installer.

Status Could not install the AMS Printer Driver Add-in because the running path of the AMS Printer Driver Add-in
installer failed to be retrieved.
Remedy Move the file for the AMS Printer Driver Add-in installer to another folder, and try executing it again.

Could not delete the already installed Access Management System Add-in.

Status

Could not delete the already installed AMS Printer Driver Add-in.

Remedy

Restart the computer, and try installing the AMS Printer Driver Add-in again.

Cannot install because the version of Internet Explorer is old.
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Install Internet Explorer 6.0 SP2 or later and try again.

Status The version of Internet Explorer is not supported by the AMS Printer Driver Add-in.

Remedy Use a version of Internet Explorer that is supported by the AMS Printer Driver Add-in.

Cannot update Add-ins that are installed in unsupported versions of printer drivers.

Update the printer drivers and try again.

printer driver.

Status The AMS Printer Driver Add-in you are trying to install over is installed in an unsupported version of the

Remedy Try installing the AMS Printer Driver Add-in again after updating the printer driver.

[Record Name] is not entered correctly. Enter the [Record Name] again.

Status A record name composed entirely of spaces or an incorrect record name was entered.
Remedy Click [OK], and enter the correct record name.
Uninstallation

The driver selected to delete Access Management System Add-in is in use.
Restart your computer and then delete Access Management System Add-in.

Status Could not uninstall the AMS Printer Driver Add-in because the printer driver for the AMS Printer Driver
Add-in to uninstall is being used.
Remedy Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.

You do not have privileges to perform uninstallation.
Log on again with Administrator privileges.

Status Could not uninstall the AMS Printer Driver Add-in because the computer is not logged on to as a user with
Windows administrator privileges.

Remedy Log on to the computer as a user with Windows administrator privileges, and try uninstalling the AMS
Printer Driver Add-in again.

You do not have privileges to delete one or more of the printers that use the driver
'<Driver Name>'.

The deletion of Access Management System Add-in in the driver '<Driver Name>'is

canceled.

Status

Could not uninstall the AMS Printer Driver Add-in because you do not have administrator privileges for the
specified printer.
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Remedy Uninstall the AMS Printer Driver Add-in again after logging on to the computer as a user with
administrator privileges for the specified printer.

You do not have privileges to delete one or more of the printers that use the driver
‘<Driver Name>'.

The deletion of Access Management System Add-in in the driver '<Driver Name>'is
canceled.

Do you want to continue to delete Access Management System Add-in in other drivers?

Status Uninstallation of the AMS Printer Driver Add-in was stopped because you do not have administrator
privileges for a specified printer, but the operation can be continued.

Remedy Confirm whether it is OK to proceed, and click [Yes] or [No].

Could not delete Access Management System Add-in in the driver '<Driver Name>'.
The deletion of Access Management System Add-in in the driver '<Driver Name>' is
canceled.

Status Could not uninstall the AMS Printer Driver Add-in.

Remedy Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.

Could not delete Access Management System Add-in in the driver '<Driver Name>'.

The deletion of Access Management System Add-in in the driver '<Driver Name>'is
canceled.

Do you want to continue to delete Access Management System Add-in in other drivers?

Status Could not uninstall the AMS Printer Driver Add-in, but the operation can be continued.

Remedy Confirm whether it is OK to proceed, and click [Yes] or [No].

Printing is incomplete or print jobs remain in one or more of the printers that use the
driver '<Driver Name>'.

The deletion of Access Management System Add-in in the driver '<Driver Name>'is
canceled.

Status Could not uninstall the AMS Printer Driver Add-in because print jobs remain in the printer driver.

Remedy Uninstall the AMS Printer Driver Add-in again after the print jobs in the printer driver finish.

Printing is incomplete or print jobs remain in one or more of the printers that use the
driver '<Driver Name>'.

The deletion of Access Management System Add-in in the driver '<Driver Name>' is
canceled.
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Do you want to continue to delete Access Management System Add-in in other drivers?

Status Uninstallation of the AMS Printer Driver Add-in was stopped because print jobs remain in the printer
driver, but the operation can be continued.
Remedy Confirm whether it is OK to proceed, and click [Yes] or [No].

Do you want to delete Access Management System Add-in in the driver '<Driver Name>'?

Status

This message is displayed before deleting the AMS Printer Driver Add-in.

Remedy

Confirm whether it is OK to proceed, and click [Yes] or [No].

One or more of the printers using the driver '<Driver Name>' are shared on the network.
The driver may be in use.
Are you sure you want to delete Access Management System Add-in?

Status

The message is displayed when the specified printer driver is shared on the network.

Remedy

Confirm whether it is OK to proceed, and click [Yes] or [No].

NetSpot Job Monitor is running.
Exit the NetSpot Job Monitor, and then try to uninstall again.

Status

Could not uninstall the AMS Printer Driver Add-in because NetSpot Job Monitor is running.

Remedy

Close NetSpot Job Monitor, and try uninstalling the AMS Printer Driver Add-in again.

One or more of the printers using the driver '<Driver Name>' are network printers.
Are you sure you want to delete Access Management System Add-in?

Status The message is displayed when a network printer is included in the printers that use the specified printer
driver.
Remedy Confirm whether it is OK to proceed, and click [Yes] or [No].

Could not delete registry.

Status Could not uninstall the AMS Printer Driver Add-in because an error occurred when deleting the registry
information created with the AMS Printer Driver Add-in.
Remedy Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.

The uninstaller is currently being used.

Status

Another user is using the AMS Printer Driver Add-in uninstaller with the fast user switching function of
Windows.
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Remedy

Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.

The file path to the saved files for uninstallation is too long.
Move the files required for uninstallation to a folder with a shorter path.

Status

The file path to the folder in which the AMS Printer Driver Add-in uninstaller is stored is too long.

Remedy

Try uninstalling the AMS Printer Driver Add-in again after moving the AMS Printer Driver Add-in uninstaller
to another folder with a shorter path.

Cannot correctly run this uninstaller on this operating system.

Status

The uninstaller used is not compatible with your operating system.

Remedy

Use an uninstaller compatible with your operating system.

Cannot correctly run this uninstaller on this operating system.
Use an uninstaller compatible with your operating system.

Status

The uninstaller used is not compatible with your operating system.

Remedy

Use an uninstaller compatible with your operating system.

One or more files or folders required for executing uninstallation are missing.

Status

The files required for the AMS Printer Driver Add-in uninstallation are insufficient.

Remedy

Check the files for the AMS Printer Driver Add-in uninstaller, and try executing it again.

Could not delete the file to uninstall.

Status

Failed to delete files while uninstalling the AMS Printer Driver Add-in.

Remedy

Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.

Could not restart the spooler.
Restart the computer.

Status

Failed to start the Print Spooler service after uninstalling the AMS Printer Driver Add-in.

Remedy

Restart the computer.

Could not start or pause the related service.
Restart the computer.

Status

Failed to start or stop related services while uninstalling the AMS Printer Driver Add-in.

Remedy

Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.
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Could not pause the spooler.
Restart the computer.

Status Failed to stop the Print Spooler service when uninstalling the AMS Printer Driver Add-in.

Remedy Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.

Print Spooler service is stopped. Restart your computer, and then try to uninstall again.

Status Could not uninstall the AMS Printer Driver Add-in because the Print Spooler service is stopped.

Remedy Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.

Could not browse the user information.

Status Failed to access the user information in the registry while uninstalling the AMS Printer Driver Add-in.

Remedy Restart the computer, and try uninstalling the AMS Printer Driver Add-in again.

Could not get the starting path of the uninstaller.

Status Could not uninstall the AMS Printer Driver Add-in because the running path of the AMS Printer Driver Add-
in uninstaller failed to be retrieved.

Remedy Move the file for the AMS Printer Driver Add-in uninstaller to another folder, and try executing it again.

Common Messages

This section describes messages that are displayed both when installing and uninstalling the AMS Printer Driver
Add-in.

Cannot find the file '<File Name>' in the folder '<Folder Name>"'.

Status The files required for the AMS Printer Driver Add-in installation are insufficient.

Remedy Check the file for the AMS Printer Driver Add-in installer, and try executing it again.

An error occurred in the initialization file.

Status Could not install/uninstall the AMS Printer Driver Add-in because an error occurred in the initialization file
for the AMS Printer Driver Add-in.

Remedy Restart the computer, and try installing/uninstalling the AMS Printer Driver Add-in again.
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An invalid parameter has been specified.

Status Could not install/uninstall the AMS Printer Driver Add-in because an invalid parameter was specified for
the AMS Printer Driver Add-in installer/uninstaller.

Remedy Check the parameters specified for the AMS Printer Driver Add-in installer/uninstaller, and install/uninstall
the AMS Printer Driver Add-in again.

Another installation or uninstallation application is running.
Please wait a moment, and then try to start this application again.

Status

Another installation or uninstallation application is running.

Remedy

Close the installation or uninstallation program, and try installing/uninstalling the AMS Printer Driver Add-
in again.

Could not perform the process to control exclusion.

Status

Failed the mutual exclusion process while installing/uninstalling the AMS Printer Driver Add-in.

Remedy

Restart the computer, and try installing/uninstalling the AMS Printer Driver Add-in again.

Could not get printer information.

Status

Failed to retrieve printer information while installing/uninstalling the AMS Printer Driver Add-in.

Remedy

Restart the computer, and try installing/uninstalling the AMS Printer Driver Add-in again.

Could not allocate the memory required.
Restart the computer and try again.

Status

The memory required for the AMS Printer Driver Add-in installation/uninstallation is insufficient.

Remedy

Close any unnecessary applications and services that are running, and install/uninstall the AMS Printer
Driver Add-in again.

Could not access the service.
Check the Print Spooler or Canon Output Manager Service.

Status

Failed to access the service while installing/uninstalling the AMS Printer Driver Add-in.

Remedy

Restart the computer, and try installing/uninstalling the AMS Printer Driver Add-in again.

Could not create the result file.

Status

Could not install/uninstall the AMS Printer Driver Add-in because an invalid parameter was specified for
the AMS Printer Driver Add-in installer/uninstaller.
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Remedy

Check the parameters specified for the AMS Printer Driver Add-in installer/uninstaller, and install/uninstall
the AMS Printer Driver Add-in again.

AMS Printer Driver Add-in Operations

The output may differ from the specified print settings, or the print job may be canceled
because the following settings are in conflict with the print restrictions.
<Control Names>

Cause

A value specified by the user exceeds the value set for the print restrictions.

Remedy

Check the value set for the print restrictions. If the print job was canceled, specify the value again so that
it does not exceed the value set for the print restrictions, and perform printing again. To check the values
set for the print restrictions, click the [Get Restriction Information] button on the [AMS] page of the printer
properties dialog box.

Could not obtain restriction information because the device is not responding.
Make sure that the device is turned on and try to obtain the information again later.
If the same error occurs, contact the administrator for details.

Status Could not communicate with the device for an unspecified reason. There may be a problem with the
communication environment, such as the network settings or network connection.
Remedy Try retrieving the restriction information again after confirming that the power of the device is turned ON

and the LAN cable, etc., is connected correctly. If you still cannot retrieve the information, contact the AMS
administrator.

Could not obtain restriction information.

Status 1 There may be a problem with the communication environment, such as the network settings or
connection status.

Remedy After confirming the network settings, try retrieving the restriction information again. If the restriction
information cannot be retrieved, contact your AMS administrator.

Status 2 AMS is disabled in the device.

Remedy For information on enabling AMS in the devices, see the instruction manuals of the device.

The version of this add-in does not match the obtained restriction information.

Status

The restriction information retrieved from the installed add-in is not supported.

Remedy

Check the version of the add-in and the restriction information. To check the version of the add-in, click
the [About AMS] button on the [AMS] page of the printer properties dialog box.

The print restrictions have been updated.
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Try to print again.

Status When print restriction information set in the AMS server has been updated.

Remedy Check the value set for the print restrictions, and try printing again. To check the value set for the print
restrictions, click the [Get Restriction Information] button on the [AMS] page of the printer properties
dialog box.

Printing will be canceled because the following settings are in conflict with the print
restrictions.

<Control Names>

Status In the print settings of the printer, settings that cannot be used in conjunction with the print restrictions
set in the restriction information are set.

Remedy Confirm the print restrictions, and try printing again. To check the value set for the print restrictions, click
the [Get Restriction Information] button on the [AMS] page of the printer properties dialog box.

You do not have privileges to print using this device.
Select a different printer.

Status You do not have the privileges to print from the selected device.
Remedy Get the device restriction administrator to assign privileges to print from the selected device to you, or
select another device to print from.

Cannot set to [Store] because [Store In User Inbox] is set to [Not Available].
Printing will be canceled.

Status [Store] is specified as the output method for printing. [Store In User Inbox] is not allowed in the print
restrictions.

Remedy Cancel the Store mode. Alternatively, contact the device restriction administrator.

The output may differ from the specified print settings because the following settings are
in conflict with the print restrictions.
<Control Names>

Status A value specified by the user exceeds the value set for the print restrictions. However, this message is
displayed if a setting that cannot be used in conjunction with a compatible printer exceeds the print
restriction.

Remedy Check the value set for the print restrictions. To check the value set for the print restrictions, click the [Get
Restriction Information] button on the [AMS] page of the printer properties dialog box.

Cannot print with booklet settings because [Page Layout] is set to [1-2 on 1 Not Available].

160




Troubleshooting

Change the settings and try again.

Status Cannot perform booklet printing because of page layout restrictions.

Remedy Cancel booklet printing. Alternatively, contact the device restriction administrator.

Cannot print in poster layout because [Page Layout] is set to [1 on 1 Not Available] or [1-2
on 1 Not Available].
Change the settings and try again.

Status Cannot perform poster printing because of page layout restrictions.

Remedy Cancel poster printing. Alternatively, contact the device restriction administrator.

Cannot print in poster layout because [1-Sided/2-Sided Printing] is set to [2-sided Printing
Only].
Change the settings and try again.

Status Cannot perform poster printing because of print restrictions.

Remedy Cancel poster printing. Alternatively, contact the device restriction administrator.

Cannot set to [Store] because [Store In User Inbox] is set to [Not Available].
Change the settings and try again.

Status [Store] is specified as the output method for printing. [Store In User Inbox] is not allowed in the print
restrictions.

Remedy Cancel the Store mode. Alternatively, contact the device restriction administrator.

Cannot print with booklet settings because [Page Layout] is set to [1-2 on 1 Not Available].
Printing will be canceled.

Status Cannot perform booklet printing because of page layout restrictions.

Remedy Cancel booklet printing. Alternatively, contact the device restriction administrator.

Cannot print in poster layout because [Page Layout] is set to [1 on 1 Not Available] or [1-2
on 1 Not Available].
Printing will be canceled.

Status Cannot perform poster printing because of page layout restrictions.

Remedy Cancel poster printing. Alternatively, contact the device restriction administrator.

Cannot print in poster layout because [1-Sided/2-Sided Printing] is set to [2-sided Printing
Onlyl.
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Printing will be canceled.

Status

Cannot perform poster printing because of print restrictions.

Remedy

Cancel poster printing. Alternatively, contact the device restriction administrator.

Cannot create a form file or use overlay printing.
Printing will be canceled.

Status Overlay printing or form file creation is specified in the print settings. Overlay printing or form file creation
cannot be used.
Remedy Cancel overlay printing or form file creation. Alternatively, contact the device restriction administrator.

Cannot obtain the device IP Address or host name.
Contact the administrator for details.

Status

Could not retrieve the IP address or host name of the device.

Remedy

If a user with Windows administrator privileges is logged in, specify the IP address/host name of the
device in the [Set IP Address/Host Name] dialog box. If the setting cannot be specified, contact your AMS
administrator.

Cannot obtain restriction information because network settings are incorrect.
Contact the administrator for details.

Status The IP address or host name set in the AMS Printer Driver Add-in is incorrect, or there is a problem in the
network settings.
Remedy Check the IP address/host name settings in the [Set IP Address/Host Name] dialog box and the network

settings, and retrieve the restriction information again. If you still cannot retrieve the information, contact
the AMS administrator.

Cannot create a form file or use overlay printing.
Change the settings.

Status Overlay printing or form file creation is specified in the print settings. Overlay printing or form file creation
cannot be used.
Remedy Cancel overlay printing or form file creation, or contact your device restriction administrator.

Cannot obtain restriction information because network settings are incorrect.
Contact the administrator for details.
Printing will be canceled.

Status

The IP address or host name set in the AMS Printer Driver Add-in is incorrect, or there is a problem in the
network settings.
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Remedy Check the IP address/host name settings in the [Set IP Address/Host Name] dialog box and the network
settings, and try printing again. If you still cannot print, contact the AMS administrator.

Could not obtain restriction information because the device is not responding.
Printing will be canceled.

Make sure that the device is turned on and try to print again later.

If the same error occurs, contact the administrator for details.

Status Could not communicate with the device for an unspecified reason. There may be a problem with the
communication environment, such as the network settings or network connection.

Remedy Try printing again after confirming that the power of the device is turned ON and the LAN cable, etc., is
connected correctly. If you still cannot print, contact the AMS administrator.

Cannot print with perfect binding settings because [Page Layout] is set to [1 on 1 Not
Available] or [1-2 on 1 Not Available].
Change the settings and try again.

Status Cannot print with the Perfect Binding mode because of page layout restrictions.

Remedy Cancel the Perfect Binding mode. Alternatively, contact the device restriction administrator.

Cannot print with perfect binding settings because [Page Layout] is set to [1 on 1 Not
Available] or [1-2 on 1 Not Available].
Printing will be canceled.

Status Cannot print with the Perfect Binding mode because of page layout restrictions.

Remedy Cancel the Perfect Binding mode. Alternatively, contact the device restriction administrator.

Could not set the user information.

Status User information could not be retrieved, for an unspecified reason.

Remedy Try retrieving the user information again after waiting a while. If you still cannot set the user information,
contact the AMS administrator.

Could not obtain the device IP address or the host name.

Status Could not retrieve the IP address or host name of the device.

Remedy Enter the IP address or host name in the [Device IP Address/Host Name] text box.

Cannot set to [Hold] because [Store In User Inbox] is set to [Not Available].
Printing will be canceled.

Status [Hold] is specified as the output method for printing. [Store In User Inbox] is not allowed in the print
restrictions.
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Remedy

Cancel the Hold mode. Alternatively, contact the device restriction administrator.

Cannot set the output method as selected because [Store In User Inbox] is set to [Not

Available].

Printing will be canceled.

Status [Store] or [Hold] is specified as the output method for printing. [Store In User Inbox] is not allowed in the
print restrictions.
Remedy Deselect the Store or Hold mode. Alternatively, contact the device restriction administrator.

Cannot set to [Hold] because [Store In User Inbox] is set to [Not Available].
Change the settings and try again.

Status [Hold] is specified as the output method for printing. [Store In User Inbox] is not allowed in the print
restrictions.
Remedy Cancel the Hold mode. Alternatively, contact the device restriction administrator.

Cannot set the output method as selected because [Store In User Inbox] is set to [Not

Available].

Change the settings and try again.

Status [Store] or [Hold] is specified as the output method for printing. [Store In User Inbox] is not allowed in the
print restrictions.
Remedy Deselect the Store or Hold mode. Alternatively, contact the device restriction administrator.

The [Device IP Address/Host Name] has not been entered.
Enter the [Device IP Address/Host Name].

Status

[OK] was clicked without specifying [Device IP Address/Host Name].

Remedy

Specify [Device IP Address/Host Name] before clicking [OK].

Could not set the user information because the network settings are incorrect.
Contact the administrator for details.

Status The IP address or host name set in the AMS Printer Driver Add-in is incorrect, or there is a problem in the
network settings.
Remedy Check the IP address/host name settings in the [Set IP Address/Host Name] dialog box and the network

settings, and retrieve the user information again. If you still cannot retrieve the information, contact the
AMS administrator.

Could not set the user information because the device is not responding.
Make sure that the device is turned on and try to set the information again later.
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If the same error occurs, contact the administrator for details.

Status Could not communicate with the device for an unspecified reason. There may be a problem with the
communication environment, such as the network settings or network connection.
Remedy Try setting the user information again after confirming that the power of the device is turned ON and the

LAN cable, etc., is connected correctly. If you still cannot set the user information, contact the AMS
administrator.

Characters that cannot be used have been entered for the Domain Name
[Authentication]. Check the entered characters.

Status If you are using local device authentication, an authentication server other than [This Device] is selected in
[Authentication]. If you are using Active Directory authentication, invalid characters are used in the
domain name entered in [Authentication].

Remedy If you are using local device authentication, select [This Device] in [Authentication]. If you are using Active
Directory authentication, confirm and enter the correct domain name.

Cannot use Access Management System Add-in because the version of Internet Explorer is

old.

Install Internet Explorer 6.0 SP2 or later and try again.
Status The version of Internet Explorer is not supported by the AMS Printer Driver Add-in.
Remedy Use a version of Internet Explorer that is supported by the AMS Printer Driver Add-in.

The set user information and obtained restriction information do not match.
Set the user information again.

For Domain Authentication, enter the NetBIOS domain name in [Authentication].

Status The user information set for the AMS Printer Driver Add-in and the user information set in the retrieved
restriction information does not match.
Remedy Check the user information specified in the [Setup User Names and Passwords for Authentication] dialog

box. Select [This Device] in [Authentication] for local device authentication. Select the NetBIOS domain
name for Active Directory authentication.

The set user information and obtained restriction information do not match.
Set the user information again.

Status The user information set for the AMS Printer Driver Add-in and the user information set in the retrieved
restriction information does not match.
Remedy Check the user information specified in the [Setup User Names and Passwords for Authentication] dialog

box. Select [This Device] in [Authentication] for local device authentication. Select the NetBIOS domain
name for Active Directory authentication.

The set user information and obtained restriction information do not match.
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Printing will be canceled.

Status The user information set for the AMS Printer Driver Add-in and the user information set in the retrieved
restriction information does not match.

Remedy Check the user information specified in the [Setup User Names and Passwords for Authentication] dialog
box. Select [This Device] in [Authentication] for local device authentication. Select the NetBIOS domain
name for Active Directory authentication.

The account is locked out.
Try to authenticate the account later, or contact the administrator for details.

Status The user account that is used for authentication in the [Setup User Names and Passwords for
Authentication] dialog box is locked out.

Remedy Try to authenticate again after waiting a while. If you still cannot authenticate, contact the
device restriction administrator.

Could not obtain restriction information because the account is locked out.
Try to obtain it later, or contact the administrator for details.

Status The user account that is used for authentication to obtain restriction information is locked out.

Remedy Try to authenticate again after waiting a while. If you still cannot obtain restriction information, contact
the device restriction administrator.

Could not obtain restriction information because the account is locked out. Printing will
be canceled.

Try to print later, or contact the administrator for details.

Status The user account that is used for authentication for printing is locked out.

Remedy Try to print again after waiting a while. If you still cannot print, contact the device restriction
administrator.
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Troubleshooting

This section explains how to handle any trouble you may have in operating the Access Management System.

Users set to [1-2 on 1 Not Available] cannot output inbox documents.

Cause If you merge documents with different page layout settings (for example, a 2 On 1 documentand a4 On 1
document) and save them in an inbox, the page layout settings are reset and they are saved asa 1 On 1
document. Therefore, users set to [1-2 on 1 Not Available] cannot output the document.

Remedy When saving documents that may be output by users with page layout restrictions applied, do not merge
documents with different page layout settings.

Nothing is displayed when the AMS Printer Driver Add-in installer is executed.

Cause

The path to the folder in which the AMS Printer Driver Add-in installer is located is too long.

Remedy

Move the file for the AMS Printer Driver Add-in installer to another folder with a shorter file path, and try
executing it again.

The AMS Printer Driver Add-in is installed, but the [AMS] tab is not displayed on the
Printer Properties dialog box.

Cause 1

The AMS Printer Driver Add-in is not installed properly.

Remedy

Check that the printer driver supports AMS Printer Driver Add-in. For information on the printer drivers
that support the AMS Printer Driver Add-in, see "Client Computer (AMS Printer Driver Add-in)."(P. 38)

Cause 2

You tried to install the AMS Printer Driver Add-in in a printer driver on a client computer when using a
shared printer environment.

Remedy

Install the AMS Printer Driver Add-in to the printer driver on the print server. After installing the AMS
Printer Driver Add-in to a printer driver on the print server, it may take some time until the [AMS] page is
displayed in the printer properties dialog box on a client computer. If the [AMS] page is still not displayed,
add the printer icon to the client computer.

When installing the AMS Printer Driver Add-in, a driver name is not displayed in [Driver
List] on the driver selection screen.

Cause 1 The printer driver installed in the computer does not support Access Management System.

Remedy Download the latest printer driver from the Canon Web site, and install it.

Cause 2 The printer driver installed in the computer does not have an icon corresponding to it on the computer.

Remedy If you are using the latest printer driver and its printer icon is not displayed, select [Display All Installed
Drivers].
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Printing from a computer with the AMS Printer Driver Add-in installed takes a long time.

Cause When using TLS for communication between the client computer and the devices, the authentication
process may take a long time if the root certificate is automatically updated during authentication. (For
devices that can select whether to use TLS communication for each function, TLS communication is always
used during authentication, regardless of the device settings.)

Remedy If you want to reduce the processing time, use the following procedure to disable the root certificate

automatic updating function in the computer with the AMS Printer Driver Add-in installed.

o If you disable this setting, the root certificate will also not be automatically updated when performing
TLS communication other than with the AMS Printer Driver Add-in. Restore the setting after printing
from the device, as necessary.

e Some terms may differ depending on the operating system you are using.

1. Select [Run] from the [Start] menu.

2. Enter 'gpedit.msc' and press the [Enter] key.
The [Local Group Policy Editor] dialog box is displayed.

3. Click [Computer Configuration] - [Administrative Templates] - [SYSTEM] - [Internet
Communication Management] - [Internet Communication Settings].

4. Set [Turn off Automatic Root Certificates Update] to [Enabled].

168




Troubleshooting

List of Error Codes

When a job or operation ends in an error, confirm the error code, and perform the required operation
according to the error code. Error codes can be checked on the detailed information screen for the job log, from
the System Monitor screen or [Status Monitor/Cancel] screen.

4 NOTE

o "#817" is displayed on a device that sends a Cascade Copy job to a restricted device.

o "#866" is displayed on a device that is sent a job from a computer.

#817

Status The job was canceled because the device that supports AMS set as the destination for Cascade Copy is set
to not allow the reception of Cascade Copy jobs.

Remedy Set to allow the reception of Cascade Copy jobs in the device that supports AMS set as the destination for
Cascade Copy. For more information, see the instruction manuals of the device. If you do not want to
allow the reception of Cascade Copy jobs in the device that supports AMS, on the source device, cancel the
registration as the destination printer for Cascade Copy.

#866
Status A job with a security violation error was detected.
Remedy Check the content of the job.
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Appendix

This section includes security precautions and list of port numbers.
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Regarding Security when Operating the Access
Management System

The Access Management System is a system for restricting the use of device functions for the purpose of
reducing costs and preventing information leaks.

To maintain security of the device usage environment after adopting the Access Management System, it is
recommended you consider the following security policies when operating the system.

User Management

Even when not using Active Directory, make sure to manage user accounts. For example, avoid having multiple
users logging in to devices with a single user account. Matching the login user name used for the device and
the computer enables you to perform more strict user management.

Computer Administrator Privilege Management

Manage computer administrator privileges. For example, if a user with Windows administrator privileges logs
on and uninstalls the AMS Printer Driver Add-in, the Access Management System will become unable to restrict
printing.

When operating the Access Management System with domain authentication, it is recommended you make the
users log in to a domain when logging on to a computer.

Device Management

Manage devices that do not support AMS (devices that cannot be restricted) individually. For example, even if
you restrict color output and sending externally for devices that support AMS, users can use these functions
with devices that are not managed with the Access Management System.

It is recommended that you place devices not managed with the Access Management System close to
administrators and perform security management.
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Updating the Key Pair for Access Control

Periodically update the key pair as necessary, for improved security. This section describes the procedure for
updating the key pair for access control.

If you want to print soon after updating the key pair, first click [Get Restriction Information] on the [AMS] page
of the Printer Properties dialog box to retrieve print restriction information. An error will occur if the AMS
Printer Driver Add-in tries to print using print restriction information retrieved before updating the key pair.
Note that documents that are prohibited from being printed more than once can no longer be printed. (Print
restriction information is automatically retrieved approximately 30 minutes after updating the key pair,
enabling normal printing.)

Updating the Key Pair for Access Control(P. 173)
Updating the Key Pair for Access Control

1 Press (& (Settings/Registration) -~ [Management Settings] - [Device Management] -
[Certificate Settings] - [Generate Key].

@ Settings/Registration

<Certificate Settings>

Generate Key

Key and Certificate List
»

CA Certificate List
Certificate Revocation
List (CRL) >

Register
Key and Certificate >

Register CA Certificate

oK J

& Log Out

2 Press [Generate/Update Key for Access Control].

@ Settings/Registration

<Certificate Seftinas>
<Generate Key>

Generate Network

Communication Key »
Generate/Update

Device Signature Key »
Generate/Update Key

for Access Control »

R
L

& Log Out

3 Press [Yes].
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£0) settings/Registration

<Certificate Settinas
<Generate Key>

Is it OK to update the key?

4 After returning to the [Main Menu] screen, restart the device.
The key pair is updated.
IMPORTANT

The key pair is updated after the device is restarted. For information on restarting the device, see the
instruction manuals of the device.
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Other Precautions

This section describes other precautions to take when operating the Access Management System.

Using the Access Management System in Conjunction with the Department
ID Management Function

When operating the User Authentication with Active Directory authentication method or LDAP authentication

method, the Department ID Management function cannot be used in conjunction with the Access Management
System.

For more information on Department ID Management function, see the instruction manuals included with the
device.

Canceling Jobs

If a user logs out from a restricted device that supports AMS during any of the following processes, jobs will be
canceled, regardless of the role associated with the user.

e While scanning
e While confirming the progress of a job merge for copying
e While confirming the progress of a test copy

e While previewing the document to send

Remote UI Restrictions

An error screen is displayed if users other than the following log in to a restricted device that supports AMS and
clicks a button other than [To Portal] and [Status Monitor/Cancel].

e A user associated with the [Administrator]/[DeviceAdmin]/[NetworkAdmin] role

e A user associated with a role set to have no items restricted

Remote UI Address Book

For models with User Authentication, you can set usage restrictions for the Address Book (Address List
management function) provided on the Remote UL

Set restrictions from [Use Address Book/Register Storage Location for Network] of a role.

Direct Printing from the Remote UI

For models with User Authentication, you can set restrictions for the Direct Print function (for printing without
using a printer driver) provided on the Remote Ul in the preferences of the devices.

If you select [Print from drivers without AMS Printer Driver Add-in] for [Functions to Restrict] in the preferences
of the devices, you cannot use the Direct Print function.

If you do not select [Print from drivers without AMS Printer Driver Add-in] for [Functions to Restrict] in the

preferences of the devices, you can use the Direct Print function. However, you cannot set detailed usage
restrictions such as restricting color printing.

175



Appendix

Cascade Copy Function Restrictions

A restricted device that supports AMS cannot be set as the device to send the data for Cascade Copy. The keys
related to Cascade Copy are restricted as indicated below.

e [Options] - [Cascade Copy] is not displayed on the Copy Basic Features screen.

e [Register Remote Device for Cascade Copy] is disabled on the [Settings/Registration] screen.

Restrictions on [Settings/Registration]

Some settings for [Settings/Registration] of devices are restricted and will not be displayed when the AMS is
running on those devices. For more information, see "Restrictions on [Settings/Registration]."(P. 24)

Restrictions on [Limit New Destinations] in [Settings/Registration]

[Limit New Destinations] in [Settings/Registration] is unavailable on devices in which the AMS is running. The
settings become disabled and are not displayed. Even if you disable the AMS, the settings will not automatically
return to the original configuration. It is necessary to configure the settings again.

On devices in which the AMS is running, similar restrictions can be configured for each user in the [Send to New
Addresses] restricted item inside the role.

Restrictions on [Address Book PIN] in [Settings/Registration]

[Address Book PIN] in [Settings/Registration] is unavailable on devices in which the AMS is running. The PIN is
cleared and will not be displayed. Even if you disable the AMS, the PIN will not automatically return to the
original settings. It is necessary to configure the settings again.

On devices in which the AMS is running, similar restrictions on the address book can be configured for each
user in the [Use Address Book/Register Storage Location for Network] restricted item inside the role.

Restrictions on Overlay Printing

Creating a Form File and Overlay Printing cannot be used from the printer driver for devices in which the AMS is
running.

Restrictions on Faxing

The Direct Send and On-Hook fax features cannot be used on devices in which the AMS is running.
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This Font Software is licensed under the SIL Open Font License,
Version 1.1.

This license is copied below, and is also available with a FAQ at:
http://scripts.sil.org/OFL

SIL OPEN FONT LICENSE Version 1.1 - 26 February 2007

PREAMBLE

The goals of the Open Font License (OFL) are to stimulate worldwide
development of collaborative font projects, to support the font
creation efforts of academic and linguistic communities, and to
provide a free and open framework in which fonts may be shared and
improved in partnership with others.

The OFL allows the licensed fonts to be used, studied, modified and
redistributed freely as long as they are not sold by themselves. The
fonts, including any derivative works, can be bundled, embedded,
redistributed and/or sold with any software provided that any reserved
names are not used by derivative works. The fonts and derivatives,
however, cannot be released under any other type of license. The
requirement for fonts to remain under this license does not apply to
any document created using the fonts or their derivatives.

DEFINITIONS

"Font Software" refers to the set of files released by the Copyright
Holder(s) under this license and clearly marked as such. This may
include source files, build scripts and documentation.

"Reserved Font Name" refers to any names specified as such after the
copyright statement(s).

"Original Version" refers to the collection of Font Software
components as distributed by the Copyright Holder(s).

"Modified Version" refers to any derivative made by adding to,
deleting, or substituting -- in part or in whole -- any of the

components of the Original Version, by changing formats or by porting
the Font Software to a new environment.

"Author" refers to any designer, engineer, programmer, technical
writer or other person who contributed to the Font Software.

PERMISSION & CONDITIONS

Permission is hereby granted, free of charge, to any person obtaining
a copy of the Font Software, to use, study, copy, merge, embed,
modify, redistribute, and sell modified and unmodified copies of the
Font Software, subject to the following conditions:
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1) Neither the Font Software nor any of its individual components, in
Original or Modified Versions, may be sold by itself.

2) Original or Modified Versions of the Font Software may be bundled,
redistributed and/or sold with any software, provided that each copy
contains the above copyright notice and this license. These can be
included either as stand-alone text files, human-readable headers or
in the appropriate machine-readable metadata fields within text or
binary files as long as those fields can be easily viewed by the user.

3) No Modified Version of the Font Software may use the Reserved Font
Name(s) unless explicit written permission is granted by the
corresponding Copyright Holder. This restriction only applies to the
primary font name as presented to the users.

4) The name(s) of the Copyright Holder(s) or the Author(s) of the Font
Software shall not be used to promote, endorse or advertise any
Modified Version, except to acknowledge the contribution(s) of the
Copyright Holder(s) and the Author(s) or with their explicit written
permission.

5) The Font Software, modified or unmodified, in part or in whole,

must be distributed entirely under this license, and must not be
distributed under any other license. The requirement for fonts to
remain under this license does not apply to any document created using
the Font Software.

TERMINATION
This license becomes null and void if any of the above conditions are
not met.

DISCLAIMER

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT
OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL THE
COPYRIGHT HOLDER BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
INCLUDING ANY GENERAL, SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
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