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Preface

Thank you for purchasing Multifunctional Digital Systems.

This manual describes remote setup and remote management which operated from the web based management utility
TopAccess.

Read this manual before using your Multifunctional Digital Systems. Keep this manual within easy reach, and use it to
configure an environment that makes the best use of the functions.

Operations on some items are restricted depending on the privileges assigned to the TopAccess user.

This manual supports the following models.
MB760dnfax, MB770dn, MB770dnfax, MB770dfnfax, ES7170dn MFP, ES7170dfn MFP, MB760, MB770, MB770f,
MPS5502mb, MPS5502mbf

Bl How to read this manual

0 Symbols in this manual
In this manual, some important items are described with the symbols shown below. Be sure to read these items before
using this equipment.
A WARNING Indicates a potentially hazardous situation which, if not avoided, could result in death, serious
injury, or serious damage, or fire in the equipment or surrounding objects.

A CAUT'ON Indicates a potentially hazardous situation which, if not avoided, may result in minor or moderate
injury, partial damage to the equipment or surrounding objects, or loss of data.

Indicates information to which you should pay attention when operating the equipment.

Other than the above, this manual also describes information that may be useful for the operation of this equipment with
the following signage:

Tip Describes handy information that is useful to know when operating the equipment.
L Pages describing items related to what you are currently doing. See these pages as required.
U Screens

* The details on the touch panel menus may differ depending on how the equipment is used, such as the status of the
installed options.

* The illustration screens used in this manual are for paper in the A/B format. If you use paper in the LT format, the
display or the order of buttons in the illustrations may differ from that of your equipment.

U About the defaults shown in this manual

* The defaults shown in this manual are the values in the standard operating environment. The values may have been
changed from these defaults.
* The default for the list item is shown underlined.

U Trademarks

* The official name of Windows XP is Microsoft Windows XP Operating System.

* The official name of Windows Vista is Microsoft Windows Vista Operating System.

* The official name of Windows 7 is Microsoft Windows 7 Operating System.

* The official name of Windows 8 is Microsoft Windows 8 Operating System.

* The official name of Windows Server 2003 is Microsoft Windows Server 2003 Operating System.

* The official name of Windows Server 2008 is Microsoft Windows Server 2008 Operating System.

* The official name of Windows Server 2012 is Microsoft Windows Server 2012 Operating System.

* Microsoft, Windows, and the brand names and product names of other Microsoft products are trademarks of Microsoft
Corporation in the US and other countries.

* Apple, AppleTalk, Macintosh, Mac, Mac OS, Safari, and TrueType are trademarks of Apple Inc. in the US and other
countries.
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* Adobe, Acrobat, Reader, and PostScript are either registered trademarks or trademarks of Adobe Systems
Incorporated in the United States and/or other countries.

* Mozilla, Firefox and the Firefox logo are trademarks or registered trademarks of Mozilla Foundation in the U.S. and
other countries.

* IBM, AT and AlX are trademarks of International Business Machines Corporation.

e NOVELL, NetWare, and NDS are trademarks of Novell, Inc.

* TopAccess is a trademark of Toshiba Tec Corporation.

* Other company and product names given in this manual or displayed in this software may be the trademarks of their
respective companies.

U Security Precautions

* To prevent the configuration settings from being changed illegally or similar, change the initial administrator password
at the time of shipping before you use this product. Also, the administrator password should be altered periodically.

* Be sure to log out when leaving your computer while changing TopAccess settings for security purposes.

* For security purposes, do not access any other site while you are logged in to TopAccess.
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Overview
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TopAccess Overview

TopAccess is a management utility that allows you to check device information of this equipment and job status, and to
carry out device setting and maintenance through a web browser.
TopAccess has an "end-user mode" and a "access policy mode".

End-user mode

End users can:

Display general device information, including status, tray/accessory configuration, and paper supply information.
Display and manage the status of print jobs, fax/Internet Fax transmission jobs, and scan jobs submitted by the user.
(The Fax Unit is required to display and manage the fax transmission jobs)

Display the job logs for print, fax/Internet Fax transmission, fax/Internet Fax reception, and scan. (The Fax Unit is
required to display the fax transmission and fax reception job logs.)

Register and modify templates.

Add or modify contacts and groups in the address book.

Register and modify mailboxes. (The Fax Unit is required.)

Display counter logs.

Download client software.

P.10 “Accessing TopAccess”

Access policy mode

Operation privileges and displayed items vary depending on the user account you used to log in to TopAccess.
Details of operations and displays vary depending on the management on roles and departments to where the user
account is assigned.

P.22 “Access Policy Mode”
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TopAccess Conditions

Your device should be connected to the network and TCP/IP is correctly configured to operate TopAccess.
When TCP/IP is correctly configured, you can access TopAccess via a web browser.

Supported browsers

Windows

* Internet Explorer 6.0 or later

(Internet Explorer 7.0 or later when IPv6 is used)

¢ Firefox 3.5 or later

Macintosh

e Safari 4.0 or later

UNIX

¢ Firefox 3.5 or later

* Because TopAccess uses cookies to store information on the user's system, these must be enabled in the browser.

» If TopAccess does not display the correct information in any page, delete the cookies and try again.

* When using the e-Filing box Web utility from TopAccess, it is necessary to disable the pop-up blocking function of
your Web browser.
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Accessing TopAccess

You can access TopAccess by entering its URL in the address box of the web browser. To access it under a Windows
Vista/Windows 7/Windows 8/Windows Server 2008/Windows Server 2012 environment, confirm the network connection
status on the Network Map with the LLTD (Link Layer Topology Discovery) feature of Windows Vista/Windows 7/Windows
8/Windows Server 2008/Windows Server 2012, and then click the displayed icon of this equipment.

P.10 “Accessing TopAccess by entering URL”

P.12 “Accessing TopAccess from Network Map (Windows Vista/Windows 7/Windows Server 2008)”

l Accessing TopAccess by entering URL

1 Launch a web browser and enter the following URL in the address box.
http://<IP Address> or http://<Device Name>

Address | http:f/10.10.70.120

For example

When the IP address of your device "10.10.70.120" (when IPv4 used):
http://10.10.70.120

When the IP address of your device is "3ffe:1:1:10:280:91ff:fe4c:4f54" (when IPv6 used):
3ffe-1-1-10-280-91ff-fedc-4f54.ipvb6-literal.net
or
http://[3ffe:1:1:10:280:91ff:fedc:4£54]

When your device name is "mfp-04998820":
http://mfp-04998820

When SSL for the HTTP network service is enabled, an alert message may appear when you enter the URL in
the address box. In that case, click [Continue to this website (not recommended).] to proceed.

{€ Certificate Error: Navigation Blocked - Windows Internet Explorer |E=H EoR (|

@\_} - [&] hup//101070120/ « [ 42 ] || Live search 2 |
: — = =
v e I@ Certificate Error: Navigation Blocked l I fi - B v & v [ihPage v & Tools ~

=
|.@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dlose this webpage.

@ Continue to this website (not recommended).

@ More information
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2 The TopAccess website appears.

e-Filing

Login

Device
e
DT
Status Ready
e e
oo
Gopr o ST
e
it Ao T
ey 55 E
oo emory e
Sove s e g S Aveione | 70558
FoxSpace Avae s
ot oo
e o e
st [hene | Hessage
Fax None Alerts.
‘Iu-!r ‘ ‘qur ‘
‘thk(K) |1m ‘ ‘Tr-y |siz= |1‘-i|ns |Am|u¢ |t‘xundy Status ‘
\myw IM | Plain |Nnm: |sam | Paper Available \
Tip

You can also access TopAccess using the TopAccessDocMon link. For instructions on accessing TopAccess
from TopAccessDocMon, refer to the Help for TopAccessDocMon.
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H Accessing TopAccess from Network Map
(Windows Vista/Windows 7/Windows Server 2008)

Confirm the network connection status on the [Network Map] with the LLTD feature of Windows Vista/Windows 7/Windows
8/Windows Server 2008/Windows Server 2012, and then click the displayed icon of this equipment.

P.12 “With Unidentified Network (Windows Vista)’
P.15 “With Unidentified Network (Windows 7)”
P.18 “Accessing TopAccess from Network Map”

Tip

You can install the driver required for web services by right-clicking the icon and selecting [Install]. For the driver
required for web services, refer to the User’s Manual Basic Guide.

» Before using the LLTD (Link Layer Topology Discovery) feature, enable the LLTD setting.
P.169 “Setting up LLTD Session”

» Before beginning the installation of the driver required for web services, enable the Web Services setting.
P.168 “Setting up Web Services Setting”

0 With Unidentified Network (Windows Vista)

1 Click the [Start] icon and select [Control Panel].

[ﬁﬂ Windows Media Player

’ Small Business Resources
@j Windows Fax and Scan

ﬁ Windows Meeting Space

E@ Windows Photo Gallery

éB Windows Live Messenger Download

.
%/ Paint Contral Panel
| \
Default Programs

» Al Programs

The [Control Panel] window appears.

2 Click [Network and Internet].

E=3 BB )|
(jc)v » Control Panel » B £l

=+ Control Panel Home

Classic View

System and Maintenance % User Accounts

Get started with Windows @ Add o remove user accounts
Back up your computer

. ,  Appearance and
Securi " A
Che(kfutryupdates WA/ Personalization
Check this computer's security status Change desktop background

" Change the color scheme
2 Allow 2 program through Windows :
L e Adjust screen resolution
Network and Internet Clock, Language, and Region
View network status and ta Ak Change keyboards or other input
methods

= Set up file sharing

-
Hardware and Sound i EaS\: qu Access

Play CDs or other media automatically et Windows suggest settings
Printer Optimize visual display

Mouse

Additional Options
Programs ==

Uninstall a program
Change startup programs

ent Tasks

 View network status and tasks

The [Network and Internet] window appears.
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3 Click [Network and Sharing Center].

WY » Control Panel » Networkand Internet » + | 44 ||| Search

Network and Sharing Center
™ View network status and tasks | Cq Nect to a network |
View network computers and devic Add a device to the network | Set up file sharing

Internet Options
Change your homepage | Manage browser add-ons | Delete browsing history and cookies

Offline Files
Encrypt your offline files | Manage disk space used by your offline files

Windows Firewall
@ Turn Windows Firewall on or off | @ Allow a program through Windows Firewall

People Near Me
Sign in or out of People Near Me | Change People Near Me settings

Sync Center
Sync with other computers, mobile devices, or network folders | View sync results
Resolve sync conflicts

@ % &% @

The [Network and Sharing Center] window appears.

4 Click [Customize] of [Unidentified network (Public network])].

=)

()®|5f « NetworkandInternet » Network and Sharing Center v [#3 || search

Network and Sharing Center

View full map

——

MEDIA-PC-EN Unidentified network Internet
[This computer]

E Unidentified network (Public network)

Access Local only
Connection Local Area Connection

| Sharing and Discovery

Network discavery ©On (v
File sharing ©on ()
Public folder sharing © Off ()
Printer sharing © Off (no printers installed) ~)
Password protected sharing @ On ()
Seealso Media sharing © Off (©)

Internet Options

; . Show me all the files and folders 1 am sharing
w irewal
g Show me all the shared network folders on this computer

The [Set Network Location] window appears.

Accessing TopAccess
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5 Select [Private] of [Location type], and then click [Next].

==

(o) % SetNetwork Location

Customize network settings

Network name;  Unidentified netwerk
Locationtyps: () Public

Discovery of other computers and devices will be limited, and
the use of the network by seme programs may be restricted.

@ @ Private
is allows you to see computers and devices, while making
L'nmputard\smverah\e.

Help me choose

Network Icon: LI
a2

@ Merge or delete network locations

T
N2
* The [User Account Control] dialog box appears.

If the user account control is disabled, the [Set Network Location - Successfully set network settings] window
appears. Goto step 7.

6 Click [Continue] in the [User Account Control] dialog box.

The [Set Network Location - Successfully set network settings] window appears.

7 Click [Close].

(&) & SetNetworkLocation

Successfully set network settings

= Network name: Unidentified network
L‘ Location type: Private
=

This allows you to see other computers and
devices, while making your computer
discoverable.

Wiew or change network and shanng settings in Network and Shanng Center

View computers and devices on the network
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3 Click [Network and Sharing Center].

0 With Unidentified Network (Windows 7)

1 Click the [Start] icon and select [Control Panel].

Music

Snipping Tool
Games
Remote Desktop Connection

%
)
@’ Magnifier
Y
(&

Computer

Control Panel

Solitaire

Adobe Acrobat X Pro » Default Programs

> AllPrograms Help and Support

[ Search pragrams and files

The [Control Panel] window appears.

2 Click [Network and Internet].

Devices and k'@

=5 Eoh|

» Control Panel »

~ [ 43 ||[ Search Contrat Panct

Adjust your computer’s settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Intern
ﬁi’ View network status and 3
S,  Choose homegroup and s\ options

'/ Hardware and Sound
¥ View devices and printers
| Add a device

Programs

Uninstall a program

@e ¥ &

View by Category =

User Accounts and Family Safety
) Add or remove user accounts
[ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop backgraund

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

The [Network and Internet] window appears.

‘w + Control Panel » Network and Intemet
).

~ [ 43 ||[ Search Cantrat Panel

2]

Control Panel Home

System and Security
o Networkand Intemnet

EI! Network and Sharing Cent:
==£ View network status and tasks | C{ Nect to a network |
View network computers and devicdé\§ Add a wireless device to the network

Hardware and Sound ‘% HomeGroup

Programs
User Accounts and Family
Appearance and
Personalization

Clock, Language, and Region

Eaze of Access

Chaose homegroup and sharing options

% Internet Options
Safety Change your homepage | Manage browser add-ons | Delete browsing histery and cookies

The [Network and Sharing Center] window appears.

Accessing TopAccess
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4 Click [Choose homegroup and sharing options].

)< |55 « Network and Internet » Metwork and Sharing Center - Search Control Panel o

Control Panel Home

Change adapter settings

Change advanced sharing
settings

Seealso
HomeGroup
Intemet Options

Windows Firewall

View your basic network information and set up connections

iy 3o

TDOS04-097 Metwork
(This computer)

View your active networks

Q See full map

Internet

Connect or disconnect

i Network
Wark network

Change your netwerking settings

Accesstype Intemet

Connections: [ Local Area Connection

i‘) Set up a new connection or netwerk

Set up 3 wireless, broadband, dial-up, adl hoc, or VPN connection; or set up a router or access

point.

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN netwark connection.

4@ Choose homegroun and shering ptio
Access files and printers located on DthI %gmwk computers, or change sharing settings.

Troubleshoot problems

i

Diagnose and repair network prablems, or get troubleshosting informatian.

The [HomeGroup] window appears.

5 Click [What is a network location?].

(! |
€ e) [ » Control Panel » Network and Intemet » HomeGroup - Search Control Panel o]

Share with other home computers running Windows 7

l% This computer can't connect to a homegroup.

[\ To creste or join a homegroup, your computer's network lacation must be set to Home.

Whatisa networklucatinqi

With a homegroup, you can share mek\ﬁa printers with other computers running Windows 7. You can also
stream media to devices. The hemegroup is protected with a password, and you'll always be able to choose

what you share with the group.
Tell me more about homegroups
Change advanced sharing settings...

Start the HomeGroup troubleshooter

Create a homegroup | [ 0K ]

The [Set Network Location] window appears.
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6 Click [Work network].

Select a location for the "Network’ network

This computer is connected to a network. Windaws will automatically apply the correct
netwark settings based on the netwark's location.

ome network
I all the computers on this netwark are at your home, and you recognize them,
this is a trusted home netwerk, Don't choose this for public places such as
coffee shops or airports.

them, this is a|zgted work netwark, Den't choose this for public places such as
coffee shops or Mports.

Work network
If all the :om%js on this netwaork are at your workplace, and you recognize

Public network
! ¥ you don't recognize all the computers en the network (for sample, you're in

3 coffee shop or airport, or you have mabile broadband), this is a public
network and is not trusted.

Treat all future networks that I connect to as public, and don't ask me again.
Help me choase

The [Set Network Location] confirmation window appears.

7 Click [Close].

The network location is now Work

Network name: Networle
Location type: Waork
On Work netwarks, you can see other compuiters and

devices on the network, ancl your compuiter is
discoverable.

Wiew or change settings in Metwark and Sharing Center

Wiew cornputers and devices an the network

Accessing TopAccess
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0 Accessing TopAccess from Network Map
1 Click the [Start] icon and select [Control Panel].

Windows Media Player

’ Small Business Resources
g Windows Fax and Scan

g Windows Meeting Space

@ Windows Photo Gallery

% Windows Live Messenger Download

§ o

Music

The [Control Panel] window appears.

Click [Network and Internet].

2

o~

» Control Panel

-]l

2]

Control Panel Home .
i System and Maintenance
e Get started with Windows

Back up your computer

Security

Check for updates

Check this computer's security status

@ 2llow = progrem through Windows
Firewall

Network and Internet
View network status and ta
Set up file sharing

Hardware and Sound

Play CDs or other media automatically
Printer

Mouse

Programs
Uninstall a program
Change startup programs

Recent Tasks

View network status and tasks

8

o
e
®

User Accounts
@ Add or remove user accounts

Appearance and
Personalization

Change desktop background
Change the color scheme
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Ease of Access
Let Windows suggest settings

Optimize visual display

Additional Options

The [Network and Internet] window appears.
3 Click [Network and Sharing Center].

@ [¥ » Control Pancl » Metwork and Intemet »

= [ 43 ][ searcn

2]

View network status and tasks

e View network computers and devic

Network and Internet Internet Options
Change your homepage

Offline Files
e Encrypt your offline files
nalizatic

Windows Firewall

Language, and Region

People Near Me

Sign in or out of Peaple Near Me

Sync Center

Resolve sync conflicts

Recent Tasks
View network status and tasks

ect to a network
Add a device to the network

Manage browser add-ons

Manage disk space used by your offline files

@ Turn Windows Firewall on or off | @ Allow a program through Windows Firewall

Change People Near Me settings

Sync with other computers, mobile devices, or network folders

Set up file sharing

Delete browsing history and cookies

View sync results

The [Network and Sharing Center] window appears.
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Click [View full map]/[See full map] in the [Network and Sharing Center] window.

Network and Sharing Center

N w @h

MEDIA-PC-EN Unidentified network Internet
(This computer)

g‘ Unidentified network (Private network) Customize

Access Local only

Connection Local Area Connection

|2 Sharing and Discovery

Network discovery o On
File sharing ° Off
Public folder sharing © Off
Printer sharing © Off (no printers installed)

Password protected sharing @ On

PEOHLO®

Seealso Media sharing @ Off

Internet Options
Show me all the files and folders 1 am sharing

W all
Show me all the shared netwaork folders an this computer

Mapping of devices connected on the network appears in the [Network Map] window.

Click the icon of this equipment.

9 + Control Panel » Network and Internet » Network Map v |43 || Search »p

nN - >

media-PC-EN Switch

IPv4 Address: 10.10.70.206
MAC Address: 00-80-91-4c-46-a4

The following discovered device(s) can not be placed in the map. Click here to see all other devices.

N

MFP-04993820 T66075222H

Tips

* The name, IP address and MAC address of the devices appear when you place the pointer over each icon.
If the equipment has the Finisher installed, its icon is displayed together with the Finisher icon. If not, it is

displayed by itself.

Accessing TopAccess
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6 The TopAccess website appears.

Device e
Device information
Status Ready
Name WFPT44757
Tocaton
Copr iodel OKINBTT0
‘Seria Number
TIAC Address. 005081744757
1iain Wemory Size 20818
Fage Memory Size B2
Save s Fie & o Fiing Space Avaiable | 76085 118
Fax Space Avalabie B
Contact nformaton
e Phone lumber
R L e
Fax None Alerts .
[Toner I [Paper. |
[ Black(K) [100% | Tray [size [hickness [Aftrbute | Capacty | Status. |
I [Pan [ Hone |52 | Paper Avaiabie |
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TopAccess Screen Descriptions

Template

Template Groups
Please select a group to edit below.

Public Template Groups

e-Filing
Logout

Registration Administration

e [ [Hame [User Hame |
[Public: | JPublic Templste Groups | |
3 s A || GI OUPS | Defined Groups ‘J
Jump to
001 011 021 031 D41 041 061 071 081 081 101 111 121 131 141 161 161 171 181 191

Mo Mlaime: Lizer Name

oo Lizeful Templates

o0z S ftest teset

003 Lindefined Undefined

o004 Lindefined Undefined

oos Undefined Undefined

006 Linclefire Uncefined

007 Lindefined Undefined

o0s Lindefined Undefined

oos Undefingd Undefinec

010 Linclefire Uncefined

Go totap ofthis page

[me- | [rame User Hame

4 5
Item name Description
1 | Function tab Features are grouped under each tab. This provides access to the main pages of
TopAccess for each function.

2 | Menu bar This provides access to each menu page under the selected function tab.
3 | Submenu bar This provides access to each submenu page under the selected menu and function tab.
4 | Top link Click this to display the top of the page currently displayed.
5 | Help link Click this to display Online Help.
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Access Policy Mode

The access policy mode enables different operation privileges and displayed items to be applied depending on the user
account you used to log in to TopAccess.

In the access policy mode, the details of operations and displays differ depending on the roles and department assigned to
the given user account.

1 Access TopAccess.
P.10 “Accessing TopAccess by entering URL”

2 Click [Login].

e-Filing
+Joh Status Renistration Counter %

The Login page is displayed.

3 Enter the user name and password and click [Login].

Lagin with your TopAccess User Mame and Password.

User Name

Passward

g

2

* Enter the user name and password that comply with TopAccess access policies.
* The Setup page is displayed.

* Failing to enter the correct password for a number of times at login will be considered unauthorized access
and you may not be able to log in for a certain period of time. If you are displayed a “User account is locked”
or “The User Name and Password are not recognized.” message and cannot log in, contact your
administrator.

* The password input is displayed in the blank symbols.

* After login, you will be automatically logged out when the time specified in the [Session Timer] elapses.

Tips

* Enter "admin" in User Name and "123456" in Password to log in for the first time.

¢ Lockout setting for user accounts can be set with [Administration] - [Security] - [Password Policy].
P.260 “Password Policy settings”

* The [Session Timer] can be set with [Administration] - [Setup] - [General] - [WEB General Setting].
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4 Click the menu and submenu to display the desired page.

Device Job Status

Setup

e-Filing
Logout

Renistration LUzer Management Administration

Save | | Cancel

= .

| b

General Setting

Device Information

MName

Copier Model|

Serial Mumber

MAC Address

Save as File & e-Filing Space Available
Fax Space Available
Data Cloning Function
USB Direct Print
Lacation

Contact Information
Service Phone Number

Administrative Message

-
" Bl w® TR
-
el N

28201 mB
978 mB
Enable =

Enable -

Functions

You can log out by clicking the [Logout] link at the top right of the page.
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[Device] Tab Page

This chapter describes the [Device] tab page in the TopAccess end-user mode.
[Device] @M LiSt........ccooeeiiiiiiiiccerrrrrrrrrsrrss s s ss s ss s ss s ss s s s s s s s s s s s 26
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[Device] Item List

TopAccess opens the [Device] tab which includes a picture indicating the device status. At any time, the end user may
click [REFRESH] to update the TopAccess status information.
This tab shows the following information about the device:

e-Filing
Login

Job Status. Logs Registration Counter

Device

1 Device

e = Status. Ready

Name. WFPT44767

Location

Copier Wodel OKIMB770

00:80.5174:47.67
2048 MB
512 M8

Pag
Save as File & e-Fling Space Avalable | 76065 MB
Fax Space Available 943 1B

Contact Information

|
‘ Black(K) | 100% | ‘Trsy | Size |Thickngs |A|mhute | Capactty | Status. ‘
‘Tray1 |A4 | Plain | None. | 530 | Paper Available ‘

Item name Description

1 | Device Information The Paper list shows the tray status.

» Status — Displays the device status.

* Name — Displays the name of this equipment.

¢ Location — Displays the equipment's location.

* Copier Model — Displays the model name of this equipment.

* Serial Number — Displays the serial number of this equipment.

* MAC Address — Displays the MAC address of this equipment.

* Main Memory Size — Displays the main memory size.

* Page Memory Size — Displays the page memory size.

* Save as File & e-Filing Space Available — Displays the total available space in the
local folder and e-Filing on your equipment.

* Fax Space Available — Displays the available space for sending and receive fax data.

* Contact Information — Displays the contact name of the person responsible for
managing this device.

¢ Phone Number — Displays the phone number of the person responsible for managing
this device.

* Message — Displays administrative messages.

¢ Alerts — Displays alert messages.

2 | Options The following information is displayed.

* Finisher — Displays whether the Finisher is installed.

* Fax — Displays whether the Fax Unit is installed.

* Optional Function kit — Displays whether the optional function kit is installed.

3 | Paper The following information is displayed.

* Tray — Displays a list of the installed trays.

* Size — Displays the paper size set for each tray.

* Thickness — Displays the thickness of the paper set in each tray.

* Attribute — Displays the purpose of the paper set in each tray.

* Capacity — Displays the maximum paper capacity that can be set for each tray.
« Status — Displays the remaining amount of paper for each tray.

The paper size for each tray cannot be set from TopAccess. Set it from the touch panel of the equipment. For instructions on
how to set the paper size for each tray, refer to the User’s Manual Basic Guide.

4 | Toner Displays the amount of toner remaining in the toner cartridge in the equipment.

26
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Displayed Icons

When the equipment requires maintenance or when an error occurs with the equipment, icons indicating the status
information appear near the graphic image of the equipment on the TopAccess [Device] tab. The following are the icons
displayed and their descriptions.

Printer Error 1 This icon indicates that a non-recommended toner cartridge is being used, and that the
equipment has stopped printing. For information on resolving the error, refer to "Replacing a
Toner Cartridge" in the User’s Manual Troubleshooting Guide.

Printer Error 2 This icon indicates one of the following:

* You need to remove paper from the receiving tray.

* You need to remove paper from the Finisher tray.

* You need to remove the staples jammed in the Finisher. For information on resolving the
error, refer to "Staple Jam in the Finisher" in the User’s Manual Troubleshooting Guide.

* A non-recommended toner cartridge is being used. For information on resolving the error,
refer to "Replacing a Toner Cartridge" in the User’s Manual Troubleshooting Guide.

* The equipment cannot eject the paper to the output bin.

’% 71 | Cover Open This icon indicates a cover such as the front cover or Automatic Duplexing Unit Cover is open.
'E" Tray Open This icon indicates the tray is open.
u
Toner Empty This icon indicates no toner is left. For information on resolving the error, refer to "Replacing the

.

Toner Cartridge" in the User’s Manual Troubleshooting Guide.

\

Waste Toner Full This icon indicates the waste toner box is full and requires replacing. For information on
resolving the error, refer to "Replacing the Waste Toner Box" in the User’s Manual
Troubleshooting Guide.

Y

Paper Empty This icon indicates no paper is left in a tray. For information on resolving the error, refer to the
User’s Manual Setup Guide.

Paper Misfeed This icon indicates a paper misfeed occurred. It also indicates the location of the paper misfeed.
For information on resolving the error, refer to "When a Paper Jam Occurs" in the User’s
Manual Troubleshooting Guide.

Staples Empty This icon indicates no staples are left in the Finisher. For information on resolving the error, refer
to "Refilling the Staples” in the User’s Manual Troubleshooting Guide.

Call for Service Contact your service representative to have the equipment inspected.

R RIREIN T
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2 [Device] Tab Page
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[Job Status] Tab Page

Using TopAccess, end users can display and delete print jobs, fax/internetfax jobs, and scan jobs released by end users.

[Job Status] Tab Page OVervieW.........cccccviiiiiiiiiisnisssssssssssssssss s s s ssssssssssnnes 30
g AN L] o) I L(=T 0 (T 1) SO TSP STPP 30
[Fax/InternetFax JOD] IEM LISt .........ooiiie ettt st ettt e bbb e e enneas 32
[ISTe= T I Le] o] I 1 (=10 (1] PSR P U UPUPURROt 33

[Job Status] How to Set and How to Operate ..........cccocerrirrrrerrsssssssssrsrrsr e 34
[T o] F= )Y g To T o] 4 1o 8T o1 PSSR 34
(1= 11T g To ] o L RPN 35
Deleting private print jobs and hold Print JODS ..........ooiiiiiie e 35
REICASING PIINT JODS ... ettt a ettt b e et e e ettt e s b et e et e nnte e e nanee s 36

Checking reCoVEry INFOMMEATION ........ooiiii ettt et se e sne e nb b e e enbe e e 36




[Job Status] Tab Page Overview

You can display and delete print jobs, fax/internetfax jobs, and scan jobs. You can also print print jobs immediately.

Tip
When user authentication is enabled, you can operate on jobs associated with the user account you used to log in.
However, a user account with administrator privileges can operate on all jobs.

P.30 “[Print Job] Item list”
] P.32 “[Fax/InternetFax Job] Item list”
P.33 “[Scan Job] Item list”

M [Print Job] Item list

The Print Job page displays the following information for each print job.

e-Filing
Login

Device Registration Courter

WN =

REFRESH

Delete |[ Release || Recovery Information

Status Paper Pages Bets Useriarne |Darnain Narne/| DAR Server

I3

‘;I |Dn:um,r\tName |v@ Tirne. |'r
Gototop orth|: page

The following screen is displayed if you are logged in with a user account which is granted administrator privileges in the
access policy mode.

e-Filing
Logout
; —_I anl auflnte metha Scal
3 il Inhl n
4 [Delete ][ Release || Recovery Infamation | Delete Al Private Print Jabs ) Delete All Hold Print Jabs |
4 |
|
5 | | Docurnept Name | wDate Time | Tz Status |Fager |Fazes |ats |U9791 lame |Dumam Name/LDAP Server
Go totop of thi: | page
6 7 8 9 10 11 12 13 14
Item name Description
1 | [Delete] button If the selected print job is owned by a user who is logged in to TopAccess, the job is
deleted.
[Release] button If the selected print job is in the print queue, the job is printed.
[Recovery Information] button If the selected print job was skipped while the job skip feature was enabled, the recovery
information screen is displayed.
P.31 “[Recovery Information] screen”
0 P.139 “Setting up Job Skip Control”
4 | [Delete All Private Print Jobs] This item is displayed if you are logged in with a user account which is granted
button administrator privileges in the access policy mode.
You can delete all private print jobs displayed in the list.
5 | [Delete All Hold Print Jobs] button | This item is displayed if you are logged in with a user account which is granted
administrator privileges in the access policy mode.
You can delete all hold print jobs displayed in the list.
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Item name Description

6 | Document Name Displays the document name of the print job.

Document names are displayed using 10 asterisks (*) when the Confidentiality Setting is
enabled.

LA P.139 “Setting up Confidentiality Setting”

7 | Date Time Displays the date and time when the print job was released from the client computers.
They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56

8 | Type Displays the print job set in the printer driver.
Possible values of print job are: [Normal Print], [Scheduled Print], [Private Print], [Proof
Print], and [Hold Print].

9 | Status Displays the status of the print job.
Possible values of status are: [Paused], [Wait], [Suspend], [Skipped], [Process], [Printing],
and [Scheduled].

10 | Paper Displays the paper size of the print jobs.
11 | Pages Displays the number of pages of the print job.
12 | Sets Displays the number of copies set for the print jobs.
13 | User Name Displays the user account name of the owner of the print job.
14 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who is the owner of the print
job.
Tips

* Print jobs that have finished being printed are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.

U [Recovery Information] screen

The Recovery Information screen displays the conditions for resuming printing.

Recovery Information ]
1 —{Gies)
2 _pcsaﬂuﬂsiﬂd. Recayery Condftion Faper Size Faper Type Tra
3 | '
4 e St s e e bz i
S —— o e e ” 1
Item name Description
1 | [Close] button Closes the [Recovery Information] screen.
2 | Cause Displays the cause of the print interruption.
3 | Recovery Condition Displays the procedure for resuming printing.
4 | Paper Size Displays the paper size set for the interrupted print job.
5 | Paper Type Displays the paper type set for the interrupted print job.
6 | Tray Displays the paper source set for the interrupted print job.
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M [Fax/InternetFax Job] Item list

The Fax/InternetFax Job page displays the following information for each fax transmission job.

e-Filing
Print Fax/internetFax
Fax / InternetFax Job e
1 ——{ee)
‘illﬂ Ho. |m( lame). !TO(FaxN Email} v Date Time |Pa s |Da\ay Tine  |Status User Name Domain Name/LDAP Server]
Goto to | ofthis page
2 3 4 5 6 7 8 9 10
Item name Description
1 | [Delete] button The selected fax job is deleted.
2 | File No. Displays the file number (001 to 100) to identify the fax transmission job.
3 | TO(Name) Displays the destination name set for the fax transmission job.
4 | TO(Fax No./Email) Displays the fax number or E-mail address of the destination.
5 | Date Time Displays the date and time when the fax transmission job is released from the touch panel
or client computer using the N/W-Fax driver.
They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56
Pages Displays the number of pages of the fax transmission job.
Delay Time Displays the delayed time set for the fax transmission job.
Status Displays the status of the fax transmission job.
Possible values of status are: [Delayed], [Wait], [Line1], [Line2], and [Network].
9 | User Name Displays the user account name of the owner of the fax transmission job.
10 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who is the owner of the fax
transmission job.

Tips

* Transmission jobs that have finished their transmission are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.
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M [Scan Job] Item list

The Scan Job page displays the following information for each scan job.

e-Filing
Login
Device. Job Status Logs Registration Caurnter
Erint
Scan Job 62
REFRESH
1 ——(Ooe)
‘il T ame) TO(Ermail) File Mame Agent. whate Time Pages |Status User Mame | Domain Mams/ DAP Server
| Docf oS sa|: asfie 2011 $19:21:35 o Colfleted
D Docjo11s Sal:as fie 20115152113 0 Confsleted
D Doc f o118 Sa s asfie 2011/ 515:21:00 a Cor|leted
D Doc f o118 Sa s asfie 201107 51520053 a Cor|leted
Goto top cfthis page
2 3 4 5 6 7 8 9 10
Item name Description
1 | [Delete] button The selected scan job is deleted.
TO(Name) Displays the destination (name) to where the scanned document is sent via an E-mail.
TO(Email) Displays the destination (E-mail address) to where the scanned document is sent via an E-
mail.
4 | File Name When the job performs the Scan to File or USB or Scan to e-Filing, it displays the document

name to be stored.
File names are displayed using 10 asterisks (*) when the Confidentiality Setting is enabled.
P.139 “Setting up Confidentiality Setting”

5 | Agent Displays the agent of the scan job.
Possible values of agent are: [Email], [Save as file], [Store to e-Filing], and [Store to USB
Medial.

6 | Date Time Displays the date and time when the scan job is released from the touch panel.

They are displayed using "year, month, day, hour, minute, and second".
For example: 2012/12/24 12:34:56

Pages Displays the number of pages of the scan job.
Status Displays the status of the scan job.
Possible values of status are: [Wait], [Suspended], [Processing], and [Scanning]
9 | User Name Displays the user account name who is the owner of the scan job.
10 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who is the owner of the
scan job.
Tips

* Scan jobs that have finished being scanned are displayed in the [Logs] tab.
* Click a table heading item to refresh the page and reorder the print job list in the specified order.
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[Job Status] How to Set and How to Operate

P.34 “Displaying print jobs”

P.35 “Deleting jobs”

P.35 “Deleting private print jobs and hold print jobs”
P.36 “Releasing print jobs”

P.36 “Checking recovery information”

H Displaying print jobs

1 Click the [Job Status] tab and click the [Print Job], [Fax/InternetFax Job], or [Scan Job]
menu.
The Job page is displayed.

2 If jobs are not displayed in the list, click the [REFRESH] icon at the upper right of the
page.

e-Filing
Login

Courter

Device Registration

Print Job e%

REFRESH

[ Delete ” Release || Recovery Infarmation

‘;I Docurnent Barme wlate Time Tupe Status Paper Pages Bets User Marme Do
Sample prif 201100118 14:36:25 Frint Skipped a4 13 1 |
Sample ot 201100118 13:43:02 Frint Wiiiting a4 8 1 e
Sample prif 201100 /18 13:48:04 Frint Wiiiting a4 5 1 e
Sample prif 201100118 13:47:00 Frint Wiiiting a4 20 1 P ]|

Goto top ofthis nane

See the following for details on displayed items:
P.30 “[Print Job] ltem list”

P.32 “[Fax/InternetFax Job] Item list”

P.33 “[Scan Job] Item list”

Tip
Completed jobs are displayed in the [Logs] tab.
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H Deleting jobs

Click the [Job Status] tab and click the [Print], [Fax/InternetFax], or [Scan] menu.
The Job page is displayed.

2 Select the check box next to the job that you want to delete.

e-Filing
Login

Device Job Status Logs Reglstratian Courr

Print Job ~

REFRESH

Delete | Release " Recovery Information

¥| | Docurment Mame | wDate Time Tupe Status Faper Pagzes Bets User Wame | Domain Mame/ DAP Server
ample poif 2011001 19 14:36:25 Print Skippesd a4 13 1 |y
ple poif 201101119 13:49:02 Print Wailing a4 & 1 TR
ample poif 2011001 19 13:48:04 Print Waiting a4 s 1 |y
lamp\e pelf 2011001 19 13:47:00 Print Waiting a4 0 1 st
M p of this page

3 Click [Delete].

The selected job is deleted.

Click the [REFRESH] icon at the upper right of the page to confirm the deletion.
Tip

You cannot use the Print Job page to delete fax/Internet Fax jobs and E-mail reception print jobs.

H Deleting private print jobs and hold print jobs

You can delete private print jobs and hold print jobs if you are logged in with a user account which is granted administrator
privileges in the access policy mode.

1 Click the [Job Status] tab and click the [Print] menu.
The Print Job page is displayed.

Click the [Delete All Private Print Jobs] or [Delete All Hold Print Jobs] button.

Private print jobs or hold print jobs are deleted.

e-Filing
Lagout

Device. Job Status Loos Registration Courter User Management. Administration

Print Job "

REFRESH

Delete ‘ Release ” Recovery Information “ Delete All Private Print Jobs N [ Delete All Hold Print Jobs ,\i
| |

‘;I Document Mame  |wDate Time Type Status Faper Pazes Hets User harme  |Damain Mamed DAP Server
Sample pef 2011/ A S 14:36:25 Frint Skipped ) 13 1 | =
Sample peif 201108 13:48:02 Print Waiting X & 1 [Ty
Sample peif 2011/ 8 13:48:04 Print Waiting X 5 1 Ees ]
Sample peif 2011019 13:47:00 Print Wiaiting X 0 1 |wm—y
Goto top of this page

It may take a while to delete all private or hold jobs.
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H Releasing print jobs

You can print jobs that are stored in the queue.

Private print jobs and hold print jobs cannot be released from TopAccess.

Click the [Job Status] tab and click the [Print] menu.
The Print Job page is displayed.

2 Select the check box next to the job that you want to print.

e-Filing
Login

Device: Job Status Logs Registration Courter

Print Job ~

REFRESH

Delete ‘ Release H Recovery Information

¥| |Document Mame | wDate Time Tupe Status Faper Pages Sets User Wame |Domain Mame/LDAP Server
201101119 14:36:25 Scheduled Scheduied [ a4 13 1 jmmwy
201110119 15:49.02 Prirt Waiting A4 g 1 .
20110119 13:48:04 Prirt \Mating A4 5 1 S5
20110119 13:47:00 Prirt \Mating Ad 20 1 | T -

Click [Release].
The selected print job is immediately printed.

B Checking recovery information

You can check the conditions to restart a print job which has been skipped while the job skip feature was enabled.

Tip
For the job skip feature, see the following:
P.139 “Setting up Job Skip Control”

Click the [Job Status] tab and click the [Print] menu.
The Print Job page is displayed.

2 Select the check box next to the print job whose job status is “Skipped”.

e-Filing
Legout

Device: Job Status Logs Registration Comter. Liser Management. Administration

Print Job ~

REFRESH
Delete ‘ Release H Recovery Infarmation “ Delete All Private Print Johs ][ Delete All Hold Print Jobs
whate Time Twpe Gtatus Paper Pages Gets User Mame | Domain Named DAP Server
20110118 14:36:25 Print Skipped a4 13 1  TEE
201119 134302 Print Weiting 54 3 1 [T
2010119134804 Print Waiting A4 3 1 ranlln
201110149 1347:00 Print Waiting A4 20 1 | =

Click [Recovery Information].
The conditions to restart the print job are displayed.
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[Logs] Tab Page

Using TopAccess, end users can display print job logs, transmission journals, reception journals, and scan job logs.

[Logs] Tab Page OVervVIieW.........cccceiiiiiiiiiiiissssssssssssssss s ssssssssssssssssssssssssssssnssssnssssssnnnnnn 38
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[Logs] Tab Page Overview

You can check the job history.

Check the logs periodically to ensure that there is no unauthorized access to the equipment as a result of spoofing.

Tips

Logs are recorded from the moment the equipment is turned on until it is shut down. Log recording continues also
after entering the Sleep mode.

Up to 100 logs are displayed in chronological order with the most recent first. You can check up to 5,000 logs in
Print Job Log Export, Fax Transmission Journal Export, Fax Reception Journal Export, and Scan Log Export, and
up to 10,000 logs in Messages Log Export by exporting them. The oldest logs are deleted when the number of logs
exceeds the maximum limit.

The default Administrator and Auditor roles can check all logs. For more information on default roles and privileges,
see the following:

P.123 “Default roles and privileges”

When user authentication is enabled, you can check the logs associated with the user account you used to log in.
Furthermore, a user account to which the default Administrator or Auditor role have been assigned can check all
logs.

P.38 “[View Logs] Item list”
P.44 “[Export Logs] Item list <access policy mode>"
P.45 “[Log Settings] Item list <access policy mode>"

M [View Logs] Item list

P.38 “Print Log”

P.39 “Transmission Journal”

P.40 “Reception Journal”

P.41 “Scan Log”

P.43 “Message Log <access policy mode>"

U Print Log

The Print Log page displays the following information for each print job log.

e-Filing
Logout

Device Joh Status Logs Registration Counter Lser Management. Aministration

View Logs

Print Log et

Print Log | Transmission Journal | Reception Journal | Scan Loy | Message Log

arme Dornain hame/L DA Server

|Docume 1t Marme |v ate Tirme |T_y
| | ESCREEN IREEEED [col- LT |1 |
Gototop | Tthis page

o
=
@
=
=
&
i
8
==
@
[
=
5
m

1 2 3 4 56 7 8 9
Item name Description
Document Name Displays the document name of the print job.

Document names are displayed using 10 asterisks (*) when the Confidentiality Setting is
enabled.
P.139 “Setting up Confidentiality Setting”

Date Time Displays the date and time that the print job was released from the client computers.
Type Displays the print job type.
Paper Displays the paper size of the print jobs.
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Item name

Description

5 | Pages Displays the number of pages of the print job.

6 | Sets Displays the number of copies set for print jobs.

7 | Status Displays the status of the print log.

8 | User Name Displays the user account name of the owner of the print job.

9 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who was the owner of the

print job.

Tip

Click a table heading item to refresh the page and reorder the print log list in the specified order.

O Transmission Journal

The Transmission Journal page displays the following information for each transmission journal.

Device

View Logs

e-Filing
Logout

Reistration Courter User Managemert Aministration

Transmission Journal e
PrintLog | T ion Journal | Reception Journal | Sean Lo | Message Lag
|7 3 |%Ni |v@ Time |Dur Uuana es|m ame) TO(Fax No/Email) |D t |MD B |g s |Li E|UEEr Marne !Dnmam Name/L DAP SENEr!
& |icton ot | s pase
1 2 3 4 5 6 7 8 9 10 11 12 13
Item name Description
1 | No. Displays the serial number of the journals.
2 | File No. Displays the file number to identify the received job.
3 | Date Time Displays the date and time the transmission job was performed.
4 | Duration Displays the time length taken for the transmissions. If it takes more than 1 hour, “59:59” is
indicated.
5 | Pages Displays the number of pages of the transmission job.
6 | TO(Name) Displays the destination name set for the transmission job.
7 | TO(Fax No./Email) Displays the fax number or E-mail address of the destination for the transmission job.
8 | Dept Displays the department code if department management is enabled.
9 | Mode Displays the transmission mode”.
10 | Status Displays the result of the transmission.
11 | Line Displays the line used.
12 | User Name Displays the user account name of the owner of the transmission job.
13 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who was the owner of the
transmission job.

*

The transmission mode is displayed by a combination of a 2-digit letter code, a 3-digit numeric code, and up to a 4-digit supplemental code.

For example: EC 603

2-digit letter code 1st numeric . 3rd numeric -
L 2nd numeric code Up to 4 digit
(Communication code (Resolution) code supplemental code
Mode) (bps) (Mode)
EC: ECM 0: 2400 0: 8x3.85 0: MH P: Polling
G3:G3 1: 4800 1: 8x7.7 1: MR SB: Mailbox
ML: E-mail 2:7200 2: 8x15.4 2: MMR SR/R: Relay mailbox
3: 9600 4:16x15.4 3: JBIG SF/F: Forward mailbox
4: 12000 8: 300 dpi ML: Internet Fax
5: 14400 B: 600 dpi I: N/W-Fax
6: V.34 D: 150 dpi O: Offramp Gateway
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Q

Tip

Click a table heading item to refresh the page and reorder the transmission journal list in the specified order.

Reception Journal

The Reception Journal page displays the following information for each reception journal.

Device: Job Status

View Logs

Reception Journal

Logs

PrintLag | Transmission Journal | Reception Journal | Scan Log | Message Log

e-Filing
Loegout

Registration Courter User Management Acdministration

¥
REFRESH

[be. [Rie o, [Date Time [puration [Pagss [ From(ame) [EromFax o Ernall [Dept [Hode  [Siaus  |[Line [Uset Nome | Gomein Neme/LDAP Server

& | ton ort | = nane

1 2 3 4 5 6 7 8 9 10 11 12 13

Item name Description
1 | No. Displays the serial number of the journals.
2 | File No. Displays the file number to identify the received job.
3 | Date Time Displays the date and time of receiving the job.
4 | Duration Displays the time taken for the receptions. If it takes more than 1 hour, “59:59” is indicated.
5 | Pages Displays the number of pages of the received job.
6 | From(Name) Displays the sender's name of the received job.
7 | From(Fax No./Email) Displays the fax number or E-mail address of the sender for the received job.
8 | Dept Displays the department code if the department management is enabled.
9 | Mode Displays the reception mode”.
10 | Status Displays the result of the reception.
11 | Line Displays the line used.
12 | User Name Displays the user account name of the owner of the received job.
13 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who was the owner of the
received job.

*

The reception mode is displayed by a combination of a 2-digit letter code, a 3-digit numeric code, and up to a 4-digit supplemental code.
For example: EC 603

2-digit letter code 1st numeric . 3rd numeric ..
I 2nd numeric code Up to 4 digit
(Communication code (Resolution) code supplemental code
Mode) (bps) (Mode)
EC: ECM 0: 2400 0: 8x3.85 0: MH P: Polling
G3: G3 1: 4800 1:8x7.7 1: MR SB: Mailbox
ML: E-mail 2:7200 2:8x15.4 2: MMR SR/R: Relay mailbox
3: 9600 4: 16x15.4 3: JBIG SF/F: Forward mailbox
4: 12000 8: 300 dpi ML: Internet Fax
5: 14400 B: 600 dpi I: N/W-Fax
6: V.34 D: 150 dpi O: Onramp Gateway
Tip

Click a table heading item to refresh the page and reorder the reception journal list in the specified order.
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U Scan Log

The Scan Log page displays the following information for each scan job log.

e-Filing
Lagout

Device Jah Status Logs Registration Courter User Management Administration

View Logs

Scan Log e

Print Log | Transmission Journal | Reception Journal | SeanLog | Message Log

TO{Mame] TO[Email] File Marme Anent wDate Tirme. Pages |Wode | Status User Mame | Domain Name/ DAP Server| |
DOC | 0115001 pf | Sa | astie  [2011/01 )5 16:11:39[47 =733C [ Ste | 2ol document in cantroller shared folder |—
DOC | 0115002 polf S |:asfile | 2011701 |5 16:04:51 [62 =T33C | Ste | =df document in controller shared folder |-
DOC | 0115001 polf | Sa | astile  |201101)515:23:54 |44 =T33C St |odf document in controller shared folder |-
DOC | 0115 polt Salrastie |200107| 5 1414054 ST|23C [Ste | 2ol document in controller shared folder |-
DOC | 0115 poit salrastie |200107|5 135421 |50 5T33C [ Ste |2t doeument in cantroller shared folder |- =
DOCT| 0114-007 polf | Sa |2 asfile 200101 )4 19:04:03 | 29 5T 23C [ Ste | 2ol document in cantralier shared faider |-
DOC | 0114 palt Salrastie |201101) 4 164641 |15 =T 33C [ Ste | 2ol document in cantraller shared faider |—
DOC | 0114 palt Salrastie 2011071 | 4 16:36:16 |2 =T 33C [ Ste | 2ol document in cantraller shared falder |—
DOC" | 0114 palt Sa|rastie |20111071| 415384215 =7 33C [ Ste | 2ol document in cantroller shared folder |— |
DOC" | 0114 polt Sa|rastie |2011101| 415333815 =7 33C [ Ste | 2ol document in cantroller shared folder |—
DOC | 0114 pot Sa|:asfie |201107| 4 11:20:00 1 =T 33C [ Ste | 2ol document in cantroller shared folder | —
DOC | 0113 pot Sa|:astie |20111071| 312550347 =T 33C St | 2ol document in cantroller shared folder | —
DOCT | 0113 pot Sal:asfie |20111071|311:34:48 2 =T 238 St | 2ol document in cantroller shared folder |—
DOC | 0112 pot Salrastie 201101 2 15:56:36 |50 =7 33C [ Ste | 2ol document in cantroller shared folder |—
DOC | 0111 ot Salrasfie | 2001071 | 1 16:07:33 |2 =7 33C [t | 2ol document in cantroller shared folder | —
DOC | 0107 poi Sa|:astie |20101| 7 044011 =7 33¢ [Ste | f document in cantroller shared folder | -

1 2 3 4 5 6 7 8 9 10

Item name Description
1 | TO(Name) Displays the destination (name) to where the scanned document was sent via an E-mail.
2 | TO(Email) Displays the destination (E-mail address) to where the scanned document was sent via an
E-mail.
3 | File Name Displays the file name stored in a shared folder or e-Filing.

This item may not be displayed depending on the access policies.
File names are displayed using 10 asterisks (*) when the Confidentiality Setting is enabled.
£ P.139 “Setting up Confidentiality Setting”

4 | Agent Displays the agent of the scan job.

5 | Date Time Displays the date and time when the scan job was released from the control panel.

6 | Pages Displays the number of pages of the scan job.

7 | Mode Displays the transmission mode using 6-letter codes”.

8 | Status Displays the detailed result status of the scan job.

9 | User Name Displays the user account name of the owner of the scan job.

10 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account who was the owner of the
scan job.

* Codes are displayed in the following format.

AA: This describes the job type.

CA Copy and File
Copy and Store to e-Filing

CT Copy to e-Filing (without printing)

FS Relay Mailbox Transmission
FF Fax Received Forward
FE Internet Fax Received Forward

ST Scan to File or USB
Scan to e-Filing
Scan to Email

FA Fax and Save as File

PA Print and e-Filing

PT Print to e-Filing

IA N/W-Fax and Save as File
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BE e-Filing to Email

RS Remote Scan or Web Services Scan
MS Meta Scan
EN E-mail notification

: This describes the transmission type.

PDF (Single) or Encrypted PDF (Single)

Slim PDF (Multi)

Slim PDF (Single)

XPS (Multi)

XPS (Single)

DIB

: This describes the file color mode.

Black

Gray Scale

B

0 e-Filing

1 Email (SMTP)

2 FTP

3 SMB

4 Save in a local folder

5 NetWare IPX/SPX

6 USB

7 NetWare TCP/IP

8 FTPS

9 Remote Scan or Web Services Scan
C: This describes the resolution.

0 100 dpi

1 150 dpi

2 200 dpi

3 300 dpi

4 400 dpi

5 600 dpi

A 8 x 3.85 (line/mm) (203 x 98)
B 8 x 7.7 (line/mm) (203 x 196)
C 8 x 15.4 (line/mm) (203 x 391)
D 16 x 15.4 (line/mm) (400 x 391)
D: This describes the file format.

0 e-Filing

1 TIFF (Multi)

2 TIFF (Single)

3 PDF (Multi) or Encrypted PDF (Multi)
4 JPEG

5

6

7

8

9

A

E

B

G

C

Color

M Mix

The file format is recorded as DIB in the scan log if the data are scanned in BMP, JPEG, TIFF, or PNG format using the
WIA (Windows Image Acquisition) driver.

Tip

Click a table heading item to refresh the page and reorder the scan log list in the specified order.
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U Message Log <access policy mode>

The Message Log page displays errors which have occurred.

Tips

» Displays only when you are logged in with a user account which is granted administrator privileges or display
privilege in the access policy mode.
* The default Administrator and Auditor roles can check all message logs. For more information on default roles and
privileges, see the following:
P.123 “Default roles and privileges”

e-Filing
Logout
Device «Job Status Logs FRegistration Courter Lser Management Administration
View Logs
Message Log o
Frint Log | Transmission Joumal | Reception Journal | Sean Log | Message Log
whate Time Errar Level |Message Status User Marme Damain Mame/ DAP Server
201141 |1 14:30:27 Intorn | tion Suct |:sstul user login BOC Acimir
2014411 114:24:30 Intorn | tion Suct |:sstul user login BOC acdmin
2011011 §114:18:30 Intorn | tion Gom finto the sleep mode D3l
2011011141318 Intorn | tion Gom finto the energy save mode D3l
2001411 140837 Inforn § tion Turn |4 on the power D&l
2011411 140829 Inforn § tion Edite | Device Setting T
20111 |1 14:08:26 Inforn § tion Edlitz | Device Sefting T
20111 1406112 Inforn § tion The |achine was shut dawn Daf
2011 M| 1 14:05:50 Inforn § tion Suct|-ssful uzer login 600 Servic):
2011 M| 1 14:04:57 Inforn § tion Edlits | Device Setting T
1 2 3 4 5 6
Item name Description
1 | Date Time Displays the date and time of the error.
2 | Error Level Displays the error level.
Error — Error that user and administrator may not be recoverable.
Warning — Error that administrator is recoverable.
Information — Error that end user is recoverable or that event is not error.
3 | Message Displays the message if available.
4 | Status Displays the error code.
5 | User Name Displays the user account name related to the message.
6 | Domain Name/LDAP Server Displays the domain name or LDAP server of the user account related to the message.

Tip

For details on error codes and error messages, refer to “Checking the Equipment Status with TopAccess” in the User’s
Manual Troubleshooting Guide.
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H [Export Logs] Item list <access policy mode>

You can erase logs or export them in a file.

Tips

» Displays only when you are logged in with a user account which is granted administrator or display privileges in the

access policy mode.

¢ The exported data file can be either CSV format or XML format. [CSV] is set as the default.
* You can export up to 5,000 logs in Print Job Log Export, Fax Transmission Journal Export, Fax Reception Journal

Export, and Scan Log Export, and up to 10,000 logs in Messages Log Export. The oldest logs are deleted when the

number of logs exceeds the maximum limit.

Device Job Status

Export Logs

Export Logs

1 s Print Job Loy Export
File Mame

File Size

Date Created

Export Data Format

2 m— Fax Transmission Journal Export
File Mame

File Size

Date Created

Export Data Format

3 === Fax Reception Journal Export
File Mame

File Size

Date Created

Export Data Format

4 === Scan Log Export
File Mame

File Size

Date Created
Export Data Format

5 = Messages Log Export
File Mame

File Size

Date Created

Export Data Format

“ltmay take mare than 10 minutes ifthere are a lot of entries

e-Filing
Logout
(T Registration Courter User Management Administration
5
REFRESH

Mot Greated
@ gy O RML

Create Mew FilefClear Log ] [ Clear Log | |~ Create New File
Mot Greated
@ csv O XML

Create Mew File&Clear Log ] [ Clear Log ] [ Create New File g
Mot Cregted
@ Cc5v O XML

Create Mew Filef.Clear Log ] [ Clear Log ] [ Craate MNew File
Mot Cregted
@ Cc5v O XML

Create Mew FilefClear Log ] [ Clear Log ] [ Craate New File
Mot Created
@ C5V O XML

Create Mew FilefClear Log ] [ Clear Log ] [ Create New File I

Item name

Description

1 | Print Job Log Export

You can erase print logs or export (download) them in a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.

2 | Fax Transmission Journal Export

You can erase the transmission journal or export (download) it to a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.

3 | Fax Reception Journal Export

You can erase the reception journal or export (download) it to a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.
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Item name Description

4 | Scan Log Export You can erase scan logs or export (download) them in a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.

5 | Messages Log Export You can erase message logs or export (download) them in a file.

Create New File & Clear Log — Creates a file according to the file format of the export
data. Erases logs after a file has been created. You can display or download by clicking the
created file.

Clear Log — Erases logs.

Create New File — Creates a file according to the file format of the export data.

You can display or download by clicking the created file.

M [Log Settings] Item list <access policy mode>

L1 P.45 “Log Authentication”
P.46 “Log size”

Tip
Displays only when you are logged in with a user account which is granted administrator or display privileges in the
access policy mode.

U Log Authentication

You can specify whether or not to use log authentication.

e-Filing
Logout

Device Joh Status Logs Registration Coiter User Managemert Administration

Log Settings

Log Settings

1 —— ) ()
I

Log Authentication

3 Enable Log 1 Disable -

Item name Description
1 | [Save] button Saves log authentication settings.
[Cancel] button Cancels the settings.
Enable Log Authentication Enables log authentication.

When log authentication is enabled, the log display for users will be restricted according to

access policies.

* Enable — Enables log authentication. Display will be restricted according to access
policies.

+ Disable — Disables log authentication. Logs for all users will be displayed.
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U Log size

Log size displays the log size.

Log Size

! _I‘_
2 T Print Loy 0%

-||— Transmission Joumal 0%
3 —— Reception Journal 0%
_I'_ Scan Log 0%

4 —,— Message Log 2%
5|

Item name Description
1 | Print Log Displays the log size of print jobs.
2 | Transmission Journal Displays the log size of transmission journals.
3 | Reception Journal Displays the log size of reception journals.
4 | Scan Log Displays the log size of scan jobs.
5 | Message Log Displays the log size of message logs.
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[Logs] How to Set and How to Operate

P.47 “Displaying job logs”
P.48 “Exporting logs”

H Displaying job logs

Tip

You can display logs for jobs which are performed on this equipment. Up to 100 logs are displayed in chronological
order with the most recent first. When the number exceeds 100, logs are deleted, beginning with the oldest ones.

1 Click the [Logs] tab and click the [View Logs] menu.

2 Click [Print Log], [Transmission Journal], [Reception Journal], [Scan Log], or [Message
Log].
The log page is displayed.

3 Click the [REFRESH] icon at the upper right of the page to update the information.

e-Filing
Logout

Device ok Status Logs Fegistration Counter User Management Administration

View Logs

Print Log RE;%

PrintLog | T Journal | Reception Journal | Sean Log | Message Log

Document Name ~Date Time [Tpe [Parer [Pases [Bets [Stanus [Ussriame  [Domain NamerL DAP Sewver|
\ |2011f11f11 115411 ICDpy |LT |1 |1 |0K | | |
Go tolop ofthis pane

Tip

Click a table heading item to refresh the page and reorder the list in the specified order.
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H Exporting logs

You must be logged in to the access policy mode to export logs.
For information on logs that can be exported, see the following:
P.44 “[Export Logs] Item list <access policy mode>"

Log in to TopAccess in access policy mode.
P.22 “Access Policy Mode”

2 Click the [Logs] tab and then click the [Export Logs] menu.

e-Filing
Logout

Device Job Status Recistration Courter User Marmgement Administration

Export Logs

N2

6 5
EEFRESH

Export Logs

*It may take more than 10 minutes ifthere are a lot of entries

Print Job Log Export

File Mame Mot Created

File Size

Date Created

Export Data Format @ cav O XML

Create New Fila&Clear Log [ Clear Log | [ Create New File )
Fax Transmission Journal Export

File Mamg Mot Created
File Size
Date Creatad

Export Data Format @ Cov O ML
Create Mew File&Clear Log ] [ Clear Log ] [ Create Mew File

1

Fax Reception Journal Export

File Name Mot Created

File Siza

Date Created

Export Data Format @ CaY O ML

Create Mew Fils&Claar Log ] [ Clear Log ] [ Create Mew Fils

Scan Log Export

File Mame Mot Created

File Size

Date Created

Export Data Format @ c8v O XML

Create Mew File&Clear Log | [ ClearLog | [ Create Mew File

Messages Log Export
File Marne Mat Created

File Size

Date Creatad

Export Data Format @ CEv O HML

Create New File&.Clear Log ] [ Clear Log ] [ Create Mew File =

Tip
File sizes are displayed in bytes.
Select the file format (CSV/XML) for the log you want to export.
Create the file by clicking the [Create New File] button for the log you want to export.

Click the file name.

onkhw

Save the log file.
Your browser will display a confirmation dialog box. Select the process for saving the log as a file and follow the
displayed instructions.
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[Registration] Tab Page

This chapter contains instructions on how to register templates, the address book, and mailboxes.

[Registration] Tab Page OVerview ..........ccccviiiviiiiiiinssssssssssssss s sssssss s s s s sssssssssssnes 50
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[Inbound FAX routing] HEM LISt ... ettt e e et e e e e e eee e e et e e e e e s ennneeeeeaans 81
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[Registration] Tab Page Overview

You can register templates, the address book, and inbound fax routing.

P.50 “[Template] Item list”
P.76 “[Address Book] Item list”
P.81 “[Inbound FAX routing] Item list”

H [Template] Item list

P.50 “[Template Groups] screen”

P.53 “[Group Properties] screen”

P.54 “[Private Templates] screen”

P.55 “[Change Group Password] screen”
P.56 “[Template Properties] screen”

P.57 “Private template settings”

U [Template Groups] screen

You can check the template registration status.
You can save agent settings for copy, fax/Internet Fax, and scan operated from the control panel on your device into a
template. Users can select the template when they copy, fax/Internet Fax, or scan from the control panel, for easy

operation.

Templates are managed in groups and up to 60 templates can be saved in a group.
There can be one public template group, and up to 200 private template groups.

Max.
o Max. number
Group type Description templates
of groups
saved
Public Template The public template group can be created and maintained only by 1 60
Groups users who are granted administrator privileges in the access policy
mode.
Registered templates are available for all users.
Private Template Users can create templates in private template groups. Users can 200 60
Groups also set passwords on groups and registered templates to restrict the
use of them. Groups and templates without a password are available
to all users.
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5 [Registration] Tab Page

Public Template Groups

e-Filing
Login

Repistration

Courter
Template
Template Groups

Please select a group to edit below

Public Template Groups
1 —e [ [rape [oser fiame |
[puisiic | e | ic Template Groups | |

All Groups | Cefined Groups

Jumnp to
001 011 021 031 041 051 DAT 071 D81 081 101 111 121 131 141 151 161 171 181 181

Mo, Mame Lizer Mame:
001 Templete0Ol Uzerhlame00?
o002 Templetel02 Uzerhlame002
003 Templetel03 Uzerhlame003
o004 Templetel0d

00s Templetel0s

008 Undefined Undefined
o0y Undefined Undefined
o008 Undefined Undefined
009 Undefined Undefined
010 Undefined Undefined

Goto top ofthis nane

i Mame: Lizer Maime:
011 Lnclefired Lnclefired
012 Lnclefired Lnclefired
013 Lnclefired Lrclefired
014 Lnclefired Lnclefired
015 Lnclefired Lnclefired
016 Lnclefired Lnclefired
017 Lnclefired Lnclefired
018 Lnclefired Lnclefired
018 Lnictefired Lndefined -
Item name Description
1 | No. Displays "Public" for the public template group.
2 | Name Displays "Public Template Groups" for the public template group.

You can click to check the registered templates.
[ P.93 “Displaying public templates”

3 | User Name -

Tip

Templates in the public template group are created and managed by users who are granted administrator privileges in
the access policy mode. See the following description for registering public template groups:
P.322 “Registering public templates”
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Private Template Groups

All Groups | Cefined Groups nd
Jurnp ta £
0ot 011 021 031 D41 051 D61 071 D81 091 101 111 121 131 141 151 181 171 181 191

1 Mare User Name
001 T_EIE\EteUEH User | ame001

2 — e plctennz User | ame002
003 Templetel03 LUzer | ame003
00s emplete0s
008 Undefined Undefined
o007 Undefined Undefined
o008 Undefined Undefined
009 Undefined Undefined
010 Undefined Undefined
Goto tap ofthis page
Mo, Mame Lizer Mame:
011 Undefined Undefined
012 Undefined Undefined
013 Undefined Undefined
014 Undefined Undefined
015 Undefined Undefined
018 Undefined Undefined
017 Undefined Undefined
018 Undefined Undefined
019 Undefined Undefined b

Item name Description
1 | No. Displays the group number.
2 | Name Displays the group name.

Click the name of a registered template to check and edit the registered templates.
P.86 “Registering and editing private template groups”

Click [Undefined] to register templates.

P.53 “[Group Properties] screen”

3 | User Name

Displays the group owner name.

Click the name of a registered user name to check and edit the registered templates.
P.86 “Registering and editing private template groups”

Click [Undefined] to register templates.

P.53 “[Group Properties] screen”

Tips

* Click [All Groups] or [Defined Groups] to change how private template groups are displayed.
* See the following descriptions for how to register private template groups and how to create templates:
P.86 “Registering and editing private template groups”

(B8]

] P.89 “Registering or editing templates”
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QO [Group Properties] screen

You can register a new private template group.

Group Properties

Group Information

[Ma [ [mame |User Mame |

fos ] [ ]
1 7 5 C; |
2 B AWE. 1= ANCEe
3 [
4 \
B ———tUser tame

This Email address is used as default recipient each for template.
6 =t Emil tor
7 ord
8 pe Pazsword
Item name Description

1 | [Save] button Creates a private template group with the entered data.

The [Private Templates] screen is displayed and you can edit the template you are
registering.
1 P.54 “[Private Templates] screen”

2 | [Cancel] button Cancels the settings.

3 | Number Displays the private group number.

4 | Name Enter the name of the private group.

5 | User Name Enter the owner name of the private group.

6 | Notification Enter the E-mail address to be displayed as the default recipient when notification is
enabled in any template. You can select whether notification will be sent or not for each
template.

7 | Password Enter the password if setting a password to the private group. You can enter up to 20
characters including numbers, sharp marks (#), and asterisks (*).

8 | Retype Password Enter the same password again for a confirmation.
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U [Private Templates] screen

You can edit the template you are registering.

1 D-jvate Templates Tempaecroups »
3 Gloun Informatiln
1
Edit Change E‘aaswurd Reset
4 —le [ [rame [User Mame |
|nm | ITer\p\ateDm |u;a lameni |
5 1

Please click a template picture to edit.

Jumnp to

Templates 16

16 7-12 13-18 19-24 25-30 31-36 37-42 43-48 48-94 55-60

IDcard Copy
" | [EE]

[ Zind -5
:
4 ACS

3 ACS APS
:
7 Wixed Org

[ Twvin Color
o | BE
4 Black & Red

Stof S Test
B

Stof D Test

Y= Color sPDF

Y= Calor sPDF

Go o top ofthis page

Group Information

Item name

Description

1 | [Edit] button

Allows you to edit the private template group information.
P.53 “[Group Properties] screen”

2 | [Change Password] button

Allows you to change the password for the private template group.
P.55 “[Change Group Password] screen”

3 | [Reset] button Resets registration of the private template group.
4 | No. Displays the number of the private template group.
5 | Name Displays the name of the private group.

6 | User Name Displays the owner of the private template group.

Template list

You can display the template list. You can change the view by clicking [Panel View] or [List View].

Panel View

Panel View | Listview

Please click a template picture to edit

Jumnp to
1 168 712 1318 19-34 3530 31-36 3742 4348 4054 5560
Templats 16 I

Deard Capy
=

[ 2ind -5
:
4 ACS

4 ACS APS
:

[ Twvin Color
:
4 Black & Red

Mized Org

StoF S Text
=

Stof D Test

S Color sPDF

Sz Color sPDF

Go to top of this pane

Item name

Description

1 | Image

Displays icons of the templates.
Click [Undefined] to register a new template.
O P.53 “[Group Properties] screen”

2 | Name 1/Name 2

Displays the names registered on the touch panel.
O P.57 “Panel Setting (Private template)”
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List View

Panel ¥iew | List view

Templates 16

1 User Mame Bgert
2 T . s
3 4 Tuvin Color I;\;:kn&:;ted :_Dg‘\(_
5 Stof S Text Color sPDF Save as file
B Stof D Text Color sPDF Save as file
Go to top ofthis page
Item name Description
1 | Name Displays the names registered on the touch panel.
P.57 “Panel Setting (Private template)”
Click [Undefined] to register a new template.
1 P.53 “[Group Properties] screen”
2 | User Name Displays the user name registered on the panel setting.
Click [Undefined] to register a new template.
0 P.53 “[Group Properties] screen”
3 | Agent Displays the agent registered to the template.
Click [Undefined] to register a new template.
3 P.53 “[Group Properties] screen”

0 [Change Group Password] screen

You can change the password of a private template group.

Change Group Password
Group Information
[14a [ [rame [User Mame |
1 e | | |Tamp\ateﬂﬂ1 ILIserNsmaDm |
2 Salve Canlcel
3 Qld Passyvord
4 Password
5 Retype
Item name Description
1 | [Save] button Saves the new password.
2 | [Cancel] button Cancels the password change.
3 | Old Password Enter the current password.
4 | New Password Enter the new password.
5 | Retype Password Enter the same password again for a confirmation.
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U [Template Properties] screen

You can set the template you are registering.

Template Properties = Temolate Groups b Private Templatess

11—
2 _ |Save‘ Cancel
3 —— S ]
4 ——— ooy =] Email
5 — | Faxi InternetF ax T | Save asiile
] Sean T | Store to e-Filin
6 —_I_I::‘ Meta Scan T | Save to USE Mid\a
7 — [
8 910 1M
Item name Description
1 | [Save] button Saves the template contents.
[Cancel] button Cancels the operation.
[Select Agent] button Allows you to set the selected agent.
You can set the template details when creating a new agent.
O P.57 “Private template settings”

4 | Copy You can create a template which copies the document. Select this agent if you want to print
a copy when you are sending a document to another destination. You can also specify the
[Save as file] agent or [Store to e-Filing] agent at the same time.

5 | Fax/ InternetFax You can create a template for fax or Internet Fax transmission. You can also specify the
[Save as file] agent at the same time.

6 | Scan You can create a template for a scan. You need to select either the [Email] agent, [Save as
file] agent, [Store to e-Filing] agent, or [Save to USB Media] agent at the same time. You can
specify up to two agents for a scan template.

7 | Meta Scan This agent is enabled when the meta scan option is installed.

You can create a template for the meta scan option.
Refer to the document provided by the vendor of the application which supports meta scan
option for details.

8 | Email You can transmit the document as an E-mail attachment.

9 | Save as file You can save the document in a shared folder.

10 | Store to e-Filing You can store the document in the e-Filing.

11 | Save to USB Media You can save the document in USB media.
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U Private template settings

You can

L P57~

P.58

0 P64 -

[ P.64

L P.66

0 P.68
L pP.71
P71
M P73

P75

set details of a template.

Panel Setting (Private template)”
“Destination Setting (Private template)”
InternetFax Setting (Private template)”
“Fax Setting (Private template)”

Email Setting (Private template)”
“Save as file Setting (Private template)”

“Box Setting (Private template)”

“Store to USB Device Setting (Private template)”
“Scan Setting (Private template)”
L pP75*

Extended Field settings”

“Extended Field Properties”
pP.75*

Password Setting”

Panel Setting (Private template)

In the Panel Setting page, specify how the icon for the template is displayed in the touch panel, and the notification
settings for the template.

Panel Setting
1 cture -[:
2 aptiont SAVING
3 aption AS FILE
4 Uiser Mame
5 utomatic Start Disable ~
6 T 5end Email when an error aceurs
7 {7 2end Ermail when job is completed
8 — Emailto @ Email address for natification is not specified. Email is not sent until Email address is specified.
I
Item name Description
1 | Picture This indicates the icon that will be displayed in the touch panel. The icon is automatically
designated according to the agent that you select.
2 | Caption1 Enter the text that will be displayed next to the icon in the touch panel. You can enter up to
11 alphanumerical characters.
3 | Caption2 Enter the text that will be displayed next to the icon in the touch panel. You can enter up to
11 alphanumerical characters.
4 | User Name Enter the owner name of the template. You can enter up to 30 alphanumerical characters.
Automatic Start Select whether the automatic start function is enabled or disabled. When this is enabled, the
operation will be automatically started when you press the template button from the
TEMPLATE menu on the touch panel without pressing the [START] button or [SCAN].

If the user names or passwords of the User Authentication for Scan to E-mail and the User Management Setting are different,
or only the User Authentication for Scan to E-mail is enabled, you need to enter the user name and password of the User
Authentication for Scan to E-mail also when recalling the template with the automatic start function enabled.

6 | Notification — Send Email when an | Select this to send a notification message to the specified E-mail address when an error
error occurs occurs.

7 | Notification — Send Email when Select this to send a notification message to the specified E-mail address when a job is
job is completed completed.
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Item name Description

8 | Notification — Email to

When you enable the Notification setting, make sure to set up the E-mail settings in the [Email] submenu of the [Setup] menu

in the TopAccess access policy mode. For instructions on how to set up the E-mail settings, see the following section:
1 P.231 “Setting up E-mail settings”

Enter a recipient E-mail address for the notification message. You can either select an
option to send it to the E-mail address set in a private group or specify an E-mail address.

Destination Setting (Private template)

In the Recipient List page, you can specify the destinations to which the Fax, Internet Fax, or Scan to E-mail document will
be sent.

When you are setting up the destinations for the Scan to Email agent, you can only specify the E-mail addresses for the
destinations.

When you are setting up the destinations for the Fax/InternetFax agent, you can specify both fax numbers and E-mail
addresses for the destinations.

When Creating a Fax/Internet Fax agent:

[Destination |

When Creating an Email agent:

TQ: Destination Setting

7@ Cestination |

[ GC: Destination Setting ]
[ec: Destination |

[ BCGC: Destination Setting ]
[Be: Destination |

The Fax Unit must be installed in this equipment to specify the fax numbers of the destinations.

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting destinations from

the address book, selecting destination groups from the address book, or searching for destinations in the LDAP server.
P.59 “Entering the destinations manually”

P.60 “Selecting the destinations from the address book”
P.61 “Selecting the groups from the address book”

P.62 “Searching for destinations in the LDAP server”
P.63 “Removing the contacts from the Recipient List”
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Entering the destinations manually

You can add a destination manually to the Recipient List.

You cannot enter destinations if [Restriction Setting for Destination] is enabled.
P.254 “Restriction Setting for Destination”

1

Click [Destination Setting] (when creating a Fax/Internet Fax agent) or [TO: Destination
Setting] / [CC: Destination Setting] / [BCC: Destination Setting] (when creating an Email
agent) to open the Recipient List page.

Click [New].

Recipient List

[ Cancel ][ Address Book H Address Group H Search ] Delete

[#]rtiams X,

|Destmalinn

The Contact Property page is displayed.

Enter the E-mail address or fax number of the destination, in the [Destination] box.

Contact Property
(oK) (et ()

*Reguired

|Des1mauun | Use01@example cnm|'\

IR
N

You can specify the fax number for the destination only when the Fax Unit is installed.

Click [OK].

The destination is added to the Recipient List page.

Repeat steps 2 to 4 to add all additional destinations that you require.

Tip

You can remove the destinations you added to the Recipient List before saving the destination settings.

P.63 “Removing the contacts from the Recipient List”

Click [Save].

Recipient List

Ee\ ][ Address Book H Address Group H Search H Delste ]
I [S\Same Destination

0

User0n @sx=ample.com

The contacts are added as destinations.
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Selecting the destinations from the address book

You can select destinations from the address book in this equipment.

You cannot select destinations from the address book if [Restriction Setting for Destination] is enabled.
P.254 “Restriction Setting for Destination”

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Book].

Recipient List

[ Cancel ][ Address Baok | [ Address Group | [ Search | [ Delete |
|
|Destmalinm

i

The Address Book page is displayed.

3 Select the [Email] check boxes of users you want to add as the E-mail recipients or
Internet Fax recipients, and select the [Fax] check boxes of users you want to add as
the Fax recipients.

Address Book

Group Al Groups -

‘Emai | |Fax |vName

Email Address

Fax Mumber

Firstiame 0 Lasthlame1 0

User! D@example.com

901 -2345-6759

“irstiame0s Lasthlamens

User08@example.com

5A0-1234-5675

irstlamels Lasthamels

User08@example.com

789-0123-4567

Firsthlame0? Lasthlamen?

User07 @example.com

675-901 2-3456

“irsthliame0f Lasthamelf

User0B@example.com

SE7-5401-2345

Firsthlamels Lastame0s

User05@example.com

45673901234

“irsthlamend Lasthlamend

UserOd@example.com

345-6759-0123

Firsthlamels Lastame03

User03@example.com

234-5675-9012

Firsthlame02 Lasthlamen?

User02@example.com

123-4567-5901

Ojo|o|ooio|oE|E|=

ojojojo|E|E|@

“irstlamel! Lasthlamelt

User01 @example.com

01 2-3456-7890

=
=

G to tap nr;l\gﬂg

A\)

* When you are creating a Scan to E-mail template, only the [Email] check boxes are displayed in the
Address Book page.
* You can specify the fax number for the destination only when the Fax Unit is installed.

Tip
If you want to sort the Recipient List by a specific group, select the desired group name in the [Group] box.

4 Click [Add].
The selected destinations are added to the Recipient List page.
Tip

You can remove the destinations you added to the Recipient List before saving the destination settings.
P.63 “Removing the contacts from the Recipient List”

5 Click [Savel].

Recipient List

[Saue | [ Gancel ][ Address Baok | [ Address Group | [ Search | [ Delete |
] L e |Destmat|an

The contacts are added as destinations.
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Selecting the groups from the address book

You can select groups from the address book.

You cannot select destinations from the address group if [Restriction Setting for Destination] is enabled.
P.254 “Restriction Setting for Destination”

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Group].

Recipient List

[ Cancel ][ Address Baok | [ Address Group | [ Search | [ Delete |
|

‘ﬂlv@ |Destmalinn \y

The Address Group page is displayed.

3 Select the [Group] check boxes that contain the desired destinations.
Address Group

‘Grouplmaug Marne
(W] Norouphamens

E \Vs‘nupNamenq
E Grouphamens
E Grouphamen2
’_ Grouphame

L2010 tap ofthis nade

4 Click [Add].
All recipients in the selected groups are added to the Recipient List page.
Tip

You can remove the destinations you added to the Recipient List before saving the destination settings.
P.63 “Removing the contacts from the Recipient List”

5 Click [Savel].

Recipient List

[Save] [ Cancel ][ Address Book ][ Address Group ] [ Search | [ Delete |
9] me |Destmat|an

The contacts are added as destinations.
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Searching for destinations in the LDAP server

You can search for destinations in the registered LDAP server and in the address book.

The LDAP server used for the search must be registered by a user who is granted administrator privileges in access
policy mode.
P.292 “Managing directory service”

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Search].

Recipient List

[ Gancel ][ Address Book H Address Group H Search || Delete
[

‘illvm |Destmat|an V\\

The Search Contact page is displayed.

3 Select the directory service name that you want to search for in the [Directory Service
Name] box, and enter the search terms in the boxes that you want to search.

Search Contact

Enter a partial name or Email address to search for a contact,

Directory Service Mam© LDAP serverll -

First Name FirstMameD1

LastMame

Email Address

Fax Nurmber

Company

Cepartment %

Tips

* If you select the model name of this equipment at the [Directory Service Name] box, you can search for
destinations in the address book of this equipment.

* TopAccess will search for destinations who match the entries.

¢ Leaving the box blank allows wild-card searching. However, you must specify at least one.

4 Click [Search].

TopAccess will start searching for destinations in the LDAP server and the Search Address List page will display
the results.

5 Select the [Email] check boxes of users you want to add as the E-mail recipients or
Internet Fax recipients, and select the [Fax] check boxes of users you want to add as
Fax recipients.

Click [Research] to return to step 3 so that you can change the search criteria and execute the search again.

Search Address List

Humber of Search Result
|Emai | |Fa}{ |vName Email Address Fax Mumber

| ‘ ‘ FirstMament Lasthlame0l User01 @example.com 012-3456-7890

OUTUOROT ml ;%age
Notes

* You can specify the fax number for the destination only when the Fax Unit is installed.
¢ The value of [company] and [department] will depend on the settings made by the user who is granted
administrator privileges in the access policy mode.
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@ Click [Add].

The selected destinations are added to the Recipient List page.

Tip

You can remove the destinations you added to the Recipient List before saving the destination settings.
1 P.63 “Removing the contacts from the Recipient List”

7 Click [Savel.

Recipient List

[ Gancel ][ Address Book H Address Group H Search ] Delete
] yme |Destmalinn

The contacts are added as destinations.

Removing the contacts from the Recipient List

1 Click [Destination Setting] to open the Recipient List page.

Select the check boxes of the destinations that you want to remove from the Recipient
List, and click [Delete].

Recipient List

[ Gancel ][ Address Book H Address Group H Search ] Delete,

[l hame

Diestination z

irsthlaimed 0 Lasthlamet 0

Userl D@sxampls.com

irsthlamend Lasthame03

User3i@sxampls.com

irsthlamens Lasthame0s

UserO@sxampls.com

The selected destinations are removed from the Recipient List.
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InternetFax Setting (Private template)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.

InternetFax Setting

*Reguired
1 @ Scanned from (Device Mame)[( Template Mame)]Date)( Time)

o]

2 From Address: Used@example. com
3 rom hame. HUHUHN
4
5 ile Formal TFF-S -
6 Fragmert Page Size Mo Fragmentation =

Item name Description

1 | Subject This sets the subject of the Internet Faxes. Select [Scanned from (Device Name) [(Template

Name)] (Date) (Time)] to automatically apply the subject, or enter the desired subject in the
box. If you enter manually, the subject will be [(Subject) (Date) (Time)].

2 | From Address

Enter the E-mail address of the sender. When the recipient replies to a received document,
the message will be sent to this E-mail address. You can enter up to 140 alphanumerical
characters.

3 | From Name

Enter the sender name of the Internet Fax. You can enter up to 64 characters.

Body

Enter the body message of the Internet Fax. You can enter up to 1000 characters (including
spaces).

5 | File Format

Select the file format of the scanned image. Only [TIFF-S] (TIFF-FX (Profile S)) format can
be selected.

6 | Fragment Page Size

Select the size of the message fragmentation. [No Fragmentation] is set as the default.

Fax Setting (Private template)

In the Fax Setting page, you can speci

fy how the fax will be sent.

Fax Setting
1 Preview OFF -
2 olion
3 Oticginal Mo Text -
4 posure @l ®©® 0 00)o®® 6 ol
5 Trarsmission Type Mermory Transmit =
6 M ON -
7 uality Transmit OFF =
8 UBISER
9 P
10 olling -
11 P ord
12 e MumberrSecurity)
13 Delayed Transmit Jula] day 00 . 0o
14 fitity Transmit OFF =
Item name Description

1 Preview

Select whether or not to preview before sending a fax.
* ON — Select this to preview.
e OFF — Select this not to preview.

64

[Registration] Tab Page Overview




Item name

Description

Resolution

Select the resolution for sending faxes.

» Standard — Select the Standard mode as the normal resolution. This mode is suitable
when you are frequently transmitting text documents with normal size characters.

* Fine — Select the Fine mode as the normal resolution. This mode is suitable when you
are transmitting documents with small size characters or fine drawings.

* Ultra Fine — Select the Ultra Fine mode as the normal resolution. This mode is suitable
when you are transmitting documents with very small size characters or detailed
drawings.

Original Mode

Select the image quality mode for sending faxes.

* Text — Select the Text mode as the normal image quality mode. This mode is suitable
when you are transmitting text documents.

¢ Text/Photo — Select the Text/Photo mode as the normal image quality mode. This
mode is suitable when you are transmitting documents which contain both texts and
photos.

* Photo — Select the Photo mode as the normal image quality mode. This mode is
suitable when you are transmitting photo documents.

Exposure

Select the exposure for sending faxes.
Select [Auto] to automatically apply the ideal contrast, or adjust the contrast manually in 11
stages.

Transmission Type

Select the send mode.

¢ Memory Transmit — Select the Memory TX mode to automatically send the document
after it has been temporarily stored to memory. This mode is useful if you want to return
original files immediately. You can also send the same originals to two or more remote
faxes.

¢ Direct Transmit — Select the Direct TX mode to send the original as it is being
scanned. This mode is useful if you want confirmation from the remote party. Originals
are not stored to memory, and you can specify only one remote fax at a time.

Tip

You can select [Direct Transmit] when you have created a template for Fax/InternetFax (not for Saved as file).
When Fax/InternetFax and [Save as file setting] are combined, this item will be unselectable and will not be displayed.

ECM

Enable or disable the ECM (Error Correction Mode) to automatically resend any portion of
the document affected by phone line noise or distortion.

Quality Transmit

Select this to send a document in the Quality TX mode. This feature sends a document at a
slower speed than normal so the transmission will be less affected by line conditions.

SUB/SEP

Enter the SUB number or SEP number if you want to set the mailbox transmission.

SID/PWD

Enter the password for SUB or SEP if required.

Polling

Select this to set Polling communications.

* (Blank) — Select the blank box when you do not want to perform polling.

* Transmission — Select this to perform Polling Reservation that allows users to store
the document in the memory.

* Received — Select this to perform Turnaround Polling that allows users to poll another
fax after transmitting documents to the remote fax on the same phone call.

You can select [Transmission] when you have created a template for Fax/InternetFax (not to be Saved as file).
When Fax/InternetFax and [Save as file setting] are combined, this item will be unselectable and will not be displayed.

1"

Password

Enter the 4-digit security code for the document to be stored or received.

12

Fax Number(Security)

When you select [Transmission] at the [Polling] box, enter the security fax number that
allows polling of stored document.

When you select [Received] at the [Polling] box, enter the security fax number to poll the
documents from remote faxes.

13

Delayed Transmit

If you enable the delayed communications for this agent, enter the day and time to send a
document. Delayed transmission is disabled when the date is set to "0".

14

Priority Transmit

Select whether the document will be sent prior to other jobs.
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Email Setting (Private template)

In the Email Setting page, you can specify the content of the Scan to Email document to be sent.

Email Setting
*Reqguired
@ Use Email Setting in Administration Setting
1 D Send data fram (Device name) [(Template Mame)]
Add the date and time to the subject
2 R ? ILlse From Address Setting set by Administrator
3 T ? Use From hame Setting set by Administrator
4
5 ile Format POF(Multi) -
[#] Encryption
User Passward LITIITTITT) Retype Password jesesssssee
Master Fassword jessssesene Retype Password jesesssesss
Encryption Level  128-hit AES ~
6 ryption ssthorty
[FI Printing
[T change of Documents
[C] content Copying or Extraction
[C] content Exdraction for accessibility
@ DocYYMMDDOYMMDD is a date)
7 File: Name @
[C]  Addthe date and time ta a file name
Fraoment Message Size Mo Fragmentation «
Item name Description
1 | Subject This sets the subject of the E-mail.
Use Email Setting in Administration Setting — Select this to set the subject specified in
[Administration] - [Setup] - [Email] as subject.
Send data from (Device Name)[(Template Name)] — Select this to set the [(Template
Name)] data sent from (Device Name) as subject.
<Entry box> — Enter the text to set as subject.
Add the date and time to the Subject — Select this to append date and time to the subject
selected above.
Tip

When [Meta Scan] is selected, you can use a variable as the subject.
For more information on variables, see the following:
1 P.343 “Variables of XML format files”

2 | From Address

This sets the E-mail address of the sender. When the recipient replies to a received
document, the message will be sent to this E-mail address.

Use From Address Setting set by Administrator — Select this to use the E-mail address
specified in [Administration] - [Setup] - [Email]. When User Authentication or Email
Authentication is enabled, select this to use the E-mail address specified in [Administration]
- [Security] - [Authentication] - [Email Address Setting].

<Entry box> — Specify the sender address using up to 140 alphanumeric characters.

3 | From Name

This sets the sender name of the E-mail document.

Use From Name Setting set by Administrator — Select this to use the sender name
specified in [Administration] - [Setup] - [Email]. When User Authentication or Email
Authentication is enabled, select this to use the sender name specified in [Administration] -
[Security] - [Authentication] - [Email Address Setting].

<Entry box> — Specify the sender name using up to 64 characters.

4 | Body

Enter the body message of the Scan to Email documents. You can enter up to 1000
characters (including spaces).
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Item name Description

File Format Select the file format of the scanned image.

* TIFF(Multi) — Select this to save scanned images as a Multi-page TIFF file.

* TIFF(Single) — Select this to save scanned images separately as Single-page TIFF
files.

* PDF(Multi) — Select this to save scanned images as a Multi-page PDF file.

* PDF(Single) — Select this to save scanned images separately as Single-page PDF
files.

* Slim PDF(Multi) — Select this to save scanned images as Multi-page slim PDF files.
Select this when you give priority to minimizing the file size over the quality of the image.

* Slim PDF(Single) — Select this to save scanned images separately as Single-page
slim PDF files. Select this when you give priority to minimizing the file size over the
quality of the image.

¢ XPS(Multi)— Select this to save scanned images as a Multi-page XPS file.

* XPS(Single) — Select this to save scanned images separately as Single-page XPS
files.

* JPEG — Select this to save scanned images as JPEG files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For
the Forced Encryption function, refer to the User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows
Server 2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.

Encryption Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the
File Format setting.
Encryption — Select this if you want to encrypt PDF files.
User Password — Enter a password for opening encrypted PDF files.
Master Password — Enter a password for changing PDF encryption settings.
Encryption Level — Select an encryption level.
¢ 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
3.0, PDF V1.1.
* 128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
5.0, PDF V1.4.
* 128-bit AES — Select this to set an encryption level to the one compatible with Acrobat
7.0, PDF V1.6.
Authority — Select the desired authority items on encrypted PDF files.
* Printing — Select this to authorize users to print documents.
* Change of Documents — Select this to authorize users to change documents.
* Content Copying or Extraction — Select this to authorize users to copy and extract
the contents of documents.
* Content Extraction for accessibility — Select this to enable the accessibility feature.

Tips

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption
function, refer to the User’s Manual Advanced Guide.

* The user password and the master password are not set at the factory shipment.

¢ Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level]
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the
encryption setting, refer to the User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

File Name Select how the scanned file will be named. Select [DocYYMMDD] to name it as described,
or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add the date and time
to a file name] check box.

Tip

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Namel], it is also applied to the meta
data file name.

Fragment Message Size Select the size of the message fragmentation. [No Fragmentation] is set as the default.
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Save as file Setting (Private template)

In the Save as file Setting page, you can specify how and where a scanned file will be stored.

Save as file Setting

1 File Formet

TFF(Mult)  ~

2 Encryption

Encryption

User Passviorg Retie Password [ERERE P
waster Passinry Retips Passwor

Encryption Level | 128-hit AES

Autharity

Printing

Change of Documents

Content Copying or Extraction
Content Extraction for accessibility

Select following 2 items

[@] Use local folder

Storage Path WMFPO7317401FILE_SHARE

Destination

[ Rermote 1

@ Use Administrator Setting

Protocol : SMB
Metwork Path

Use User Setting

Protocal SMB

sener arne [

Port Mumber{Command] _

MNetwork Path _

Login User Name _

Passward _ Retype Password _

[] Remate 2

@ Use Administrator Setting

Protocal | SMB
Metwork Path

Use User Setting

Protocal SMB

seer arne [

Port Mumber{Command] _

MNetwork Path _

Login User Name _

Passward _ Retype Password _

FTF ) FTPS () Netiare IPXISPX (0 Netware TCRIF

FTF ) FTPS () Netiare IPXISPX (0 Netware TCRIF

6 File Name

@ DocrYMMDDOYMMDD is a date)

[ Addthe date and tirme to a file name.

Item name

Description

1 File Format

Select the file format for the scanned file to be stored.

TIFF(Multi) — Select this to save scanned images as a Multi-page TIFF file.
TIFF(Single) — Select this to save scanned images separately as Single-page TIFF
files.

PDF(Multi) — Select this to save scanned images as a Multi-page PDF file.
PDF(Single) — Select this to save scanned images separately as Single-page PDF
files.

Slim PDF(Multi) — Select this to save scanned images as Multi-page slim PDF files.
Select this when you give priority to minimizing the file size over the quality of the image.
Slim PDF(Single) — Select this to save scanned images separately as Single-page
slim PDF files. Select this when you give priority to minimizing the file size over the
quality of the image.

XPS(Multi)— Select this to save scanned images as a Multi-page XPS file.
XPS(Single) — Select this to save scanned images separately as Single-page XPS
files.

JPEG — Select this to save scanned images as JPEG files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For
the Forced Encryption function, refer to the User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows
Server 2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.
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Item name Description

Encryption Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the
File Format setting.
Encryption — Select this if you want to encrypt PDF files.
User Password — Enter a password for opening encrypted PDF files.
Master Password — Enter a password for changing PDF encryption settings.
Encryption Level — Select an encryption level.
¢ 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
3.0, PDF V1.1.
* 128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
5.0, PDF V1.4.
* 128-bit AES — Select this to set an encryption level to the one compatible with Acrobat
7.0, PDF V1.6.
Authority — Select the desired authority items on encrypted PDF files.
* Printing — Select this to authorize users to print documents.
* Change of Documents — Select this to authorize users to change documents.
* Content Copying or Extraction — Select this to authorize users to copy and extract
the contents of documents.
* Content Extraction for accessibility — Select this to enable the accessibility feature.

Tips

* If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption
function, refer to the User’s Manual Advanced Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level]
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the
encryption setting, refer to the User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

Destination — Use local folder Select this to save a scanned file to the “FILE_SHARE” folder.

Tip

When [Meta Scan] is selected, you can only specify one destination.
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Item name

Description

4 | Destination — Remote 1

Select this check box to save the scanned file to a network folder. How you can set this item
depends on how the user with administrator privileges configured Remote 1 in the [Save as
file] submenu under the [Setup] menu.
When you select [Allow the following network folder to be used as a destination], you can
only select [Use Administrator Setting]. The protocol and the network path are displayed
below this item.
When you select [Allow user to select network folder to be used as a destination], you can
select [Use User Setting] and enter the following items to specify where to save the file.

If you are allowed to specify a network folder, select [Use User Setting] and enter the
following items to specify where to save the file.

Protocol
Select the protocol to be used for uploading a scanned file to the network folder.

* SMB — Select this to send a scanned file to the network folder using the SMB protocol.

* FTP — Select this to send a scanned file to the FTP server.

e ETPS — Select this to send a scanned file to the FTP server using FTP over SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using

the IPX/SPX protocol.
* NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using
the TCP/IP protocol.

Server Name
When you select [FTP] as the protocol, enter the FTP server name or IP address where a
scanned file will be sent. For example, to send a scanned file to the “ftp://192.168.1.1/user/
scanned” FTP folder in the FTP server, enter “192.168.1.1” in this box.
When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or
Tree/Context name (when NDS is available).
When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file
server. You can enter up to 64 alphanumerical characters and symbols.

Port Number(Command)
Enter the port number to be used for controls if you select [FTP] as the protocol. Generally “-
" is entered for the control port. When “-” is entered, the default port number, that is set for
FTP Client by an administrator, will be used. If you do not know the default port number for
FTP Client, ask your administrator and change this option if you want to use another port
number. You can enter a value in the range from 0 to 65535 using numbers and hyphens (-).
Hyphen (-) is set as the default.
Network Path
When you select [SMB] as the protocol, enter the network path to the network folder. For
example, to specify the “users\scanned” folder in the computer named “Client01”, enter
“\ClientO1\users\scanned\”.
When you select [FTP] as the protocol, enter the directory in the specified FTP server. For
example, to specify the “ftp://192.168.1.1/user/scanned” FTP folder in the FTP server, enter
“user/scanned”.
When you select “NetWare IPX/SPX” or “NetWare TCP/IP” as the protocol, enter the folder
path in the NetWare file server. For example, to specify the “sys\scan” folder in the NetWare
file server, enter “\sys\scan”.
You can enter up to 128 alphanumerical characters and symbols.
Login User Name
Enter the login user name to access an SMB server, FTP server, or NetWare file server, if
required. When you select [FTP] as the protocol, an anonymous log in is assumed if you
leave this box blank. You can enter up to 32 alphanumerical characters and symbols.
Password
Enter the password to access an SMB server, FTP server, or NetWare file server, if required.
You can enter up to 32 alphanumerical characters, symbols, and spaces. A single space
only can also be entered.
Retype Password
Enter the same password again for a confirmation.

5 | Destination — Remote 2

Select this check box to save the scanned file to a network folder. How you can set this item
depends on how the user with administrator privileges configured Remote 2 in the [Save as
file] submenu under the [Setup] menu.

If the user with administrator privileges specified Remote 2 to use only the specified network
folder, you can only select [Use Administrator Setting]. The protocol and the network path
are displayed below this item.

If the Remote 2 allows you to specify a network folder, you can specify the network folder
settings. See the description of the Remote 1 option for each item.
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Item name Description

6 | File Name Select how the scanned file will be named. Select [DocYYMMDD] to name it as described,
or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add the date and time
to a file name] check box.

Tip

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Namel], it is also applied to the meta
data file name.

Box Setting (Private template)

In the Box Setting page, you can specify how scanned images will be stored in the Box.

Box Setting i
1 ) BoxMumber 00000 : Public Box -
Cestiatin Password Retype Password
2 Iefer Mame
@ DocyYMMDOCYYMMDD is & date)
3 Document Mame ;
Item name Description

1 | Destination Specify the destination box number for e-Filing.

Box Number — Select the box number to store the scanned image.
Password — Enter the password if the specified box is set with a password.
Retype Password — Enter the same password again for a confirmation.

2 | Folder Name Enter the name of the folder where scanned images will be stored. If the specified named
folder does not exit, the folder will be created automatically. You can enter up to 64
characters.

3 | Document Name Select how the scanned file will be named. Select [DocYYMMDD] to name it as described,
or enter the desired file name in the box.

Store to USB Device Setting (Private template)

On the Store to USB Setting page, you can set the method for saving templates in USB media.

Store to USB Setting M

1 Fils Format TIFF {Multi) -
[ JEnchyption
User Password [P Retype Password
Master Password [EEEEEREETT Retype Password =
Encryption Level | 128-bit AES ~

2 GEm Autharity

[IPrinting

[[Jchange of Documents

O Content Copying or Extraction

[l content Extraction for accessibility

@ DocyMMDDCYMMODD is a date)

[[] Add the date and time to = file name.

< [ ] v
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Item name

Description

1 File Format

Select the file format of the scanned image.

¢ TIFF(Multi) — Select this to save scanned images as a Multi-page TIFF file.

* TIFF(Single) — Select this to save scanned images separately as Single-page TIFF
files.

* PDF(Multi) — Select this to save scanned images as a Multi-page PDF file.

* PDF(Single) — Select this to save scanned images separately as Single-page PDF
files.

* Slim PDF(Multi) — Select this to save scanned images as Multi-page slim PDF files.
Select this when you give priority to minimizing the file size over the quality of the image.

* Slim PDF(Single) — Select this to save scanned images separately as Single-page
slim PDF files. Select this when you give priority to minimizing the file size over the
quality of the image.

¢ XPS(Multi)— Select this to save scanned images as a Multi-page XPS file.

* XPS(Single) — Select this to save scanned images separately as Single-page XPS
files.

* JPEG — Select this to save scanned images as JPEG files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For
the Forced Encryption function, refer to the User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows
Server 2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.

2 | Encryption

Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the
File Format setting.
Encryption — Select this if you want to encrypt PDF files.
User Password — Enter a password for opening encrypted PDF files.
Master Password — Enter a password for changing PDF encryption settings.
Encryption Level — Select an encryption level.
* 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
3.0, PDF V1.1.
* 128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat
5.0, PDF V1.4,
* 128-bit AES — Select this to set an encryption level to the one compatible with Acrobat
7.0, PDF V1.6.
Authority — Select the desired authority items on encrypted PDF files.
* Printing — Select this to authorize users to print documents.
* Change of Documents — Select this to authorize users to change documents.
* Content Copying or Extraction — Select this to authorize users to copy and extract
the contents of documents.
* Content Extraction for accessibility — Select this to enable the accessibility feature.

Tips

» If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption
function, refer to the User’s Manual Advanced Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level]
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the
encryption setting, refer to the User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

3 | File Name

Select how the scanned file will be named. Select [DocYYMMDD] to name it as described,
or enter the desired file name in the box.

When you want to add the date and time in the file name, select the [Add the date and time
to a file name] check box.

Tip

data file name.

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Namel], it is also applied to the meta
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Scan Setting (Private template)

In the Scan Setting page, you can specify how originals are scanned for the Scan to File, Scan to Email, and Scan to

e-Filing agent.

Scan Setting

OFF ~
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Original Size
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RGE Adjustment
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Omit Blark Page

Outsice Erase

-
»

Item name

Description

1 Preview

Select whether to display the scanned image on the control panel after the scanning an
original.

e OFF — Select this not to display the scanned image.

* ON — Select this to display the scanned image.

2 | Single/2-Sided Scan

Select whether to scan one side or both sides of an original. Available only when the
Reversing Automatic Document Feeder is installed.
* Single — Select this to scan one side of an original.
* Duplex Book — Select this to scan both sides of originals when the pages are printed
vertically in the same direction and bound along the vertical side of the paper.
* Duplex Tablet — Select this to scan both sides of originals with a vertical reversal to be
bound along the horizontal side of the paper.

Rotation

Select how the scanned images will be rotated.

4 | Color Mode

Select the color mode for scanning.

¢ Black — Select this to scan in the black mode.

* Gray — Select this to scan in the gray scale mode.

¢ Full Color — Select this to scan in the full color mode.

¢ Auto Color — Select this to scan in the auto color mode.

e The [Color Mode] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format]
option in the Save as File Settings and that in the Email Setting.

* When [Auto Color] is selected, you cannot select JPEG or TIFF (Multi) for the file format. Also when [Black] is selected,
JPEG is not allowed.

5 | Resolution

Select the resolution for scanning.

The [Resolution] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format] option in
the Save as File Settings and that in the Email Setting.

6 | Compression

Select the compression for scanning.

* This cannot be set when [Black] is selected at the [Color Mode] box.
* The [Compression] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format]
option in the Save as File Settings and that in the Email Setting.
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Item name Description
7 | Original Mode Select the document type of the originals.
* Text — Select this to set the Text mode as the default original mode.
* Text/Photo — Select this to set the Text/Photo mode as the default original mode. This
can be selected only when [Black] is selected in the [Color Mode] box.
* Photo — Select this to set the Photo mode as the default original mode.
This cannot be set when [Gray] is selected in the [Color Mode] box.
8 | Exposure Select the exposure for scanning.
Select [Auto] to automatically apply the best contrast for the document. You can also
manually adjust the exposure in 11 stages. The farther to the right that you set the value, the
darker the density of the scanned image will become.
[Auto] is not available when [Gray], [Full Color], or [Auto Color] is selected at the [Color Mode] box. In that case, set the
exposure manually.

9 | Original Size Select the original size.

If this is set to [Auto], the size is automatically detected. Select [Mixed Original Sizes] to
scan a document with mixed sizes. You can also specify the original size.

10 | Background Select the density level of the background of the scanned image. Density can be adjusted in
9 levels. The farther to the right that you set the value, the darker the density of the
background will become.

11 | Contrast Select the contrast level of the scanned image. Contrast can be adjusted in 9 levels. The
farther to the right that you set the value, the higher the contrast level will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.

12 | Sharpness Select the sharpness level of the scanned image. Sharpness can be adjusted in 9 levels.
The farther to the right that you set the value, the sharper the scanned image will become.

13 | Saturation Select the saturation level of the scanned image. Saturation can be adjusted in 7 levels. The
farther to the right you set the value, the more vivid the scanned image will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.

14 | RGB Adjustment Select the RGB density level of the scanned image. RGB density can be adjusted in 9 levels
for each color. The farther to the right you set the value, the darker the density of the
selected color will become.

This is not available when [Black] or [Gray] is selected at the [Color Mode] box.

15 | Omit Blank Page Select whether to automatically omit a blank page in the scanned image if it is included in
originals.

e OFF — The blank page is not omitted.
* ON — The blank page is omitted.

16 | Outside Erase Select whether to erase a shade that appears outside of the scanned image when an
original is placed on the document glass while the Original Cover is left open. The erased
shade will be whitened.

If you want to erase it, you can select the criteria in 7 levels for judging if it is an area to be
erased. The farther to the right you select, the larger the area that will be erased. [OFF] is
selected by default.
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Extended Field settings

You can set extended fields for meta data.
Set the field you have registered in [Administration] - [Registration] - [Extended Field Definition].

Extended Field settings
T tended Field Defirtion No. 001 - test001 ~
1 . I |
*DisplayName2 ]
*DisplayName2
DisplayName3
*DisplayMamed -
*DisplayNames [TTITT]
Item name Description
1 | Extended Field Definition No. Allows you to select a registered extended field definition.

Extended Field Properties

[Extended Field Properties] set under the selected extended field definition are displayed.

Values set in this screen are used as the default values for [Extended Field Properties] displayed on the control panel
when using Meta Scan.

Items with an asterisk (*) attached at the beginning of the [Extended Field Properties] name are mandatory entry fields.

Password Setting

In the Password Setting page, you can set a password for the private template.

Password Setting
1 ordl
2 etvpe
Item name Description
1 | Password Enter a password.
2 | Retype Password Enter the same password again for a confirmation.
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H [Address Book] Item list

1 P.76 “[Address Book] screen”

] P.77 “[Contact Property] screen”

] P.78 “[Fax Setting] screen”

] P.79 “[Search Contact] screen”

] P.79 “[Search Address List] screen”
P.80 “[Group Properties] screen”

U [Address Book] screen

You can manage a contact list to be used in E-mail, Internet Fax, and fax transmissions.

Tips

* Click [Contacts] or [Groups] to switch the display between the list of addresses and the list of groups where
contacts are assigned.
* Address Book can be also managed using the control panel. Refer to the User’s Manual Advanced Guide.

Contacts
Address Book
; ] Contacts | Groups
Add Aadress Se!m:h
3 —Group Al Groups -
4 10 M\Imj Email Address |Ei urnber
10 Fir: | Mame10 Lasthlamed 0 Lizer0 | resxcaimple com 901-2:)15-6783
5 El Firsthlame0s Lasthlamend Lizer09 | resxcaimple com 530-1:|14-5678
6 TS — le com 783-0 | 13-4567
7 Firsthlame0? Lasthlamen? Lizer0; COMm 678-8() 2-3456
7 5 FIFSTMAMELD LAsTMameLb User Ub[esampile Com Sor-o5U1-2345
5 Firsthlame0s Lasthlamens Lizer 0! COm 456-7830-1234
4 Firsthlame0d Lasthlamend Lizer0: COm 345-6785-0123
3 Firsthlame03 Lasthlamens Lizer0: COm 234-5678-8012
2 Firsthlame02 Lasthlamen? Lizer0; COm 123-4567-6901
1 Firsthlame0! Lasthlament Lizer01 COom 012-3456-7830
Go to top of this nace
Item name Description
1 | [Add Address] button Allows you to add a new contact in the address book.
1 P.77 “[Contact Property] screen”
2 | [Search] button Allows you to search a contact from the address book.
1 P.79 “[Search Contact] screen”
3 | Group Select a group to display in the address list.
* All Groups — Displays all the groups.
* Registered Groups — Displays the registered groups only.
4 |ID Displays the registered ID of the contact.
O P.77 “[Contact Property] screen”
5 | Name Displays the name registered to the contact.
[ P.77 “[Contact Property] screen”
6 | Email Address Displays the E-mail address registered to the contact.
[ P.77 “[Contact Property] screen”
7 | Fax Number Displays the fax number registered to the contact.
[ P.77 “[Contact Property] screen”
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Group

Address Book

Contacts | Groups

1 — )
2 din} ME arne Cnnl.acta
3 = ) fmens |
4 GroupMamend 16 |
4 BN I
B Grophlamen? 10
1 Grovphlame 10

Go to top of this pane

Item name Description
1 | [New] button

Allows you to add a new group.
1 P.80 “[Group Properties] screen”

2 |ID Displays the registered ID of the group.
O P.80 “[Group Properties] screen”

Displays the registered name of the group.
[ P.80 “[Group Properties] screen”

3 | Group Name

4 | Contacts Displays how many address books are registered in the group.

U [Contact Property] screen

1
2
3 Cintact Dranarty Address Book e
4 Save || Cancel [@‘@‘
§ — L rarsain |
“Either
*Either
6 First Mame:
7 Last Name:
8 Email Address
9 Faoe humber
10 Fax Humber
1
12 Department
13 ——Feer
Item name Description

[Save] button

Saves the entered information.

[Cancel] button

Cancels adding or editing a contract.

[Reset] button

Erases information entered in the given box.

[Delete] button

Deletes the displayed contact.

A B WOIN| =

[Fax Setting] button Registers the contact for fax transmission.

L0 P.78 “[Fax Setting] screen”

Enter the first name of the contact. You can enter up to 32 characters. Invalid characters are
replaced with "I".

6 | First Name

7 | Last Name Enter the last name of the contact. You can enter up to 32 characters. Invalid characters are

replaced with "I".

Email Address
Fax Number Enter the fax number of the contact. You can enter up to 128 characters.
10 | 2nd Fax Number
11 | Company

Enter the E-mail address of the contact. You can enter up to 192 characters.

Enter the second fax number of the contact. You can enter up to 128 characters.

Enter the company name of the contact. You can enter up to 64 characters. Invalid
characters are replaced with "I".
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Item name Description
12 | Department Enter the department name of the contact. You can enter up to 64 characters. Invalid
characters are replaced with "!".
13 | Keyword Enter the comments on the contact. You can enter up to 256 characters. Invalid characters

are replaced with "I".

U [Fax Setting] screen

You must specify either the [First Name] or [Last Name] box and either the [Email Address] or [Fax Number] box to

register the contact.
in the [Fax Number] and [2nd Fax Number], a three-second pause is added for dialing the fax

“ n

If you enter
number.

To perform fax transmission, the Fax Unit is required. If the Fax Unit is not installed, you cannot perform the fax
transmission even if you specify the fax number.

Fax Setting

1 ——@ Resst
I—

Address Book b Conlaci Property »

B

FIAD

1

ine Select

oo NG bW

GQuisity Transmit

Type

-
o

Item name Description
1 | [Save] button Saves the entered information.
[Reset] button Restores fax settings set for the contact to the default status.
SuB Enter the mailbox number if you want to send a fax to the contact's fax mailbox. You can
enter up to 20 characters using numbers, #, and *.

4 | SID Enter the password to send a fax to the contact's fax mailbox. You can enter up to 20
characters using numbers, #, and *.

5 | SEP Enter the mailbox number if you want to retrieve a document from the contact's fax mailbox.
You can enter up to 20 characters using numbers, #, and *.

6 | PWD Enter the password to retrieve a document from the contact's fax mailbox. You can enter up
to 20 characters using numbers, #, and *.

7 | ECM Select whether to enable or disable ECM (Error Correction Mode). If [ON] is selected, it
facilitates error free communications by automatically resending any portion of the
document affected by phone line noise or distortion.

8 | Line Select Select whether specifying the line to be used. If this is set to [Auto], this equipment
automatically selects the line to be used. However, [Line 2] can be applicable only when the
2nd Line for Fax Unit is installed.

9 | Quality Transmit Select whether to send a document in the Quality TX mode. If [ON] is selected, this
equipment sends documents at a slower speed than normal so that the transmission will be
less affected by line condition.

10 | Transmission Type Select whether the document will be sent in [Memory Transmit] mode or [Direct Transmit]

mode.
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U [Search Contact] screen

You can search for contacts in the LDAP server and add them to the address book.

Tip

In order to use the LDAP search, the directory service must be set up by a user who has been granted administrator
privileges in the access policy mode. Before operating the LDAP search, ask your administrator if the Directory Service
has been configured.

(=2}
HEEERR

Search Contact

1 —— (S]]
1

Enter a partial name or Email address to search for a contact,

Directary Senvice Mame  LDAP serverd]

First Name

Last Name

Ermnail Address

Fax Nurnber

campany

Deparrment

Item name

Description

1 | [Search] button

Searches contacts with the entered conditions.
3 P.79 “[Search Address List] screen”

[Cancel] button

Cancels the contact search.

Directory Service Name

Select the LDAP server for the search.

First Name

Last Name

Email Address

Fax Number

Company

Ol N g~

Department

Enter the search condition.

Tips

* If you select [MFP LOCAL] at the [Directory Service Name] box, you can search for destinations in the address
book of this equipment.

* TopAccess will search for destinations that contain the text entered in each item.

* Leaving the box blank allows wild-card searching. However, you must specify at least one.

U [Search Address List] screen

Select from the search address list and add to the address book.

—@ Cancel Regearch
—

Search Address List

MNumber of Search Result1

I vN_aIrn_e

Email Address

Fax

mber

[ [Firstr I mel Lasthamel!

User01E

scample.com

012-34

B-7890

Gototan o] this page

O~NOOT AWN=

Item name

Description

1 | [Add] button

Adds the contact selected in the search address list into the address book.

2 | [Cancel] button

Cancels the search address list display.
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Item name Description
3 | [Research] button Returns to the [Search Contact] screen to change the search criteria and execute the search
again.
4 | Number of Search Result Displays the number of found contacts.
5 | Check box Select contacts to be registered to the address book.
6 | Name Displays the search result.
7 | Email Address
8 | Fax Number

U [Group Properties] screen

You can create groups that contain multiple recipients.
This enables you to specify a group as the destination when sending an E-mail, Internet Fax, or fax to multiple recipients.

GEETIED]

Group Properties

Address Bagk »

@ Cancel || Reset | Delete
|

*Group Marme

|roupMame0s

=
[
=
=
=

whlame

Ermail Address

Fax Mumber

3
=

Firsth

mel0 Lasthlame10

Lzer1ly

lexample.com o01-2:)5-6789

g

Firsth

meld Lasthlame03

Lizer(9

lexample.com 590-12|4-5678

Firsth

OCOoO~NO GhWN -

mels Lasthame08

Lizer(s

lexample.com 789-01)3-4567

Lasthame07

B78-90|2-3456

Lasthame0s

567-85)1-2345

—
-0

Lasthame0s

456-7830-1234

Lasthame0d

345-6789-0123

Lasthame03

L:
|t
|t
L
|t

234-5678-8012

=

Lasthame02

=
=)

123-4567-6901

o
I
7
6
5
4
3
2
1

Oojo|EE|E|E|E
Ojo|jo|o|ojo|=|=

Lasthame01

012-3456-7830

Go to top of this pane

Item name Description

1 | [OK] button Registers the selected contacts as a group.

2 | [Cancel] button Cancels the group registration.

3 | [Reset] button Resets the contents.

4 | [Delete] button Deletes the displayed group.

5 | Group Name Enter the group name. You can enter up to 20 characters.

6 |ID Displays the registered ID of the contact.

7 | Email Select the check box to register E-mail address into the group when the contact has E-mail
information.

8 | Fax Select the check box to register fax number into the group when the contact has fax number
information.

9 | Name Displays the last name and first name registered to the contact.

10 | Email Address Displays the E-mail address registered to the contact.

11 | Fax Number Displays the fax number registered to the contact.
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H [Inbound FAX routing] Item list

ITU-T communications function between fax devices with ITU-T support and enable fax transmission to and retrieval from

mailboxes.
The type of mailboxes for ITU-T communications must be set in advance to either confidential, bulletin board, or forward.

You can specify a password on any mailbox to secure confidentiality.

* Mailboxes can be managed only when the Fax Unit is installed.
* The Internet/Fax (Relay) agent cannot be used to forward an inbound fax routed via Inbound FAX Routing.

Tip

Mailboxes can be managed using the control panel.

P.81 “[Inbound FAX routing] screen”

P.82 “[MailBox Properties] screen”

P.83 “MailBox Setting (Mailbox)”

P.84 “Destination Setting (Mailbox)”

P.84 “InternetFax Setting (Mailbox)”

P.84 “Relay End Terminal Report (Mailbox)”
P.85 “Save as file Setting (Mailbox)”

P.85 “Email Setting (Mailbox)”

P.85 “Box Setting (Mailbox)”

U [Inbound FAX routing] screen

You can manage mailboxes used for ITU-T communications.

Inbound FAX routing Sy
1 — ]
2 wEinx Murnber ﬂlName |ﬁ“.9ﬂ Comment.
3 —— ) imennz Em || & Save as file
o0z Userhamen2 Co |idential
4 o [ |==Lictentisl
5 — | —ComE
Item name Description
1 | [New] button Creates a mailbox for F-code communications.
P.82 “[MailBox Properties] screen”
2 | Box Number Displays the registered mailbox number.
3 | User Name Displays the user name of the registered mailbox.
4 | Agent Displays the agent assigned to the mailbox.
5 | Comment Displays the registered comment.

[Registration] Tab Page Overview 81



U [MailBox Properties] screen

You can set a mailbox.

MailBoxes Properties MailBioxes w
; ] |7Sa\;| Cancel
—_—
3 =T Select Agent
4 =[] Confidential ——[_] InternetiF ax(Relay)
5 =[] Bulletin Board ] | Save a5 flle
6 | Forward m—T G
(| Store to e-Filing
7 8 910
Item name Description

[Save] button

Saves the mailbox.

[Cancel] button

Cancels the mailbox settings.

[Select Agent] button

Set the agent to apply to the forward mailbox.

PO IN| =

Confidential

Creates a confident mailbox.

The Confidential Box allows a one-time document retrieval from the mailbox. Once a
document is retrieved, it is cleared. If a new document is sent to the same box number
where another document is stored, it is added to the existing box.

1 P.83 “MailBox Setting (Mailbox)”

5 | Bulletin Board

Creates a bulletin board mailbox.

The Bulletin Board Box allows multiple document retrievals from the same mailbox. Once a
document is retrieved, it is not cleared. If a new document is sent to the same Box, it
replaces the existing one.

1 P.83 “MailBox Setting (Mailbox)”

6 | Forward

Creates a multiple transmission relay mailbox. When you select this, select the agent from
[Internet/Fax(Relay)], [Save as file], [Email], or [Store to e-Filing].

Use the forward mailbox when you want to forward a fax document to specified destinations
automatically.

7 | Internet/Fax(Relay)

Creates a multiple transmission relay mailbox for the Internet Fax or fax. This agent can be
combined with the Save as file agent or Store to e-Filing agent.

[ P.83 “MailBox Setting (Mailbox)”

[ P.84 “Destination Setting (Mailbox)”

1 P.84 “InternetFax Setting (Mailbox)”

[ P.84 “Relay End Terminal Report (Mailbox)”

The Internet/Fax (Relay) agent cannot be used to forward an inbound fax routed via Inbound FAX Routing.

8 | Save as file

Creates a shared folder forwarding mailbox. This agent can be combined with the Internet/
Fax(Relay), Email, or Store to e-Filing agent.

1 P.83 “MailBox Setting (Mailbox)”

1 P.85 “Save as file Setting (Mailbox)”

9 | Email

Creates an E-mail forwarding mailbox. This agent can be combined with the Save as file
agent or Store to e-Filing agent.

1 P.83 “MailBox Setting (Mailbox)”

O P.85 “Email Setting (Mailbox)”

10 | Store to e-Filing

Creates an e-Filing forwarding mailbox. This agent can be combined with the Internet/
Fax(Relay) agent, Save as file agent, or Email agent.

P.83 “MailBox Setting (Mailbox)”

L P.85 “Box Setting (Mailbox)”
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U MailBox Setting (Mailbox)

In the MailBox Setting page, specify the general information of the mailbox such as the box number, password, owner,

comment, and notification.

* The [Notification] and [Document Print] options are not available when creating the Confidential mailbox or Bulletin

Board mailbox.

* Mailbox communication is disabled if the settings on this equipment and information registered for the destination
do not match. Check how the box number and the fax number of the destination are registered on the journal
before entering the box number.

MailBox Setting
*Required
1 B0 humber 001
3 User Name
4 mmert:
E|:|=Send Email when an error oceurs
5 ctification [ send Email when jobis completed
Email Address
6 Documert Prirt Alwiays -
Item name Description

1 | Box Number

Enter the box number of the mailbox. You can enter up to 20 characters including numbers,
sharp marks (#), and asterisks (*).

You can also specify the sender’s fax number to enable the Inbound Fax routing when
registering a Forward mailbox. If you specify the sender’s fax number here, the faxes that
are received from the specified fax number will be routed according to the mailbox settings.

* The Inbound Fax routing is available only for a Forward mailbox. If you select [Confidential] or [Bulletin Board] as an
agent, you cannot specify the fax number.

* When a fax is sent from the specified fax number with a box number (or sub address), the Inbound Fax routing will not
apply to the transmission and it is processed according to the specified box number (or sub address) settings.

2 | Password

Enter the box password if you want to protect the mailbox by the password. You can enter
up to 20 characters including numbers, sharp marks (#), and asterisks (*).

User Name

Enter the user name of this mailbox. You can enter up to 30 characters.

Comment

Enter the comment. You can enter up to 30 characters.

5 | Notification

This specifies how the notification message will be sent if an error occurs.

Send Email when an error occurs — Transmits a notification message to the specified
E-mail address when an error occurs.

Send Email when job is completed — Transmits a notification message to the specified
E-mail address when a job is completed.

Email Address — Enter the E-mail address for the notification messages. You can enter up
to 192 alphanumerical characters.

When you enable the Notification setting, make sure to set up the E-mail settings in the [Email] submenu of the [Setup] menu
in the TopAccess access policy mode. For instructions on how to set up the E-mail settings, see the following section:
[ P.231 “Setting up E-mail settings”

6 | Document Print

Select whether to print a document sent to this mailbox.
* Always — Always prints documents sent to this mailbox.

* ON ERROR — Prints the document if all specified forwarding has failed.
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U Destination Setting (Mailbox)

In the Recipient List page, you can specify the destinations of the Internet/Fax (Relay), or Email agent.

When you are setting up the destinations for the Email agent, you can only specify the E-mail addresses for the
destinations.

When you are setting up the destinations for the Internet/Fax (Relay) agent, you can specify both fax numbers and E-mail
addresses for the destinations.

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting recipients from the
address book, selecting destination groups from the address book, or searching for destinations in the LDAP server.

The methods of entering the destinations manually and searching for the destinations in the LDAP server are not
available if you are setting the destination for the Internet/Fax (Relay) agent.

Operations are the same as the following procedure.
P.58 “Destination Setting (Private template)”

U InternetFax Setting (Mailbox)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.
Operations are the same as the following procedure.
P.64 “InternetFax Setting (Private template)”

U Relay End Terminal Report (Mailbox)

On the Relay End Terminal Report page, you can specify a destination to which the transmission result list will be sent.

; T R|elay End Terminal Report
R e |
3 A;d Cancel || Reset
—_ 1
[
4 —
5 Email |Fax|ID |whame Ernail Address Eax Mumber
) ® Lasthame01 |LL O 01 2-3456-7530
Fi Lasthame0?2 |Liserd: O 123-4567-5901
i Lasthame03 LI O 234-5675-9012
Lasthame0d |L: O 345-6759-0123
Lasthame0s LI O 456-7HA0-1234
Lasthame0s LI O S67-5901-2345
Lasthlame07 |Lk: O 675-901 2-3456
Lasthame0s |LI O 759-01 23-4567
Lasthame03 LI O 5A0-1234-5675
® ® 10|F Lasthlame1 0 |Userl Dig@exampls som S0 - 2345676
Go to top ofthis page
< i v )
Item name Description
1 | [Add] button Adds settings to transmit the relay end terminal report.
2 | [Cancel] button Cancels the settings.
3 | [Reset] button Resets the settings.
4 | Entry box Enter the E-mail address or fax number of the recipient.
5 | Recipient list Displays the registered destinations. Select the E-mail address or fax number of the
destination.

You cannot specify more than 1 destination for the destination of the Relay End Terminal Report.
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0 Save as file Setting (Mailbox)

In the Save as file Setting page, you can specify how and where a received fax will be stored.

Instructions on how to do the Save as file setting for the mailbox are the same as for the Save as file setting for a private
template.

Operations are the same as the following procedure.

P.68 “Save as file Setting (Private template)”

You cannot specify USB media as the storage in the Save as file Setting Page.

U Email Setting (Mailbox)

In the Email Settings page, you can specify the content of E-mail document to be sent.

Instructions on how to do the E-mail setting for the mailbox are the same as for the E-mail setting for a private template.
Operations are the same as the following procedure.

P.66 “Email Setting (Private template)”

0 Box Setting (Mailbox)

In the Box Setting page, you can specify how a received fax will be stored in the Box.
Operations are the same as the following procedure.
P.71 “Box Setting (Private template)”
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[Registration] How to Set and How to Operate

P.86 “Managing templates”
P.94 “Managing address book”
P.100 “Managing mailboxes”

H Managing templates

P.86 “Registering and editing private template groups”
P.89 “Registering or editing templates”
P.93 “Displaying public templates”

U Registering and editing private template groups

Before registering private templates, you have to register the private template group. You can classify the private
templates according to every department, every user, and use by registering the private template groups.
Also each private template group can be protected by a password.

Tips
* You can define up to 200 private template groups. To define the private template groups, you can specify the group

name, owner, and E-mail notification setting.
* The required template may have already been created by a user who is granted administrator privileges in access
policy mode, or other user. Check the existing templates to see if they can be used before creating a new template

or group.
1 Click the [Registration] tab and the [Template] menu.
The Template Groups page is displayed.

2 Click the [Undefined] group link to create a new private group. Click the defined group
name link to edit the group information.

e-Filing
Login

Courter

Device «Joh Status Registration

Template || llclE

Template Groups
Please select a group to edit below.
Public Template Groups

[ria [ Jrame [User Hame |
|Puiic: | JPublic Tempiste Groups | |

m»

All Groups \ Defined Groups

Jump ta
001 017 021 031 041 051 061 071 081 091 101 111 121 151 141 151 161 171 181 181

o Hame. User Hame
[ Tempiete001 Userhlamenin

0z Templete00z Userhlameniz

=] Templete00s Userhlamenis

04 Templete0d

3 EmT

[ £ |userong userlng

o7 £ |userni? userin?

[ Uncefined ceineg | i

* If you select the private template group that has not been defined, the Group Properties page is displayed. Skip

to step 5.
* If you select the defined private template group that is not protected by a password, the Private Templates page

is displayed. Skip to step 4.
* If you select the defined private template group that is protected by a password, the Input Group Password

page is displayed. Go to the next step.

Tips
* The page displays all 200 private template groups in default page view. You can display only defined private

template groups by clicking on the [Defined Groups] link.
* If you know which private template group you want to define or edit, click the number of the private template

group in the [Jump to] links.
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5 [Registration] Tab Page

When the Input Group Password page is displayed, enter the password for the selected

private template group and click [OK].

Device Registration

Template

Input Group Password

Group Information

Couinter

e-Filing
Login

[Hame [User Hame

(e
B

‘UUB |useruus |useruus |
Rn
‘Passv»r‘lluuuuuu ,,L

The Group Properties page is displayed.
4 Click [Edit], [Change Password], or [Reset]

Devics. Repistration

Template

Private Templates

Template Groups »

Group Information

e-Filing
Login

Ho. | N [ [Heme

|User Hame

joos TNy | & usernos

[ useraos

If you select [Reset], you can reset the unnecessary private group and restore it to an undefined private group. Skip

to step 7.

If you reset the group information, all private templates registered in the group will be deleted.

5 Enter the items below as required.

Device: Registration
Template

Group Properties

Group Information

e-Filing
Login

(Mo [Hame |User Mame

‘nns |é |userDDE |usarDDE

Save || Cancel

*Required

Mumber 006

*harme: use0E

User Mame userl]0B

This Email address is used as defaull recipient each for template:
Ema.ng‘UserClUE@examp\e cam |

Motification

U

You can configure the following settings in this page:
3 P.53 “[Group Properties] screen”
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5 [Registration] Tab Page

e-Filing
Login

Devics

Registration
Template

Change Group Password b

Group Information
[ra [ [name [User Hame |
‘UUB |é |useruus |useruus |

Save || Cancel

Old Password

hew Passuord ssssee I

cesves]

Retype Passwo

You can configure the following settings in this page:
P.55 “[Change Group Password] screen”

Click [Save] to apply changes.

7 Click [OK].

This step is not required if you have selected [Edit] in step 4.
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U Registering or editing templates

In each private template group, you can create up to 60 templates. To define the private template, specify the panel
settings that will be displayed in the control panel and agent settings. Each private template can also be protected by a
password.

Tip
Each template can be created in combination of the following agents:
* Copy template can be combined with the Save as file or Store to e-Filing agent.
* Fax/Internet Fax template can be combined with the Save as file agent.

* Scan template can be created with up to two agents in a combination of the Save as file, Email, and Store to e-
Filing agents.

Click the [Registration] tab and the [Template] menu.
The Template Groups page is displayed.

2 Click the group name link where you want to register or edit the private template.

e-Filing
Login

Device

Job Status Repgistration Courter
Template | i
Template Groups

DPlease select a group to edit below.

Public Template Groups
[ | [riame |User Hame |

|Public | Jpublic Tempiste Graups | |

All Groups \ Defined Groups =
Jumnp to

001 011 021 031 041 081 061 071 081 091 101 111 121 131 141 151 161 171 181 181

[ Hiame User Name

[ Templete001 Useriameni

02 Templet=002 Userilameniz

003 Templet=003 Userilamens

004 Templets004

005 Gicsialiiatas

[ £ |usernng userlng

o7 £ |userni? userin?

[ Undsfined Ur\daﬂr\aK i

* If you select the defined private template group that is not protected by a password, the Private Templates page
is displayed. Skip to step 4.

* If you select the defined private template group that is protected by a password, the Input Group Password
page is displayed. Go to the next step.

Tips

* The page displays all 200 private template groups in default page view. You can display only defined private
template groups by clicking on the [Defined Groups] link.

* If you know which private template group you want to define or edit, click the number of the private template
group in the [Jump to] links.
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When the Input Group Password page is displayed, enter the password for the selected
private template group and click [OK].

e-Filing
Login

Device «Joh Status Registration Courter

Template

Address Book

Input Group Password

Group Information
T
‘UUB |é |useruus |useruus |

[Hame [User Hame |

‘Passv»rll eeneee N
W1

The Private Templates page is displayed.

From the templates list, click the [Undefined] icon to register a new template, or click
defined icon to edit the template.

e-Filing
Login

Device «Joh Status Registration Courter

Template

Addre=s Hook

Private Templates template Groups »

Group Information

[ | Jreme |User Hame |
oo | |Templeteaos | |

Panel View | Listview

m

Flease click a template picture to edit.

Jumpto

1-6 7-12 13-18 19-24 25-30 31-3f 37-42 43-48 49-54 55-f0

Tenplatmmind
a3 COPY MODE Undetined
: 5 z
v Undefined
Unelefined Undefined
3 4
Unelefined Undefined
Unelefined Undefined
5 3
Unileined Undetined
G Ty i el

* If the templates list is displayed in the List view, click the [Undefined] template name to register new template,
or click the defined template name to edit the template.

* If you select the private template that has not been defined, the Template Properties page to select agents is
displayed. Skip to step 7.

¢ If you select the defined private template that is not protected by a password, the Template Properties page is
displayed. Skip to step 6.

* If you select the defined private template that is protected by a password, the Input Template Password page is
displayed. Go to the next step.

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* If you know which private template you want to define or edit, click the number of the private template in the
[Jump to] links.
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5 [Registration] Tab Page

When the Input Template Password page is displayed, enter the password for the
selected private template and click [OK].

e-Filing
Login

Device ok Status Registration

Template

Input Template Password

Group Information
[Ma ] [rame |User Mame |

‘nng |é |Temple«enna | |

Template Information
[ria [ [name [User Mame |

I [ |

%
N
A\ ) TN |

W1

The Template Properties page is displayed.

On the [Template Properties] page, click either [Edit], [Change Password], or [Reset
Template].

e-Filing
Login

Device Registration

Template

Template Properties  Template Groups b private Templatese =

Group Information
[Me ] [mame |User Mame |
‘nng |é |Temp|e«enna | |

Template Information
[Me ] [name |User Mame |

oot [ [ooey [ |

l Change Pasgward ” Reset Ternplate ]

)

@ Copy
pane

hotification
#utometic Start | Disskle
#gent Capy

Scenner

If you select [Reset Template], you can reset an unnecessary private template and restore it to an undefined
template. Skip to step 10.
Enter the items below as required.

¢ If you have selected [Edit] in step 6, select the agent and click [Select Agent].

e-Filing
Login

Device Registration

Template

Template Properties  Template Grouss » Erivate Templatesw

Capy 1 Ermail

[ETFaue ! InternetF ax [ zave as e

[[scan [ stare to e-Filing

[“Ineta Scan k [ ] 5ave to USE Media >
1 AV 4

You can configure the following settings in this page:
P.56 “[Template Properties] screen”

[Registration] How to Set and How to Operate 91



* If you have selected [Change Password] in step 6, enter the following items and skip to step 9.

Device Job Status

Template

Group Information

Logs Repistration Corter

Change Template Password

e-Filing
Login

[Me ] [mame

|User Hame |

‘nng |é |Temple«enna

Template Information

[ria [ [name

[User Hame |

‘UEH |é |Cuny

Save || Cancel

Old Password seseee

hew Passuvord seseee

Retype Passwo || sesees|

R

You can configure the following settings in this page:
P.55 “[Change Group Password] screen”

Click each button displayed in the page to specify or edit the associated template

properties.

[Panel Setting]

Specify icon settings of the template.
P.57 “Panel Setting (Private template)”

[Destination Setting]

Specify the destination to be sent. This can be set only when creating the Fax/Internet
Fax agent or Scan to Email agent.
P.58 “Destination Setting (Private template)”

[InternetFax Setting]

Specify how the Internet Fax is transmitted. This can be set only when creating a Fax/
Internet Fax agent.
P.64 “InternetFax Setting (Private template)”

[Fax Setting]

Specify how the documents are faxed. This can be set only when creating a Fax/Internet
Fax agent.
P.64 “Fax Setting (Private template)”

[Email Setting]

Specify how the documents are transmitted as E-mail messages. This can be set only
when creating a Scan to Email agent.
P.66 “Email Setting (Private template)”

[Save as file Setting]

Specify how the documents are saved in a shared folder on this equipment, USB media,
or a network folder. This can be set only when creating a Save as file agent.
P.68 “Save as file Setting (Private template)”

[Box Setting]

Specify how the documents are saved in e-Filing. This can be set only when creating a
Scan to e-Filing agent.
P.71 “Box Setting (Private template)”

[Store to USB Setting]

Specify how the document is saved in USB media.
P.71 “Store to USB Device Setting (Private template)”

[Scan Setting]

Specify how the documents are scanned. This can be set only when creating the Save as
file agent, Scan to Email agent, and Scan to e-Filing agent.
P.73 “Scan Setting (Private template)”

[Extended Field settings]

Set extended field definition information and extended field settings.
P.75 “Extended Field settings”

[Password Setting]

Set a password for the private template.
P.75 “Password Setting”

9 Click [Save].

Click [OK].

This step is not required if you have selected [Edit] in step 6.
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U Displaying public templates

End users can also display the templates list in the public group so that users can see what templates are available.

Displaying templates in the public group

Click the [Registration] tab and the [Template] menu.
The Template Groups page is displayed.

2 Click the group name link for the Public Template Groups list.

e-Filing
Login

Job Status Courter

Device Repistration

Template

Template Groups

DPlease select a group to edit below.

Public Template Groups
[ | [rame |User Hame |

Public Publc: Tenplste Gm1ts | |
A\

All Groups \ Defined Groups

=
Jumnp to
001 011 021 031 041 D41 061 071 081 081 101 111 121 131 141 151 161 171 181 161
Ho Hame Uzzr Hame
[ Templet=001 Uzt blameni
002 Templet=002 Uz hameni
003 Templet=003 Uz hamenis
[ Templet=00d4
005 Templet=005
006 Templet=006
007 Undefined Undefined
00 Undefined Undefined
003 Undefined Undefined -

3 The templates list in the public group is displayed.

e-Filing
Login

Device Job Status Repistration Courter

Template Address Hook

Public Template Template Groups »

Group Information

[ | [reme |User Hame |
|Public | |Public Tempiste Graups | |
Panel View | Listview -
Please login as an administrator to edit public templates H

Templates 16

2 CORY MODE FA3 MODE
1 :
SCAN TO i SAVING
\ e
Y@ | [Emar =2 | |2sFLE
] STORE =N SCANTO
B {: . Bl +3%
@ | [roerime @ | [Fesemal
Goto top ofthis page

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* If you know which public template you want to view, click the number of the public template in the [Jump to]
links.
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B Managing address book

P.94 “Managing contacts in the Address Book”
P.98 “Managing groups in the Address Book”

0 Managing contacts in the Address Book

There are two ways to manage contacts in the Address Book:

* Adding, editing, and deleting contacts manually
P.94 “Adding, editing, and deleting contacts manually”

* Add new contact searching for a recipient from the LDAP server.
P.97 “Adding new contacts from the LDAP server”

Adding, editing, and deleting contacts manually

You can add or edit a contact by entering recipient information manually. You can also delete the contact from the Address
Book.

1 Click the [Registration] tab and the [Address Book] menu.
The Address Book page is displayed.

2 Click [Add Address] and add a new contact. Or click the corresponding link to the
contact which you want to edit or delete in the contact list.

e-Filing
Login

Device «Joh Status Registration Courter

Termplate Address Book Inbourn

Address Book

Contacts | Groups

Group Al Groups -

[y Thiarma [=roail Addrazc [F o biymbar 1
10 |Eirsiiiamel] Lastiame1d User] Oexample com 901-2345-6789
9 |Ersiiame0d Lastiamend UserDoEexample com 590-1234-5678
5 |Ersiiame0s Lastiamels UserDBEexample com 789-0123-4567
7 |Eirsiiamel? Lastiamel? UserD7 Eexample com 678-9012-3458
& |Ersiilame0s Lastiamels UserDEEexample com 567-6001-2345
5 |Ersiiame0s Lastiamens UserDsEexample com 456-7890-1234
3 |Eirsiiamed Lastiamens UserDdE@example com 345-6783-0123
3 |Ersiiamed Lastiamens UserD3Eexample com 234-5675-9012
2 |Ersiiame0z Lastiamen? UserDz2Eexample com 123-4567-8901
1

Firsthlame01 LastMamel Lser(1 fexample . com 012-3456-7890
P r——T— I Q

The Contact Property page is displayed.
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5 [Registration] Tab Page

Enter the following items to specify the contact property. Click [Delete] to delete the
contact from the address book.

e-Filing
Login

Couter

WJoh Status

Registration

Address Book
Contact Property

Address Book e

*Either

TEither

* Firat Marme: User

* Last Mame: User

- Email Address Userd@example.com

““Faoc Mumber 0550007237

o Fa Number

Company

Departmert (Dept0 |
Keyword

"

You can configure the following settings in this page:
P.77 “[Contact Property] screen”

4 When registering a fax contact, click [Fax Setting]. Otherwise, skip to Step 6.
The Fax Settings page is displayed.

5 Enter the following items according to the capabilities of destination facsimile, and
click [Save].

e-Filing
Login

Courter

ok Status

Registration

Address Book

Fax Setting

Address Book b Contact Property

N2

FAD
ECM -

Line Select -

Guiity Transmit -

Transmission Type -

=(

You can configure the following settings in this page:
P.78 “[Fax Setting] screen”
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5 [Registration] Tab Page

6 In the Contact Property page, click [Save] to add a new contact.

e-Filing
Login

Device Job Status

Registration

Address Book

Contact Property  sodress aooke

[ ageeting |

“Either
*Either
= First Name (Userd]
= Last Mame Uszerdl

** Email Address

Uzer1@example.com

e Humber NEA0NN7 237
2nd Fax Number

Company

Department Daptl1
Keyword
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Adding new contacts from the LDAP server

You can search for contacts in the LDAP server and add them to the Address Book. In order to use the LDAP search, the
directory service must be set up by a user who is granted administrator privileges in the access policy mode. Before
operating the LDAP search, ask your administrator if the Directory Service has been configured.

Add a new contact from the LDAP server.

1 Click the [Registration] tab and the [Address Book] menu.

The Address Book page is displayed.
2 Click [Search)].

Device «Joh Status

Registration
Wiz | Address Book ||
Address Book

Contacts | Groups

Add Address
Group Al Groups k

Courter

e-Filing
Login

D [Hame Ernail Address |M
10 Firsthame0 Lastiamet 0 Lzerq 0| com 901-2345-6783 =
El Firsthame03 Lastiamend Lzerf com 590-1234-5678 Ir
i} Firsthame0d Lastiames Lzerf com 783-0123-4567
7 Firsthame0? Lastiamen? LzerD; com 578-8012-3456
6 Firsthame0t Lastiames Lzerf com 567-8901-2345
5 Firsthame0s Lastiamens Lzer! com 456-7890-1234 .

The Search Contact page is displayed.

3 Select the directory service name that you want to search for in the [Directory Service
Name] box, and enter the search terms in the boxes that you want to search.

Search Contact

Enter a partial name or Email address to search for a contact,

Directory Service Nam LDAP serverd] -

First Mame FirstMamel1

Last Mame

Email Address

Fau Murmber

Company

Department

Tips

¢ If you select the model name of this equipment at the [Directory Service Name] box, you can search for
destinations in the address book of this equipment.

* TopAccess will search for destinations that contain the text entered in each item.

* Leaving the box blank allows wild-card searching. However, you must specify at least one.

Click [Search].

TopAccess will start searching for recipients in the LDAP server and the Search Address List page will display the

results.

[Registration] How to Set and How to Operate 97




5 Select the check boxes of contacts that you want to add to the Address Book.

Click [Research] to return to step 3 so that you can change the search criteria and execute the search again.
Search Address List

MNumber of Search Result1
[ [wiams Email Address Fax Number

Firsthamel1 Lasthamel! User(1 @example com 012-3456-7890

Gol ofthis page

You can select all users in the list by clicking on the il button.

The value of [company] and [department] will depend on the settings made by the user who is granted
administrator privileges in access policy mode.

@ Click [Add].

Selected contacts are added to the Address Book.

U Managing groups in the Address Book

You can create groups that contain the multiple recipients. This enables you to specify the groups for the destinations

instead of specifying each recipient separately when operating Scan to Email, or Fax or Internet Fax transmission. You
can also delete groups.

1 Click the [Registration] tab and the [Address Book] menu.
The Address Book page is displayed.

2 Click the [Groups] submenu.
The groups list is displayed.

3 Click [New] to add a new group. Or, click the corresponding link to the group which you
want to edit or delete in the group list.

e-Filing
Login

Device

Joh Status Registration Corter
UG | Address Book | bound i

Address Book

Contacts | Groups

Tewr

\y

[+I0 [Group Mame Contacts
0 i
04 G
0 5
0 B
TN 10
U R Ui g el S

HEEEE

The Group Properties page is displayed.
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4 Enter the group name in the [Group Name] column. Click [Delete] to delete the selected
group.

e-Filing
Login

Courter

Device «Joh Status Registration

Address Book

Group Properties  asuress bookw k=

T = )
*Required

*Group Mame GroupMarnedl [

1D |Email |Fax [whame Email Address Fax Mumber | ol
10 [ |Firstiiame0 LastMamet | User1 O@example com 801-2345-6788

a [ |Firstiiame0s LastMamens |User09@example com 580-1234-5678

o [ |Firsthiamens Lastiamens |User08@example com 759-0123-4567 =
7 [ |Firstiamen? LastMamen? |User07@example com 678-8012-3456

L [ |Firstiamet LastMamens |UserD6@example.com 5E7-8901-2345

5 [ |Firstiame0s LastMamens |User05@example.com 456-7890-1234 5
4 [ |Firstiame04 LastMamens |UserD4@example. com 345-6789-0123

3 [ |Firsthiame03 Lastiamens [Useri3@example.com 234.5678-9012 L
Tips

* You can clear the entered values in each field by clicking [Reset].
* You can cancel adding or editing a group by clicking [Cancel].

5 Select the [Email] check boxes of users to add Internet Fax recipients, and select the
[Fax] check boxes of users to add Fax recipients.

To perform fax transmission, the Fax Unit is required. If the Fax Unit is not installed, you cannot perform the fax
transmission even if you specify the fax number.

Click [OK].

The group is created.

[Registration] How to Set and How to Operate 99



B Managing mailboxes

Mailboxes can be managed only when the Fax Unit is installed.

Tip
Mailboxes can be managed using the control panel. Refer to the User’s Manual Advanced Guide.

This equipment supports ITU-T communications and allows documents to be transmitted and retrieved from mailboxes
created by the mailbox hub in advance.

U Setting up mailboxes.

To carry out ITU-T communications, you must first set up an Open Mailbox in the mailbox hub. You can set up a maximum
of 300 mailboxes.
You can also delete mailboxes.

If you want to delete an Open Mailbox, the document must first be retrieved, printed, or canceled from the Open
Mailbox.

1 Click the [Registration] tab and the [Inbound FAX routing] menu.
The Inbound FAX routing page is displayed.

2 Click [New] to set up a new mailbox. Or, click the box number link which you want to
edit or delete in the mailbox list.

e-Filing
Login

Courter

Device Job Status Repgistration

Inbound FAX routing

Inbound FAX routing

REFRESH
Y
‘vBux Mumber I |User Mame |Aqent |Gommenl
|03 Lserhlamenis Ermail 2. Save a5 file
002 LiserMamennz Confidential
[T Userhlame00 Canlidertial

* If you click [New], skip to step 5.
* If you click the box number link that is not protected by a password, skip to step 4.
* If you click the box number link that is protected by a password, go to the next step.

3 Enter the password for the mailbox and click [OK].

e-Filing
Login
Device ok Status Logs Registration Courter
Termplate Address Book Inbound FAX routing
Input MailBox Password
A 2 |------ L\%
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4 Click [Edit] or [Delete].

e-Filing
Login

Device «Joh Status Registration Courter

Inbound FAX routing

MailBoxes Properties  MaiBaes

B ¥\\her ool
hlrtification
Anjenit Confidertial

If you have clicked [Delete], the delete confirmation dialog box is displayed. Click [OK].
5 Select agents and click [Select Agent].

e-Filing
Login

Device. «Joh Status Registration Courter

Inbound FAX routing

MailBoxes Properties  waisoes»

Save || Cancel

Select Agemt
¥ Confidential 3 O Internet’FaxiRelay)

[C] Bultetin Board [J5ave as file

[CIForward [JEmail
%1 [ store to e-Filing %2

You can configure the following settings in this page:
P.82 “[MailBox Properties] screen”

6 Click each button displayed in the page to set the template properties.

MailBox Setting Specify mailbox settings.
P.83 “MailBox Setting (Mailbox)”

[Destination Setting] Specify the destination to be sent. This can be set only when creating an Internet/
Fax(Relay) agent or Email agent.
P.84 “Destination Setting (Mailbox)”

[InternetFax Setting] Specify how the document is transmitted as an Internet Fax. This can be set only when
creating an Internet/Fax(Relay) agent.
P.84 “InternetFax Setting (Mailbox)”

The Internet/Fax (Relay) agent cannot be used to forward an inbound fax routed via
Inbound FAX Routing.

[Relay End Terminal Report] Specify the destination for the relay end terminal report when forwarding has been
performed. This can be set only when creating an Internet/Fax(Relay) agent.
P.84 “Relay End Terminal Report (Mailbox)”

[Email Setting] Specify how the document is transmitted as an E-mail message. This can be set only
when creating an Email agent.
P.85 “Email Setting (Mailbox)”

[Save as file Setting] Specify how the document is saved on your computer hard disk or a network folder. This
can be set only when creating a Save as file agent.
[ P.85 “Save as file Setting (Mailbox)”

[Box Setting] Specify how the document is saved in a mailbox. This can be set only when creating a
Store to e-Filing agent.
P.85 “Box Setting (Mailbox)”

After configuring the desired mailbox properties, click [Save].
The mailbox properties are registered.
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5 [Registration] Tab Page

102 [Registration] How to Set and How to Operate



[Counter] Tab Page

This chapter explains the [Counter] tab page in TopAccess.
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[Counter] Tab Page Overview

You can check the number of pages printed, copied, and scanned in the [Counter] tab page.
P.104 “[Counter] Item list”

H [Counter] Item list

P.104 “[Total Count] screen”

P.106 “[Department Management] screen”

P.106 “[Department Counter] screen <access policy mode>"
P.107 “[Department Information] screen”

P.108 “[User Counter] screen <access policy mode>”"

P.109 “[User Information] screen <access policy mode>"

U [Total Count] screen

You can display total counters of the printer counter and scan counter, and total counters for small size and large size
paper.

Total Counter

1 e Priit Coumter

Copy Fai Frinter List Total
Sl 42 1 B El B

Large 0 0 0 0 [
Total 42 1 z 31 B

2 —e Scan Counter

Copy Metwork Fa Total

SmallcFull Color) 5 24 5 i

Large(Full Colar)

)

Small(Black)

12

53

Large(Black)

)

Total

36

77

Counter type Description

1 | Print Counter Displays the total output count value.

2 | Scan Counter Displays the total scanned count value.

104 [Counter] Tab Page Overview



Print Counter/Print Counter(small paper)/Print Counter(large paper)

] 1 2 3 4
Print Counter | |
Copy Fex Prirter List Total
s o g 0 - o
Total 42 1 2 31 76
Counter Description
1 | Copy Counter Displays the number of pages printed by copy operations.
Fax Counter Displays the number of pages printed by fax reception.
Printer Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).
4 | List Counter Displays the number of pages printed by system page print operations.

Scan Counter/Scan Counter(small paper)/Scan Counter(large paper)

1 2 3
Scan Counter I I I
Copy NMetwork Fex Total
Small(Full Color) - 24 - 24
LargetFull Color) - 0 - fi]
Smiall(Black] 41 12 ul 53
Large(Black) 0 0 0 0
Tatal 41 36 il 7
Counter Description
1 | Copy Counter Displays the number of pages scanned by copy operations.
Network Counter Displays the number of pages scanned by scan operations.
Fax Counter Displays the number of pages scanned by fax reception.
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U [Department Management] screen

This screen displays total counter information for each department.

Department Management
Enter a department code to access department counters
1 s D 2 3TN GOl
[Numiser [Departmert Name |Dept Code[Total Prirting |Total Seanning— [Fax Transmission[Fax Recsption |
[1 | Depiartime | thiame01 |12345 o |o |o |o |
2 3 4 5 6 7 8
Item name Description
1 | Department Code Enter the department code which you want to check and click the [Enter] button.
Number Displays the registered department number.
3 | Department Name Displays the department name.
Click a department name link to check the information.
3 P.107 “[Department Information] screen”
4 | Dept Code Displays the department code.
5 | Total Printing Displays the number of pages printed by copy operations.
6 | Total Scanning Displays the number of pages scanned by scan operations.
7 | Fax Transmission Displays the number of pages transmitted via fax.
8 | Fax Reception Displays the number of pages received via fax.

U [Department Counter] screen <access policy mode>

Department Counter

humber [Department Name

Dert Code | Total Printing Totel Scanning | Fax Transmission |Fax Reception

Departr | nthlamed!

123 |

Departr | nthame02

234 |

Departr | nthame0s

3450

Departr | nthame0d

456

Departn | nikamels

SET

678

Departr | nthlamed?

7aa

EEEEBEBEBEE
EEEEEEEE
EEEEEEEE
EEEEEEEE

Lindetin 4

1
2

3

4

5

B Departr | iitlamens
7

d
o

000

1top afthis | age

1 2

Item name

Description

1 | Number

Displays the registered department number.

2 | Department Name

Displays the department name.
Click a department name link to check the information.
O P.107 “[Department Information] screen”

Dept Code

Displays the department code.

Total Printing

Displays the number of pages printed by copy operations.

Total Scanning

Displays the number of pages scanned by scan operations.

Fax Transmission

Displays the number of pages transmitted via fax.

Nl g~ w0

Fax Reception

Displays the number of pages received via fax.
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U [Department Information] screen

Department Information

1 ——[Goms)

— [Epartment Mumber 1

3 — DEpatrment Marme DepantmentMament

4 e [EpaMMENE COR 123456

5 — Print Counter

Copy Fex Printer List Total

Small ) i il 1 1
Large 0 o o 0 o
Total 0 ul ul 1 1

6 — Scan Counter

Copy Fex Network Total

Small{Full Color) - o fi]
Large(Full Color) - - 0 0
Small(Black) 0 0 0 0
Large(Black) 0 0 0 0
Total ) il i )

7 e X CoOmmunication Counter

Transmit Received Total

Smiall ul 0 0
Large o 0 0
Item name Description

1 | [Close] button Closes the [Department Information] screen.

2 | Department Number Displays the registered department number.

3 | Department Name Displays the department name.

4 | Department Code Displays the department code.

5 | Print Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).

6 | Scan Counter Displays the number of pages scanned by scan operations.
Values for the small size and large size are displayed according to the paper size specified
on your device.

7 | Fax Communication Counter Displays the communication record.
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0 [User Counter] screen <access policy mode>

This screen displays total counter information for each user who is logged in to TopAccess.

Tip

Total counters for all users are displayed when you are logged in as the Administrator.

uuuuu

User Counter

Number 12112
=

Counter Userbeanagemert | Adninstredon.

«<Previous 10 Pages Next 10 Pages»>
123456780

Wane AP Server

KRecepion

1

F
0
0
0
0
0
0
0

Item name

Description

1 Number

Displays the registered user number.

2 | User Name

Displays the user name.
Click a user name to check the information.
3 P.109 “[User Information] screen <access policy mode>"

Domain Name/LDAP Server

Displays the domain name or LDAP server of the user account.

Total Printing

Displays the number of pages printed by copy operations.

Total Scanning

Displays the number of pages scanned by scan operations.

Fax Transmission

N oo~ w

Displays the number of pages transmitted via fax.

Fax Reception

Displays the number of pages received via fax.
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U [User Information] screen <access policy mode>

User Information
q ——[Giss]
2 — | ger Name UserName001
3 — Domain Name/LDAP Server
4 — AUthentication Method MFF Local Authentication
5 — Pasowiord
Administrator
6 — Role Assignment
7 — GrOUR Agsignment
8 — DERAtMent Number 0001:CepartmentMame0t
9 ——— P anelU| Language English(lUS)
1 o e P 21121 Kievhioard Layout GWERTY
11 — 101G SEtting OFF
Quota
Default Quota
1 2—— Print Counter
Copy Fex Prirter List Total
Small o 0 o ) o
Large 0 0 0 0 0
Total 0 0 0 0 0
1 3—— Scan Counter
Copy Fax Metwiork Total
SmallcFull Calor) - - 0 0
LargetFull Color) - 0 0
SmalltBlack) o 0 0 o
Large(Black) o 0 0 o
Total i ) ) i
1 4 ——— FaX Communication Counter
Transmit Received Total
Small ) I i
Large 0 0 o
Item name Description

1 | [Close] button Closes the [User Information] screen.

2 | User Name Displays the user name.

3 | Domain Name/LDAP Server Displays the registered domain name or LDAP server.

4 | Authentication Method Displays the user authentication method.

5 | Password You cannot display the password.

Reset the password in the [User Accounts] item when changing the password.
3 P.117 “[Enter Password] screen”

6 | Role Assignment Displays the registered roles.

7 | Group Assignment Displays the registered groups.

8 | Department Number Displays the registered departments.

9 | PanelUl Language Displays the registered display languages of the touch panel.

10 | PanelUl Keyboard Layout Displays the registered keyboard patterns for the touch panel.

11 | Quota Setting * OFF — No output restriction.

* ON — Restricts output.
Quota Displays the remaining number for output.
Default Quota Displays the default number assigned for the user.

12 | Print Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).

13 | Scan Counter Displays the number of pages scanned by scan operations.
Values for the small size and large size are displayed according to the paper size specified
on your device.

14 | Fax Communication Counter Displays the communication record.
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[Counter] How to Set and How to Operate

P.110 “Viewing counters”

H Viewing counters

This equipment maintains a set of counters that keep track of the number of pages printed, copied and scanned. These
statistics can be displayed in totals or broken down by department. This section explains how to display the statistics and
manage the department counters.

P.110 “Displaying the total counter”

P.111 “Displaying the department counter”

Neither an end user nor an administrator can reset counters from TopAccess. However, users who are granted
administrator privileges in the access policy mode can reset the counter from the control panel. Refer to the User’s
Manual Advanced Guide.

U Displaying the total counter

In the [Total] menu, you can display the total counter information for the copy/print counter for small paper, copy/print
counter for large paper, and scan counter.

1 Click the [Counter] tab and the [Total] menu.
The Total Count page is displayed.

2 You can check the total counter in this page.

Device +Job Status Logs Registration Counter User Management Administration
Total

Total Counter

Print Counter

Copy Faxx Frirter List Total
Small 42 1 2 31 7E

Large 0 0 [ 0 0
Total 42 1 B El I8

Scan Counter

Copy Hetwork Fax Total
Smal(Full Color) - 24 N i

Large(Full Colar) B 0 - 0
Smal(Black) 41 12 0 53
Large(Black) 0 0 0 0
Total E 3 0 77
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U Displaying the department counter

In the [Department] menu, you can display the counter information of a specific department. If you want to display the

department counter, you must enter the department code.

1 Click the [Counter] tab and the [Department] menu.

The Department management page is displayed.

2

[Enter].
e-Filing
Login
Device ok Status Logs

Registration

otal Department

Department Management

Enter a department code to access department counters

Cepartment Code sssses

Counter

Ny Ry

The department counter for the specified department is displayed.

Device Joh Status Logs Registration

otal Department

Department Management

Cepartment Code

Enter a department code to access department counters

e-Filing
Login

Counter

|Number|Depsrtmem IName

|Dem Codle: ITma\ Frinting

ITma\ Scanning

IFax Transmission IFax Feception |

I |Departmentigment

|123456

|o

[o [o

|o

W

4 The Department Information page opens.

Cepartment Numhber
Cepartment Name
Department Code

Print Counter

Department Information

DepartmentMame01
122456

Copy

Fax

Printer

List

Smiall 0

ul

1

Large 0

ul

0

Total 0

ul

1

Scan Counter

Copy

Metwork

Smal(Full Color)

Large(Full Color)

0

Smal(Black)

Large(Black)

)

OEEEE

Total

)

Fax Communication Counter

Transmit

Received

Total

Small

il

)

Large

il

)

Enter the code for the department you want to check in [Department Code] and click

Click the department name link to display the detailed counters for the department.
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6 [Counter] Tab Page
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[User Management] Tab Page

This section describes how to manage users in TopAccess.

[User Management] Tab Page OVerview .........cccccccrirrcinssssssssssssssssssssssssssssssssssssssssssssssnnnes 14
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P.114 “[User Accounts] Item list <access policy mode>”

] P.121 “[Group Management] Item list <access policy mode>"
P.123 “[Role Management] Item list <access policy mode>"

J P.128 “[Department Management] Item list <access policy mode>"
P.131 “[Export/Import] Item list <access policy mode>”

H [User Accounts] Item list <access policy mode>

You can search and set user accounts if you are logged in to the access policy mode.
P.115 “[Search User Account] screen”

] P.116 “[Create User Information] screen”

I P.117 “[Enter Password] screen”

J P.118 “[User Information] screen”

J P.120 “[Role Assignment] screen”

P.120 “[Group Assignment] screen”

e-Filing
Logout
Device Joh Statiis Logs Registration Counter User Management. Admiistration
1 User Accounts
2 Us|r Accounts
3 — N
REFRESH
4 Search
5 1
PR J— 1
6 Delete | [ Deleta Al
I —| Unlock H Reset Pagzword |
7 ——' Set Registered Quota “ Set Registered All Quotas ” Reset Counters H Reset All Counters
8 i |
9 ==Previous 10 Pages Mext 10 Pages==
10 MNurnber12/12 =21 2345678 9=>
hlumker User Maime Dormain MameLDAP Server Departmert Humker [Statuz
1 Use | dame0n1 A ilable
2 Use | dame0n2 2 ilable
3 Use | dame003 2 ilable
4 Use | dame00g 2 filakle
5 Use | lame00s anilable
Atfor Une | fined o | lable
1tfoz Adr | 2 ilable
10}o3 Serfze 2 ilable
10f o4 ez 2 filakle
1tfos Fax |22 anilable
ifos Gue |t e | &xvailakle
ifor Brin | pe | ilable
Gototop |'this page
Item name Description

1 | [Search] button Searches registered users.

P.115 “[Search User Account] screen”

2 | [New] button Registers new users.

P.116 “[Create User Information] screen”

Deletes the user selected in the user account list.
However, you cannot delete the default users.

3 | [Delete] button

4 | [Delete All] button Deletes all registered users. (Except default users)

[Unlock] button Unlocks a locked user selected in the user account list.

[Reset Password] button Resets the password of the user selected in the user account list.

P.117 “[Enter Password] screen”

[Set Registered Quota] button

Initializes the registered quota for the user selected in the user account list.

[Set Registered All Quotas] button

Initializes all registered quotas.

[Reset Counters] button

Resets counters for the user selected in the user account list.

10

[Reset All Counters] button

Resets counters for all departments.

1"

Number

Displays the registration number of the user.
10001 to 10007 are assigned to default users.
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Item name Description

12 | User Name Displays the user name.

Undefined, Admin, Service, Auditor, Faxope, Guest, and Printope are default users.
You can check the user information by clicking the user name.

O P.118 “[User Information] screen”

13 | Domain Name/LDAP Server Displays the domain name or LDAP server registered in the user information.
14 | Department Number Displays the department number registered in the user information.
15 | Status Displays the user status.

U [Search User Account] screen

You can search registered users.
Select items to be searched and enter or select the search conditions.

Search User Account

1 ] Humber Start End
2 =[] Department Number 0001: DepartmentMarme01

3 ——— [ username [

4 =] Domain NameiLDAP Server | ‘

5 —{ssaet)
Item name Description
1 | Number Enter the user number you want to search.
The search condition should be in the range from 1 to 10000.
Department Number Select the department number you want to search.
User Name Enter the user name you want to search.
A prefix search is performed with the entered character string.
4 | Domain Name/LDAP Server Enter the domain name or LDAP server you want to search.
[Search] button Searches contacts with the entered and selected conditions.
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U [Create User Information] screen

You can register new user information.

Create User Information
1 —— (5o (Canca
2 — 1
*Required
3 ————Usermame |
4 —— Dornain Mame/LDAFR Server
5 — Authentication Method MFF Local Authentication -
6 = Password
7 ———FcCode
8 = Ruole Assignment
9 —GTOUE AS SIGRTENT
10 . DE2pMMENE UMb EF -
11 — FanelUl Language English(UZ) ~
12 e PanelUl Keyhoard Layout OWERTY ~
13 e 10T SEAING QFF -
Guota
Default Guota
Item name Description
1 | [Save] button Saves the entered user information.
[Cancel] button Cancels creating user information.
User Name Enter the user name.
You can enter up to 128 alphanumerical characters and symbols (! #$ % &-. @ _'() {}
...)_
4 | Domain Name/LDAP Server Select the domain name or LDAP server.
5 | Authentication Method Select the user authentication method.
¢ MFP Local Authentication — Use MFP local authentication on your equipment.
* Windows Domain Authentication — Use network authentication managed by the
Windows domain.
* LDAP Authentication — Use network authentication managed by LDAP.
6 | Password Enter the password. You can enter up to 64 alphanumerical characters and symbols (! # () *
- lnEr@\ {1} )
7 | PIN Code Enter the PIN code for the user authentication.
¢ The PIN code is up to 32 figures (0 - 9) long. The minimum length is specified on [User Authentication Setting].
1 P.249 “Setting up User Authentication Setting”
* If you change any settings, the changes will be reflected from the next time you log in.
8 | Role Assignment This can be configured when [MFP Local Authentication] is selected in [Authentication
Method].
Select from the registered roles. Click the [Edit] button and select roles from the displayed
screen.
[0 P.120 “[Role Assignment] screen”
9 | Group Assignment This can be configured when [MFP Local Authentication] is selected in [Authentication
Method].
Select from the registered groups. Click the [Edit] button and select groups from the
displayed screen.
[0 P.120 “[Group Assignment] screen”
10 | Department Number Select from the registered departments.
1 P.128 “[Department Management] Item list <access policy mode>"
11 | PanelUl Language Select the display language for the touch panel.
12 | PanelUl Keyboard Layout Select the keyboard pattern displayed on the touch panel.
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Item name Description

13 | Quota Setting * OFF — No output restriction.
* ON — Restricts output.

Quota Displays the remaining number for output. The number entered in [Default Quota]
decreases each time a page is printed, and output is prohibited when it reaches 0. You can
manually change the remaining number of outputs to a desired value.

Default Quota Enter the default number assigned for the user. Up to 99,999,999 can be entered.

U [Enter Password] screen

You can display the [Enter Password] screen by selecting the check box of the user whose password you want to change
in the [User Accounts] item list and clicking the [Reset Password] button.

Enter Password

1 — )

2 ——
Item name Description
1 | [OK] button Saves the entered password.
[Cancel] button Cancels the password change.
Password Enter the new password.
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U [User Information] screen

You can update registered user information.

User Information
1
2
3 |
4 Save [ Cancel ” Delete ] [ Reset Counters ]
*Required
5 —tUsET Name UserName001
6 e Domain Name/LDAP Server
7 — AUthentication Method MFP Local Authentication
8 — Password
Q ——FiNCode
Administrator
1Q ——— Role Assignment
—GTOUP ASSignment
i
12 — Department Number 0001:Departr ~
13 PanelUl Language English(US) -
14 — PanelUl Keyboard Layout QWERTY =
15 — QU0 Setting ON -
Quota 99999999
Default Quota 99999999
16 — Print Counter
Copy Fax Printer List Total
Small ] 0 0 o ]
Large [i] 0 0 i 0
Total 0 0 0 0 0
17 = Scan Counter
Copy Fax Network Total
Small(Full Color) - 0 0
Large{Full Color) - - 0 0
Small(Black) 0 0 0 0
Large(Black) 0 0 0 0
Total ] o o 0
1 8 = Fax Communication Counter
Transmit Received Total
Small o o 0
Large i i 0
Item name Description
1 | [Save] button Saves the entered user information.
2 | [Cancel] button Cancels changing user information.
3 | [Delete] button Deletes the displayed user from the user account.
4 | [Reset Counters] button Resets counters.
5 | User Name Displays the user name.
Note
If you change any settings, the changes will be reflected from the next time you log in.
6 | Domain Name/LDAP Server Displays the registered domain name or LDAP server. Select this item if you want to

change.
You can select this item only when the authentication method is [Windows Domain
Authentication] or [LDAP Authentication].

7 | Authentication Method Displays the user authentication method.

* MFP Local Authentication — Use MFP local authentication on your equipment.

¢ Windows Domain Authentication — Use network authentication managed by the
Windows domain.

* LDAP Authentication — Use network authentication managed by LDAP.

8 | Password You can change the password only when the authentication method is [MFP Local

Authentication].

If you change any settings, the changes will be reflected from the next time you log in.
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Item name Description

9 | PIN Code Displays the PIN code for the user authentication. You can set this item only when the
authentication method is [MFP Local Authentication].

* The PIN code is up to 32 figures (0 - 9) long. The minimum length is specified on [User Authentication Setting].
L[ P.249 “Setting up User Authentication Setting”
* If you change any settings, the changes will be reflected from the next time you log in.

10 | Role Assignment This can be configured when [MFP Local Authentication] is selected in [Authentication
Method].

Displays the registered roles. Click the [Edit] button and select roles from the displayed
screen.

3 P.120 “[Role Assignment] screen”

If you change any settings, the changes will be reflected from the next time you log in.

11 | Group Assignment This can be configured when [MFP Local Authentication] is selected in [Authentication
Method].

Displays the registered groups. Click the [Edit] button and select groups from the displayed
screen.

3 P.120 “[Group Assignment] screen”

If you change any settings, the changes will be reflected from the next time you log in.

12 | Department Number Displays the registered departments. Select this item if you want to change.
1 P.128 “[Department Management] Item list <access policy mode>"

13 | PanelUl Language Displays the registered display languages of the touch panel. Select this item if you want to
change.

14 | PanelUl Keyboard Layout Displays the registered keyboard patterns for the touch panel. Select this item if you want to
change.

15 | Quota Setting * OFF — No output restriction.

¢ ON — Restricts output.

Quota Displays the remaining number for output. The number entered in [Default Quota]
decreases each time a page is printed, and output is prohibited when it reaches 0. You can
manually change the remaining number of outputs to a desired value.

Default Quota Enter the default number assigned for the user. Up to 99,999,999 can be entered.
16 | Print Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).
17 | Scan Counter Displays the number of pages scanned by scan operations.
18 | Fax Communication Counter Displays the communication record.
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U [Role Assignment] screen

You can select roles to be assigned.

Role Assignment
1 _—@ Camlcel
2 Available Role Assigned Role
3 Accountanager - Administrator
4 ..... et [l

ScanOperatar |Add7>‘

Print S

FrintOperatar =

efilingCperatar

ColorPrintCopyOperatar | < Delete |

FaxOperator

Auditor

Guest i

Item name Description

1 | [OK] button Saves the assigned roles.
[Cancel] button Cancels assigning roles.
Available Role Displays a list of registered roles.
Select the role to be assigned and click the [Add] button.
4 | Assigned Role Displays a list of the assigned roles.
Select the role to be removed from the assignment and click the [Delete] button.

U [Group Assignment] screen

You can select groups to be assigned.

Group Assignment
1 k|| Cancel
2 _il
3 Awailable Group Assigned Group
GroupNamenz GroupMarmed
4
GroupNamend .
GroupMame0s |Add—>‘
| = Delete |
Item name Description
1 | [OK] button Saves the assigned groups.
[Cancel] button Cancels assigning groups.
Available Group Displays a list of registered groups.
Select the group to be assigned and click the [Add] button.
4 | Assigned Group Displays a list of the assigned groups.
Select the group to be removed from the assignment and click the [Delete] button.
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H [Group Management] Item list <access policy mode>

You can manage the registered roles as groups if you are logged in to the access policy mode.
P.121 “[Create Group Information] screen”
P.122 “[Group Information] screen”

e-Filing
Logout
Device Job Status Courter User Management Addministration
= | Group Management
1 Sroup Management e
2 |
[Fiew)[ Delste [ Do Al
4 roup Name
[F] |sroustiament
[ |sroustiamenz
[ |sroustamens
[ |sroustiamend
[ |sroustiamens
Item name Description
1 | [New] button Allows you to add a new group.
1 P.121 “[Create Group Information] screen”
[Delete] button Deletes the group selected in the group list.
[Delete All] button Deletes all groups.
Group Name Displays the group name.
You check group information by clicking the group name.
P.122 “[Group Information] screen”

U [Create Group Information] screen

You can register new groups.

Create Group Information
1 — Gave (| Cancel
—
*Required
3 — GO NaME
4 — R0l Assignment
Item name Description
1 | [Save] button Saves the entered group information.
[Cancel] button Cancels creating group information.
Group Name Enter the group name.
You can enter up to 128 alphanumerical characters and symbols other than ", * (back quote),
() "+, 1/, ; (semicolon), <, =,>,?,[,\, 1, (apostrophe), {, |, }, ~, and , (comma).
4 | Role Assignment You can select roles to be assigned to the group. Click the [Edit] button and select roles from
the displayed screen.
1 P.120 “[Role Assignment] screen”
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QO [Group Information] screen

You can check roles registered to the group.

Group Information
; = Save || Cancel
“Reguired
3 —Group Mame GroupMamed1
4 — R0le Assignment
Item name Description
1 | [Save] button Saves the entered group information.
2 | [Cancel] button Cancels creating group information.
3 | Group Name Displays the group name.
4 | Role Assignment Displays the roles assigned to the group. Click the [Edit] button and select roles from the
displayed screen.
3 P.120 “[Role Assignment] screen”
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H [Role Management] Item list <access policy mode>

You can manage and register roles if you are logged in to the access policy mode.
P.123 “Default roles and privileges”

P.127 “[Edit Role] screen”

] P.125 “[Create New Role] screen”

Device Job Status

Role Management

1 e 3 | | D]t
e

Logs Registration Counter

Role Management

3 Fole Name

Adminiztrator

Janer

CopyOperatar

ScanCperator

Print

PrintOperator

eFilingOperator

ColorPrintCopyOperator

FaxOperator

Auditor

User Management

e-Filing
Logout

Administration

@
m
=

Item name

Description

1 | [New] button

Allows you to add a new role.
P.125 “[Create New Role] screen”

2 | [Delete] button

Deletes the role selected in the role list.
However, you cannot delete the default roles.

3 | Role Name

Displays the role name.
1 P.123 “Default roles and privileges”

P.127 “[Edit Role] screen”

For more information on default roles, see the following:

You can check role information by clicking the role name.

U Default roles and privileges

The following table describes privileges granted to default roles.
The functions listed in “Privileges” and “Permitted operations (functions)” below are displayed in “6 Function list’ on the

[Create New Role] screen.

P.125 “[Create New Role] screen”

Default role names

Privileges

Permitted operations (functions)

Administrator

Scan Function ™1

Store to e-Filing

e-Filing

e-Filing Access
e-Filing Deletion

Device Setting

Device Setting

User/Department Management

User/Department Management

Log Management

Read
Export

Job Management

Job Operation

AccountManager

User/Department Management

User/Department Management

CopyOperator

Copy Function

Copy Job

[User Management] Tab Page Overview

123




Default role names

Privileges

Permitted operations (functions)

ScanOperator

Scan Function

Store to Local File Share
Store to Remote Server
Send Email
RemoteScan/WSScan(Pull)

Local File Share

Store to Local Storage
Store to USB Device

Remote

Send Email
Store to Remote Server
WS Scan(Push)

Print

Print Function "1

Print Job

PrintOperator

Print Function "1

Print Management

eFilingOperator

Scan Function ™1

Store to e-Filing

e-Filing

e-Filing Access

FaxOperator

Fax/iFax Function

Internet Fax Transmission
Fax Transmission

Auditor

Log Management ™

Read

Guest

(No privilege settings)

(No settings)

User

Copy Function

Copy Job

Store to Local File Share
Store to Remote Server
Store to e-Filing

Print Function ™1

Print Job
Store to e-Filing

Scan Function

Store to Local File Share
Store to Remote Server
Send Email

Store to e-Filing
RemoteScan/WSScan(Pull)

Fax/iFax Function ™!

Internet Fax Transmission
Fax Transmission

Store to Local File Share
Store to Remote Server

Local File Share

Store to Local Storage
Store to USB Device

Remote

Send Email
Store to Remote Server
WS Scan(Push)

e-Filing

e-Filing Access

Fax

Fax/iFax Function ™!

Internet Fax Transmission
Fax Transmission

*1

Part of operations (functions) is permitted.
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U [Create New Role] screen

You can register a new role.

Create New Role

= Save || Cancel
—

*Reguired

R0 2 MNaME

—Base ROl -

a AW N=
|

==————MFP Function -
[ copy Function Copy Function

[ copyJob Function Stetus

Copy Jok Disable

[C1 Print Function Store to Local File Share Disable

O PrintJob Store to Remote Server Disehie

Store to e-Filing Disahle

[ Print Management

[7] scan Function

7] RemoteScanmiSScaniPull) Print Function

Funetion Status

Prirt Job Disable

[ FaudiFax Funstion E Storeto e-Fiing Disabls
[ internet Fax Transmission Print Management Disable

O FaxTransmission
[C] FaxReceived Print
Scan Function

[ Local File Share Function Status
[7] stare ta Local Storage Store to Local File Share Disable
I:l Stare to USE Device Store to Remote Server Disahle
Send Email Disahle
Store to e-Filing Disahle
[ Remate RematescaniySscaniPul) Disahle
[C] Send Email
[ store to Remote Server Ei |
[ ws scanPush) Fax/iFax Function
[Function | Status |
[T _e-Filings 2 | reryesmrr e | =y 1 8l
6
Item name Description
1 | [Save] button Saves the entered role information.
[Cancel] button Cancels creating the role.
Role Name Enter the role name.
You can enter up to 128 characters.
4 | Base Role Select a role which is used as a base of the new role.
You can select any registered roles or default roles (CopyOperator, ScanOperator, Print,
PrintOperator, eFilingOperator, FaxOperator, Guest, User, Fax) as the base role.
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Item name

Description

5 | MFP Function

Allows you to select the privileges to be assigned to the role.

Copy Function

Assigns all copy functions.

Copy Job

Assigns the copy job function.

Print Function

Assigns all print functions.

Print Job

Assigns the print job function.

Print Management

Assigns the print management function.

Scan Function

Assigns all scan functions.

Remote Scan/
WSScan(Pull)

Assigns the Remote Scan or Web Services Scan function.

FAX/iFAX Function

Assigns all fax/ifax functions.

Internet Fax
Transmission

Assigns all Internet Fax transmission functions.

Fax Transmission

Assigns the fax transmission function.

Fax Received Print

Assigns the fax/Internet Fax received print function.

Loc

al File Share

Assigns all local file share functions.

Store to Local Storage

Assigns all local file storage functions.

Store to USB Device

Assigns all storage to USB device functions.

Remote

Assigns all remote functions.

Send Email

Assigns scan to function.

Store to Remote Server

Assigns all storage to remote server functions.

WS Scan(Push)

Assigns the WS scan (push) function.

e-Filing

Assigns all e-Filing functions.

e-Filing Access

Assigns the e-Filing access functions.

6 | Function list

Displays operations (functions) enabled/disabled by privileges assigned to the role selected
from “MFP Function”. Even if one item is selected from “MFP Function”, more than one
function may be enabled.

Example: If you select the [Send Email] check box in [Remote] from “MFP Function”, [Send
Email] in [Remote] and that in [Scan Function] on the “Function list” will be enabled.
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U [Edit Role] screen

You can confi

rm and edit roles.

However, you cannot edit the default roles.

3_

Edit Role
— Save
|

*Required

m—Fole Mame  Role001

== MFP* Function
[T] copy Function
[C] copyJob

[C] Print Function
[T PrintJob
[F1 PrintManagement

[C] scan Funetion
[T RermoteScanMiSScan(Pull)

[T) FaniFax Function
[7] Internet Fax Transmission
[T] FaxTransmission
[C] FaxReceived Print

[T Local File Share
[7] store to Local Storage
[T store to USE Device

[T Rernate
[0l =end Email
[ store to Remote Server
[F1 ws Sean(Push)

Copy Function
Function Status
Copy Job Disable
Store to Local File Share Disable
Store to Remote Server Disahle
Store to e-Filng Disahle
Print Function
Function Status
Prirt Jok Disahle
E Stare to e-Fiing Disahle
Print Managemert Disable - 6
Scan Function
Function Status
Store to Local File Share Disahle
Store to Remote Server Disahle
Send Email Disahle
Store to e-Filng Disable
RemoteScaniEScan(Pull) Disable

Fax/iFax Function

— Device Management
Device Setting
Device Setting

UserDepartment Management

B User/Department Management
[Function | Status |

UserDepartment Management | Enabie

Log Management

UserDepartment Management Function | Status
L Reatl | Enable
1 [Expart | Enable
Log Management
Read
Export Joh Management
Item name Description

1 | [Save] button Saves the edited role information.

[Cancel] button

Cancels editing the role.

Role Name Enter if changing the role name.
You can enter up to 128 alphanumerical characters and symbols other than ", * (backquote),
() * +/,:; (semicolon), <, = > ?[,\, ], (apostrophe), {, |, }, ~, and , (comma).
4 | MFP Function Allows you to select the MFP function to be assigned to the group. Select from the following

functions.
See the following for details:
O P.125 “[Create New Role] screen”

5 | Device Management

Displays device management privileges assigned to default roles. (Default roles only)
O P.123 “Default roles and privileges”

6 | Function

list

Displays functions assigned to the role.
See the following for details:
[0 P.125 “[Create New Role] screen”
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H [Department Management] Item list <access policy mode>

You can manage departments if you are logged in to the access policy mode.
P.129 “[Department Information] screen”
P.130 “[Department Information] (Edit) screen”

Device. «Joh Status

Registration Courter

Department Management

e-Filing
Logout

User Management Adminiztration

1 ——:Ipartment Management e
2
3 [T\Ilj [ Reset AHICuumers ] [ Set Registered All Quotas ] [ Delste All ]
4 |
4 - — ;
Mumber [Department Name Dept Code | Total Printing Total Scanning Fex Transmission |Fax Reception
1 Departm | dhlamell 123406 u ) ) )
2 Departm | Ahame02 234507 u ) ) o
3 Departm | Ahame0s ke u ) ) )
4 Departm | Ahame0d 456719 u o o )
5 Departm | Ahamels SE7EfO u o o )
£ Departm | Ahame0s BTSN u ) ) )
7 Departm | Ahame0? = u ) ) )
E Departm | Ahame0s B0 3 u 1) ) 1)
9 Departm | Ahame0d a01z)4 u ) ) o
10 Departm | Ahamel 0 Lk B3 u 1) ) )
100 Lndefine] . s u 1) o o
Goi) top ofthis Jage
|
5 6 7 8 9 10 1
Item name Description
1 | [New] button Allows you to add a new department.
P.129 “[Department Information] screen”
2 | [Reset All Counters] button Resets counters for all departments.
3 | [Set Registered All Quotas] button | Initializes quotas for all departments.
4 | [Delete All] button Deletes the registered department.
5 | Number Displays the registration number of the department.
6 | Department Name Displays the department name.
Click a department name link to check the department management information.
P.130 “[Department Information] (Edit) screen”
Dept Code Displays the department code.
Total Printing Displays the total number of printed pages of the department.
Total Scanning Displays the total number of scanned pages of the department.
10 | Fax Transmission Displays the total number of transmitted fax pages of the department.
11 | Fax Reception Displays the total number of received fax pages of the department.
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U [Department Information] screen

You can register a new department.

1 __u|partment Information
2 e S— |
*Required
3 =————"Department Name
4 = Department Code
5 = Quota Setting OFF -
Quota
Default Quota
Item name Description
1 | [Save] button Saves the entered department information.
[Cancel] button Cancels creating the department.
Department Name Enter the department name.
You can enter up to 20 characters.
4 | Department Code Enter the department code.
You can enter up to 63 characters.
5 | Quota Setting * OFF — No output restriction.
¢ ON — Restricts output.

Quota Displays the remaining number for output. The number entered in [Default Black Quota]
decreases each time a page is printed, and output is prohibited when it reaches 0. You can
manually change the remaining number of outputs to a desired value.

Default Quota Enter the default number assigned for the department. Up to 99,999,999 can be entered.
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U [Department Information] (Edit) screen

You can confirm and edit department information.

1 Department Information
2 1
2 Save [ Canlcel ” Reset Cluumers ][ De\lete l
*Reguired
5 — Departrrent Murmber 1
6 — =Ogparment Mame DepartrentMame01
7 —Cepartment Code sssses
8 e (1012 SN oW -
Quota 99999999
Default Quota 99999999
9 == Print Counter
Copy Fax Frintar List Tatal
Smiall ul ul ul 1 1
Large 0 i 0 0 0
Total ul ul ul 1 1
1 0—— Scan Counter
Copy Fax Metwiork Total
Small(Full Color ) - 0 0
Large(Full Colar) - - 0 0
Small(Black) 0 0 0 0
Large(Black) i 0 0 0
Total ul 0 0 ul
1 1 e Fax Communication Counter
Transmit Received Total
Small ) ) )
Large 0 0 0
Item name Description
1 | [Save] button Saves the entered department information.
2 | [Cancel] button Cancels creating the department.
3 | [Reset Counters] button Resets counters.
4 | [Delete] button Deletes the displayed department.
5 | Department Number Displays the registration number of the department.
6 | Department Name Enter if changing the department name.
You can enter up to 20 characters.
7 | Department Code Enter if changing the department code.
You can enter up to 63 characters.
8 | Quota Setting * OFF — No output restriction.
* ON — Restricts output.
Quota Displays the remaining number for output. The number entered in [Default Quota]
decreases each time a page is printed, and output is prohibited when it reaches 0.
Default Quota Enter the default number assigned for the department. Up to 99,999,999 can be entered.
9 | Print Counter Displays the number of pages printed by print operations and E-mail reception (Internet Fax
reception).
10 | Scan Counter Displays the number of pages scanned by scan operations.
11 | Fax Communication Counter Displays the communication record.
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H [Export/Import] Item list <access policy mode>

You can export and import your device settings if you are logged in to the access policy mode.
P.131 “Export”
P.133 “Import”

O Export

e-Filing
Logout

Device: Job Status Registration Ciournter User Management Adminiztr stion

ns | | ExportAmport

Export/import

Export | mport

1 e |s2T INfOrmation (SmalliLarge Counter)

File Name Mot Created
File Size

Date Created

Create Mew File

2 === User Information

File Mame Mot Created
File Size

Date Created

Create Mew File

3 = User Information(All Counter)

File Name Mot Created
File Size

Date Created

Create Mew File

4 Combi Jser ion + Role + Group)

File Marre USER ROLE GROUP 110118l
File Size 9965

Date Created TUE JAN 18 08:34:44 2011

Create Mew File

5 C i Jser i Counter) + Role + Group)
File Name Mot Created

File Size

Date Created

Create Mew File

6 ———— LoAPRole

File Mame Mot Created
File Size

Date Created

Create Mew File

7 = Department Information{SmallLage Counter)
File Mame Mot Created
File Size
Date Created

Create Mew File

8 — Department Information

File Name Mot Created
File Size

Date Created

Create Mew File

9 — [)epartment Information{All Counters)

File Mame Mot Created
File Size

Date Created

Create Mew File

Item name Description

1 | User Information (Small/Large You can create an export file for user information (small/large counter).

Counter) Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

2 | User Information You can create an export file for user information.

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.
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Item name

Description

3 | User Information(All Counter)

You can create an export file for user information (all counter).

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

4 | Combined(User Information + Role
+ Group)

You can create an export file for combined information (user information + role + group).
Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

5 | Combined(User Information(All
Counter) + Role + Group)

You can create an export file for combined information (all counter + role + group).

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

6 | LDAP Role

You can create an export file for LDAP roles. When the role information setting file has been
imported, the imported file is created.

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

0 P.355 “Using the Attribute of the External Authentication as a Role of the MFP”

7 | Department Information(Small/
Large Counter)

You can create an export file for department information (small/large counter).

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

8 | Department Information

You can create an export file for department information.

Click the [Create New File] button to create the file.

The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.

9 | Department Information(All

You can create an export file for department information (all counter).

3 P.133 “Import”

Counters) Click the [Create New File] button to create the file.
The file name, file size, and created date are displayed if you have already created a file.
Click the file name and follow the displayed dialog messages when exporting.
Tip

The exported file can be used to import the department codes and the department counters in [Import] — [Department Code].
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U Import

eFiling
Logout
Device Joh Status. Logs Registration Counter User Management. Aoministration:
s Cicrsen | ExportAmport
Export/Import
Bpot | Import
It maytake more than 10 minutes Mhere are a lot o entries.
1 —— user information
- .
2 — | Combined(User Information + Role + Grou)
File Name e
3 ——LoArRole
File Name s
4 e Departmeentt Code:
Imgort Method ® overwrite © Addition © Addition and Clear Counter
File Name Ciea
*Counters of all departments will be cleared if you select"Addition and ClearCounter” and import.

1 User Information

You can import user information from a file.
Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

2 | Combined(User Information + Role

You can import combined information (user information + role + group) from a file.

+ Group) Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.
3 | LDAP Role Use this item to import the role information setting file for Windows domain authentication

and LDAP authentication.
Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

4 | Department Code

You can import department code from a file.

Click the [Browse...] button to select the file to import and click [Open].

Select the import method among [Overwrite], [Addition] or [Addition and Clear Counter], and
then click the [Import] button.
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7 [User Management] Tab Page
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[Administration] Tab Page

This section describes administrative functions which allow you to configure devices and network, and manage users and
groups from TopAccess access policy mode.

IS T =T 4 T T 136
[Setup] How to Set and How to Operate ..........ccccccciriiiirinsinsscsssssss s ssnsssnnnes 215
[Security] Item List.......cooooieiiiie s e 247
[Security] How to Set and How to Operate...........ccccccciiriiiiccccrnrccrrrcccrcr s ssnnnes 263
[Maintenance] Item List ... 274
[Maintenance] How to Set and How to Operate.........ccccooireiriirirrircccnscrrr s 290
[Registration] ([Administration] tab) Item List...........ccccorirrriiiiiiiii s 302

[Registration] ([Administration] tab) How to Set and How to Operate................cccuuuu.eeee 322



8 [Administration] Tab Page

[Setup] Item List

Tip

Users who are granted administrator privileges in access policy mode can access the [Setup] menu from the

[Administration] tab.
See the following pages for how to access it:
P.22 “Access Policy Mode”.

P.136 “General settings”

P.143 “Network settings”

(1) P.183 “Copier settings”

] P.186 “Fax settings”

P.189 “Save as File settings”

P.198 “Email settings”

P.200 “InternetFax settings”

P.201 “Printer/e-Filing settings”

] P.202 “Printer settings”

P.206 “Print Service settings”

P.210 “Print Data Converter settings”
P.211 “Embedded Web Browser settings”
P.213 “Off Device Customization Architecture settings”
P.214 “Version”

H General settings

You can configure the general settings such as device information, energy save, date and time, and web general setting.

Tip

The [General] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

[ P.137 “Setting up Device Information”

L P.138 “Setting up Functions”

3 P.138 “Long File Name Setting”

[ P.139 “Setting up e-Filing Notification Events”
L P.139 “Setting up Job Skip Control”

P.139 “Setting up Restriction on Address Book Operation by
Administrator”

[ P.139 “Setting up Confidentiality Setting”

L P.140 “Setting up Energy Save”

[ P.140 “Setting up Date & Time”

[ P.141 “Setting up SNTP Service”

L P.141 “Setting up Daylight Savings Time Setting”
1 P.142 “Setting up WEB General Setting”
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0 Setting up Device Information

You can set the device information displayed in the [Device] tab page.

General Setting

Device Information
1 —l AT - -
2 e C Y MiCHE] =
3 ——Gierial MUmber
4 ——WaC Address .
5 —ave a5 File & e-Filing Space Available 26205 MB
6 —— 1 SRACE Available 977 MB
7 e [ 23t ClONING Function m
8 | 5B Diirect Print Enable =
9 LG 1]
10 e Coinitact Information
11 ——————Gigr¥ice Phone Murmber 0
1 2 — RISt Elve MeSSa0e

Item name Description

1 | Name Displays the device name of your equipment.

2 | Copier Model Displays the model name of your equipment.

3 | Serial Number Displays the serial number of your equipment.

4 | MAC Address Displays the MAC address of your equipment.

5 | Save as File & e-Filing Space Displays the available space for save as file and e-Filing on your equipment.

Available

6 | Fax Space Available Displays the available space for fax transmission and reception for your equipment.

7 | Data Cloning Function Enable this item when migrating settings on your equipment on to another device.

8 | USB Direct Print Select whether the USB Direct Print function is enabled or disabled.

9 | Location Enter the installed location of your equipment. This is displayed in the [Device] tab page that
appears first when accessing the TopAccess website for users.

10 | Contact Information Enter the name of the person who is responsible for this equipment. This is displayed in the
[Device] tab page that appears first when accessing the TopAccess website for users.

11 | Service Phone Number Enter the telephone number of the person who is responsible for servicing this equipment.
This is displayed in the [Device] tab page that appears first when accessing the TopAccess
website for users.

12 | Administrative Message Enter the message to the users about this equipment. This is displayed in the [Device] tab

page that appears first when accessing the TopAccess website for users.
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0 Setting up Functions

Tip

Some items may not be changeable depending on the installed options and their settings.

Functions

1 — Save Az Local HOD Enable

2 — &-Filing Enable -

3 e 112111 S200 Ensble -

4 — Gave a5 F TP Enable

5 — Gave a5 FTRS Enable -

6 —Save to USE Media m

7 — Gave 3% SME Enable

8 — Save a5 Mativare m

9 — P Send Ensble -

10 —— Fax Send Enable =

11 e W iirk iF ¢ Enzsble -

12 — Netwiark Fax Enable

413 —— web Senvices Sean Enable ~

14 e Twrain Scanning Enable =

15 s Sran to Exdernal Controller Enable =

Item name Description

1 | Save as Local HDD Select whether to enable or disable the function to save on the local HDD.
2 | e-Filing Select whether to enable or disable the e-Filing function.
3 | Email Send Select whether to enable or disable the function to transmit E-mails.
4 | Save as FTP Select whether to enable or disable the function to save using FTP.
5 | Save as FTPS Select whether to enable or disable the function to save using FTPS.
6 | Save to USB Media Select whether to enable or disable the use of USB media.
7 | Save as SMB Select whether to enable or disable the function to save using SMB.
8 | Save as Netware Select whether to enable or disable the function to save using Netware.
9 | iFax Send Select whether to enable or disable the function to send Internet Faxes.
10 | Fax Send Select whether to enable or disable the function to send faxes.
11 | Network iFax Select whether to enable or disable the network iFax function.
12 | Network Fax Select whether to enable or disable the network fax function.
13 | Web Services Scan Select whether to enable or disable the web scanning service function.
14 | Twain Scanning Select whether to enable or disable the Twain scanning function.
15 | Scan to External Controller Select whether to enable or disable the function to scan to an external controller.

U Long File Name Setting

The control panel of this equipment may not be able to fully display a file name when the name is long, for example, in
private print jobs due to its restriction. You can specify how to display file names in Long File Name Setting.

Long File Name Setting

1 | 00 File Name Expression (Display)

Mon-Abbreviation -

Item name

Description

Long File Name Expression
(Display)

Select how to display file names.

* First Portion — The file name is displayed from the beginning and "..." is used to
indicate that part of the name is not displayed.

¢ Last Portion — The file name is displayed in the way where the end of the name can be
seen.

* First and Last Portions — The file name is displayed in the way where the beginning
and the end of the file name can be seen.

* Non-Abbreviation — The file name is displayed from the beginning up to the number of
displayable characters.
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Q Setting up e-Filing Notification Events

You can set E-mail conditions for notifying you that the expiration date of data in e-Filing boxes is approaching.

e-Filing Notification Events
1 = Advance automatic delete notification

3 Days

Item name

Description

1 | Advance automatic delete
notification

Select when an E-mail notifying you of the approaching of the expiration date of data in e-
Filing boxes is to be sent. You can select how many days before the expiration date from 0
(not notified) to 99 days.

U Setting up Job Skip Control

Joh Skip Control
1 ———Jobskip Control

OFF ~

Item name

Description

1 | Job Skip Control

You can select whether to enable or disable the function to skip jobs which do not match the
printing conditions.

U Setting up Restriction on Address Book Operation by Administrator

1 — @ Mo Restriction

2 — 0 Can be operated by Administratar anly

Restriction on Address Book Operation by Administrator

Item name

Description

1 No Restriction

All users can operate on the address book.

2 | Can be operated by Administrator
only

Only users whose access policy is set as an administrator can operate on the address book.

0 Setting up Confidentiality Setting

You can set whether to hide or not document names displayed in jobs and logs using asterisks (*).

Confidentiality Setting
1 = Dacument Mame

Disable «

Item name

Description

1 | Document Name

Select whether to hide or not the document name in jobs and logs using 10 asterisks (*).
* Enable — Select this to hide the document name.
* Disable — Select this to show the document name.
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U Setting up Energy Saver Mode

You can set Energy Saver mode for your equipment.
For information on types of Energy Saver mode and how to enter the mode, see the User’s Manual Setup Guide.
Energy Save
1 — 0 Clear Mo Limit -
2 =———Auto Power Save 60 Minutes ~
3 ——Gleep Timer B0 Minutes -
4 — Sleep Mode Auto -
Item name Description
1 | Auto Clear Select how long your equipment can remain inactive before the touch panel automatically
returns to the default display.
Auto Power Save Select how long your equipment can remain inactive before entering Power Save mode.
Sleep Timer Select how long your equipment can remain inactive before it automatically enters the Sleep
mode/the Super Sleep mode.
4 | Sleep Mode Select the Auto, Sleep, or Shut off mode after the specified [Sleep Timer] time.

The following network settings are required for this equipment to enter the Super Sleep mode.

Select [Disable] for [Enable IPv6] or select [Manual] for [Link Local Address] in the IPv6 setting.
P.147 “Setting up IPv6”

Select [Disable] for [Enable IPX/SPX] in the IPX/SPX setting.

P.148 “Setting up IPX/SPX”

Select [Disable] for [Enable Apple Talk] in the Apple Talk setting.

P.149 “Setting up AppleTalk”

Specify one of the following in [POP3 Network Service].

- [Disable] for [Enable POP3 Client].

- No entry for [POP3 Server Address].

- No entry for [Account Name].

- 0 for [Scan Rate].

P.161 “Setting up POP3 Network Service”

Disable IEEE 802.1X authentication.

For the IEEE 802.1X authentication method under the wired LAN environment, refer to the following chapter in the
User’s Manual Advanced Guide.

Chapter 2: "SETTING ITEMS (ADMIN) - IEEE 802.1X Authentication Setting"

See the following page for network access settings for your equipment in the Super Sleep mode.

P.170 “Setting up Wake Up Setting”

If the wireless LAN option is mounted to the device used, super sleep is not triggered regardless of the network settings.

0 Setting up Date & Time
You can set the date, time, time zone, and date format.
Tip
[Date & Time] settings are not available if the SNTP function is enabled.
Date & Time
Vear Month Date Time
1 2011 = Mlay > 10 fula] ;oo
2 e (GIAT+12:00) Wellington, Auckland -
3 e Dt FOFMAL YYMWDD ~
Item name Description
1 | Year/Month/Date/Time Select the year and month in designated boxes. Also, enter the date and time in designated
boxes.
Time Zone Select the time zone where this equipment is located.
Date Format Select the date format.
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0 Setting up SNTP Service

In SNTP Service, you can specify the SNTP server to refresh the time settings of this equipment using SNTP service.

SNTP Service
Q1 ————Enable SNTP Disable ~
2 e Prirnary SHTP Address 0.00.0
3 = Secondary SHTP Address 0.00.0
4 e Scan Rate 24 Hourts)
5 e Part Number 123
6 e NTP Authentication Disable ~
Item name Description
1 | Enable SNTP Select whether to enable or disable SNTP (Simple Network Time Protocol). When this is
enabled, the time settings of this equipment can be adjusted using the SNTP service.
Tip
[Date & Time] settings are not available if enabled.
2 | Primary SNTP Address Enter the IP address or FQDN (Fully Qualified Domain Name) of the Primary SNTP Server
Address when [Enable SNTP] is enabled.
3 | Secondary SNTP Address Enter the IP address or FQDN (Fully Qualified Domain Name) of the Secondary SNTP
Server Address when [Enable SNTP] is enabled as required.

Tip
When the [Obtain a SNTP Server Address automatically] option is enabled in the TCP/IP settings, the SNTP server address

can be obtained using the DHCP server.
[ P.143 “Setting up TCP/IP”

Scan Rate Enter how often this equipment should access the SNTP server to check the time.
Port Number Enter the port number for the SNTP service. Generally "123" is used.
NTP Authentication Select whether to enable or disable NTP authentication.

U Setting up Daylight Savings Time Setting

Make the required settings for daylight savings time.

Daylight Savings Time Setting
1 e Dl Saving s Tirme:
2 ———offset
Week Day of vweek Time
3 —— Dates
Item name Description
1 | Daylight Savings Time Select [Enable] to shift the clock to the daylight savings time. [Disable] is set as the default.
2 | Offset Select the desired offset (time difference) from the local standard time. You can select from
between -2 and +2 hours, excluding 0 hour, in 30-minute increments. [+1:00] is set as the
default.
3 | Dates Select the applicable period for the daylight savings time.
* Start — Select or enter the start date and time of daylight savings time.
* End — Select or enter the end date and time of daylight savings time.
Tips

* If you change the settings during the daylight saving time period, the changes will be reflected to the equipment's
clock. If you disable the settings during the applicable period, the equipment's clock will shift to the standard time.

¢ [f the equipment is turned off at the start or end date and time, the equipment will shift the clock the next time it is
turned on.

» After the clock shifts, the daylight saving time will also apply to the weekly timers.
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» Select the Start and the End dates and times based on the time set for the equipment.
P.140 “Setting up Date & Time”
» If the same month is specified for the Start and the End dates, the equipment does not shift the clock automatically.

U Setting up WEB General Setting

You can set the session timer for TopAccess.

'WEB General Setting

1 ———— session Timer 30 Minutes

Item name Description

1 | Session Timer Enter how long you want this equipment to preserve the session data of TopAccess. You
can enter any integer between 5 to 999. This setting also applies to the session data of the

e-Filing web utility. "10" is set as the default.

Tip
When logged in the access policy mode, you will be automatically logged out if the session timer elapses without any
operation being performed.
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H Network settings

You can configure the network settings such as TCP/IP, Filtering, IPX/SPX, AppleTalk, Bonjour, LDAP Session, DNS
Session, DDNS Session, SMB Session, NetWare Session, HTTP Network Service, SMTP Client, SMTP Server, POP3
Network Service, SNTP Service, FTP Client, FTP Server, SNMP Network Service, and Security Service.

Tip
The [Network] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

3 P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

P.143 “Setting up TCP/IP” P.158 “Setting up SMTP Client”

[ P.145 “Setting up Filtering” £ P.160 “Setting up SMTP Server”

[0 P.147 “Setting up IPv6” [ P.161 “Setting up POP3 Network Service”
P.148 “Setting up IPX/SPX” P.162 “Setting up FTP Client”

[ P.149 “Setting up AppleTalk” [ P.163 “Setting up FTP Server”

[ P.149 “Setting up Bonjour” [ P.164 “Setting up SLP Session”

3 P.150 “Setting up LDAP Session” [ P.165 “Setting up SNMP Network Service”
P.151 “Setting up DNS Session” P.168 “Setting up Web Services Setting”
[ P.152 “Setting up DDNS Session” [ P.169 “Setting up LLTD Session”

1 P.154 “Setting up SMB Session” 3 P.170 “Setting up Wake Up Setting”

P.156 “Setting up NetWare Session” P.172 “Setting up IP Security”

P.157 “Setting up HTTP Network Service”

U Setting up TCP/IP

You can set the TCP/IP protocol to enable communication over TCP/IP. The TCP/IP must be configured to enable
TopAccess, SMB printing, Raw TCP or LPR printing, IPP printing, Scan to Email, and Internet Fax.

TCP/IP
Selecting 'Save'in the Main Window is reguired to Save the new settings.
1 e Ethiniet Speed Duplex Mode AUTO (-100MB) -
2 Host Name MFPO7088510
3 — AddrEsS Mode Static P -
4 e Obtain @ Domain Mame autarmatically Enable -
5 — Obtain @ Domain Setver Address automatically Enable =
6 — Obtain @ WINS Server Address automatically  Enable =
7 — Obtain a EMTF Server Address automatically  Disable -
8 = Obtain a FOP3 Server Address automatically  Disable -
9 — Obtain @ ENTP Server Address automatically  Disable -
1Q ——— IP Conflict Detect Enable ~
11 ——— P Address 157 E9 73 250
42 — subnetMask 265 (2 2850
1 3 e DU GatEiay 157 =] 73 1
Item name Description
1 | Ethernet Speed Duplex Mode Select the ethernet speed. [AUTO (-100MB)] or [AUTQ] is set as the default.

*  When you select a specific ethernet speed, you must select the same one as set in the connected network. If you do not
know the ethernet speed that must be used, select [AUTO (-100MB)] or [AUTQO].
¢ If the network is not stable, power OFF the equipment then ON.

2 | Host Name Enter the host name of your equipment. You can enter up to 63 alphanumerical characters
including “-” (hyphens).

You cannot use a "-" (hyphen) as the first and last character. The MFP name is set as the
default.
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Item name

Description

3 | Address Mode

Select how to set the IP address.

» Static IP — Select this to assign the static IP address manually. When this is selected,
enter the static IP address in the [IP Address] box.

* Dynamic — Select this to assign the IP address using the DHCP with Auto-IP
addressing enabled. The IP address, subnet mask, gateway address, primary WINS
server address, secondary WINS server address, POP3 server address, and SMTP
server address can be automatically acquired from the DHCP server if the network
supports DHCP. However, if the network does not support DHCP, use the AutolP
function to assign an IP address.

* No AutolP — Select this to assign the IP address using the DHCP with Auto-IP
addressing disabled. The IP address, subnet mask, gateway address, primary WINS
server address, secondary WINS server address, POP3 server address, and SMTP
server address can be automatically acquired from the DHCP server if the network
supports DHCP. If the communication with the DHCP cannot be established, the
previous IP address is used.

4 | Obtain a Domain Name
automatically

Select [Enable] when you want to obtain a domain name automatically using the DHCP
server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the Address
Mode option. [Enable] is set as the default.

DDNS Session.

When the DHCP server does not have a domain name, the data are left blank in the domain name even if you set the correct
domain name manually in the DDNS Session. In that case, select [Disable] here and set the correct domain name in the

[ P.152 “Setting up DDNS Session”

5 | Obtain a Domain Server Address
automatically

Select [Enable] when you want to obtain a domain server address automatically using the
DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the
Address Mode option. [Enable] is set as the default.

DNS Session.

When the DHCP server does not have a primary and secondary DNS server addresses, the data are left blank in the primary
and secondary DNS server addresses, even if you set the correct primary and secondary DNS server addresses manually in
the DNS Session. In that case, select [Disable] here and set the correct primary and secondary DNS server address in the

4 P.151 “Setting up DNS Session”

6 | Obtain a WINS Server Address
automatically

Select [Enable] when you want to obtain a primary or secondary WINS server address
automatically using the DHCP server. This setting will apply only when [No AutolP] or
[Dynamic] is selected in the Address Mode option. [Enable] is set as the default.

When the DHCP server does not have a primary and secondary WINS server addresses, the data are left blank in the primary
and secondary WINS server addresses, even if you set the correct primary and secondary WINS server addresses manually
in the SMB Session. In that case, select [Disable] here and set the correct primary and secondary WINS server address in the
SMB Session.

[0 P.154 “Setting up SMB Session”

Obtain a SMTP Server Address Select [Enable] when you want to obtain a SMTP server address automatically using the
automatically DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the

Address Mode option. [Disable] is set as the default.

When the DHCP server does not have a SMTP server address, the data are left blank in the SMTP server address even if you
set the correct SMTP server address manually in the SMTP Client. In that case, select [Disable] here and set the correct
SMTP server address in the SMTP Client.

[ P.158 “Setting up SMTP Client”

Obtain a POP3 Server Address Select [Enable] when you want to obtain a POP3 server address automatically using the
automatically DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the

Address Mode option. [Disable] is set as the default.

When the DHCP server does not have a POP3 server address, the data are left blank in the POP3 server address even if you
set the correct POP3 server address manually in the POP3 Network Service. In that case, select [Disable] here and set the
correct POP3 server address in the POP3 Network Service.

[ P.161 “Setting up POP3 Network Service”

144

[Setup] Item List




Item name Description

9 | Obtain a SNTP Server Address Select [Enable] when you want to obtain a SNTP server address automatically using the
automatically DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the
Address Mode option. [Disable] is set as the default.

When the DHCP server does not have a SNTP server address, the data are left blank in the SNTP server address even if you
set the correct SNTP server address manually in the SNTP Network Service. In that case, select [Disable] here and set the
correct SNTP server address in the SNTP Network Service.

1 P.141 “Setting up SNTP Service”

10 | IP Conflict Detect Specify whether or not to detect IP address conflicts. Select [Enable] to display a message
on the control panel when an IP address conflict is detected. [Enable] is set as the default.

11 | IP Address Enter the static IP address for your equipment when [Static IP] is selected in the [Address
Mode] box. Specify within the range from 0 0 0 0 to 255 255 255 255.
However, you cannot set 0.0.0.0 and 255.255.255.255.

12 | Subnet Mask Enter the subnet mask if required when [Static IP] is selected in the [Address Mode] box.
Specify within the range from 0 0 0 0 to 255 255 255 255.
However, you cannot set 0.0.0.0 and 255.255.255.255.

13 | Default Gateway Enter the gateway address if required when [Static IP] is selected in the [Address Mode]
box. Specify within the range from 0 0 0 0 to 255 255 255 255.
However, you cannot set 0.0.0.0 and 255.255.255.255.

Q Setting up Filtering n

You can set filtering in order to restrict access from client computers to this equipment. Filtering can be specified with an IP
address or a MAC address.

MAC address filtering is given priority over IP address filtering.

Filtering

1 ————Enable IF Filtering Disable ~

2 ———FFiltering Rule Permit ~

3 Fiftering Start Address JEnd Address
IFitter 1 a 0 a 0 1] o o 0
Fiter 0 0 0 0 0 i 0 0|
Fiter 0 0 0 0 0 0 0 0|
Fiter 4 0 0 0 0 0 i 0 0|
Fiter 5 0 0 0 0 0 i 0 0|
Fiter 6 0 0 0 0 0 0 0 0|
Fiter 7 0 0 0 0 0 i 0 0|
Fiter 6 0 0 0 0 0 i 0 0|
Fiter & 0 0 0 0 0 i 0 0|
Fiter 10 0 0 0 0 0 i 0 0|

4 e Eniable MAC Address Filtering Disable ~

5 e WAC Address Filtering Rule Permit -

6 Address Fittering MAC Address

Fitter 1

Fitter 2

Fitter 3

Fitter 4

Fitter 5

Fitter &

Fitter 7

Fitter &

Fitter 9

Fitter 10
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Item name

Description

1 | Enable IP Filtering

Select [Enable] for IP address filtering. When [Enable] is selected, access from devices on a
network to which the IP address (specified in [IP Filtering]) is set is restricted under
conditions set in [IP Filtering Rule]. [Disable] is set as the default.

IP filtering is valid only in a network environment implemented with IPv4. It is not available in an IPv6 network environment. If
you need to use IP address filtering under IPv6 environment, select MAC address filtering.

2 | IP Filtering Rule

Select IP address filtering rules.

* Permit — Select this to permit access from devices on a network to which the IP
address (specified in [IP Filtering]) is set.

* Deny — Select this to deny access from devices to which the specified IP address is
set.

3 | IP Filtering

Enter the starting IP address and the ending IP address of a target client computer for IP
filtering. Up to 10 addresses can be specified.

Only IPv4 addresses are available. An IPv6 address cannot be specified.

4 | Enable MAC Address Filtering

Select [Enable] for MAC address filtering. When [Enable] is selected, access from devices
on a network to which the MAC address (specified in [MAC Address Filtering]) is set is
restricted under conditions set in [MAC Address Filtering Rule]. [Disable] is set as the
default.

5 | MAC Address Filtering Rule

Select MAC address filtering rules.
* Permit — Select this to permit access from devices on a network to which the MAC
address (specified in [MAC Address Filtering]) is set.
* Deny — Select this to deny access from devices to which the specified MAC address is
set.

6 | MAC Address Filtering

Enter the MAC address of a target client computer for MAC address filtering. Up to 10
addresses can be specified.
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Q Setting up IPv6

You can set the IPv6 protocol to enable the communication over IPv6.

IPv6
Selecting "Save' in the Main Window is required to Save the new settings
IPvG
1 ———EnablelPvs Enable =
2 — LLMNR Disable +|
3 e |11 LOC A AddPES S
4 ——— manual
1P Address [ |
Prefix Lenath D
| )
[[TUse DHCPYE Server for options
5 — © Use Stateless Address
[[]Use DHCPYE Server for IP Address(M flag)
[l Use DHCPYE Server for options(0 flag)
[IFaon option  Updale Method
[rec 1P A ciress | [Frefix Length |[Gateway
1 o
2 o
3 o
4 o
5 o
B: o
7 o
6 — D) Use Stateful Address
[[]Use DHCPE Server for IP Address
[[TUse DHCPYE Server for options
[JFaDM Option  Update Methad
[P &dress |[Prefiz Length |[Gateway I
[ Jlo I |
Item name Description
1 | Enable IPv6 Select whether the IPv6 protocol is enabled or disabled. [Disable] is set as the default.
2 | LLMNR If IPv6 is enabled, select whether LLMNR is enabled or disabled. [Disable] is set as the
default.
3 | Link Local Address The automatically generated unique IP Address used for the IPv6 is displayed.
Manual You assign the IPv6 address, prefix and default gateway manually. In this mode, you can
assign one IPv6 address to this equipment.
IP Address — Assign the IPv6 address for this equipment. Specify within the range from
1:1:1:1:1:1:1:1 to fiff £ £ff: Fff £ £ 1.
Prefix Length — Assign the prefix length for the IPv6 address. Specify within the range
from 0 to 128. “0” is set as the default.
Gateway — Assign the default gateway address. Specify within the range from
1:1:1:1:1:1:1:1 to - ff: £ FfF £ £ .
Use DHCPvV6 Server for options — Select this check box to use the optional information
(IPv6 address for the DNS server, etc.) which is issued from the DHCPV6 server.
Tips
* When [Manual] is selected, a stateful address cannot be set.
* If the selected IPv6 address is already assigned, DAD (Duplicate Address Detection) detects it and notifies you on the
touch panel of this equipment.
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Item name Description

5 | Use Stateless Address Use the IPv6 addresses (Stateless addresses) issued from routers.

* Use DHCPv6 Server for IP Address(M flag) — Use the IPv6 address issued from the
DHCPV6 server in the stateless network environment.

* Use DHCPv6 Server for options(O flag) — Use the optional information (IPv6 address
for the DNS server, etc.) issued from the DHCPV6 server in the stateless network
environment.

* FQDN Option — The FQDN option is available if Use DHCPv6 Server for IP Address
is selected. Select [Server] or [Client] for [Update Method] if using the FQDN option.
[Server] is set as the default.

* [P Address — Stateless Addresses obtained from routers are displayed. Up to 7 IPv6
addresses can be retained.

Tip
When this equipment receives a router advertisement (RA) from a router, of which M flag configuration is "0", the DHCPv6

function is disabled. If you change a router advertisement (RA) M flag configuration from "0" to "1", it is necessary to reboot
this equipment to enable the DHCPv6 function.

6 | Use Stateful Address Use the Stateful address issued from DHCPV6 server.

* Use DHCPv6 Server for IP Address — Select whether or not the IPv6 address which
is issued from the DHCPV6 server is used for this equipment.

* Use DHCPv6 Server for options — Select whether or not the optional information
(IPv6 address for the DNS server, etc.) except the IPv6 address for this equipment,
which is issued from the DHCPV6 server is used on this equipment.

* FQDN Option — The FQDN option is available if Use DHCPv6 Server for IP Address
is selected. Select [Server] or [Client] for [Update Method] if using the FQDN option.
[Server] is set as the default.

* [P Address — A stateful address, Prefix Length and Gateway obtained from DHCPv6
Server are displayed.

U Setting up IPX/SPX

You can set the IPX/SPX protocol to enable the communication over IPX/SPX. The IPX/SPX must be configured to enable
Novell printing with NetWare server 5.1, 6.0, 6.5 over IPX/SPX.

IPX/SPX
Selecting 'Save'in the Main Window is required to Save the new settings.

IPX/SPX

1 ———Enable PHEPx Enable ~
2 = Frame Type Auto Sense A
3 — ctual Frame
Item name Description
1 | Enable IPX/SPX Select whether the IPX/SPX protocol is enabled or disabled. Enable this when configuring

Novell printing over the IPX/SPX network.
[Disable] is set as the default.

2 | Frame Type Select the desired frame type for IPX/SPX.
* Auto Sense — Select this to use an appropriate frame type that the equipment found
first.

* |EEE 802.3/Ethernet Il/IEEE 802.3 Snap/IEEE 802.2 — Instead of [Auto Sense], select
the frame types to be used from these options.

3 | Actual Frame Displays the actual frame type of the equipment.
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0 Setting up AppleTalk

You can set the protocol to enable communication over AppleTalk. AppleTalk must be configured to enable AppleTalk
printing from Macintosh computers.

Apple Talk
Selecting 'Save' in the Main Window is required to Save the new settings

1 — Eniable Apple Talk Enable -

2 —Device Mame =
3 = Desired Zone
Item name Description
1 | Enable Apple Talk Select whether the AppleTalk protocol is enabled or disabled. Enable this when configuring

AppleTalk printing. [Disable] is set as the default.

2 | Device Name Enter the device name of the equipment that will be displayed in the AppleTalk network. You
can enter up to 32 alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).

3 | Desired Zone Enter the zone name where the equipment will connect — if required. You can enter up to 32
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
The equipment will connect to the default zone if you enter "*".

0 Setting up Bonjour

In Bonjour, you can enable or disable the Bonjour networking that is available for Mac OS X.

Bonjour

Selecting 'Save'in the Main Window is required to Save the new settings

1 ————Enable Bonjour Enable ~

2 e Link-LOC @] HOGT Mame ™
3 b Saervice Name =
Item name Description
1 | Enable Bonjour Select whether Bonjour is enabled or disabled. [Enable] is set as the default.
2 | Link-Local Host Name Enter the DNS host name of this equipment. You can enter up to 127 alphanumerical
characters and symbols other than =, ; (semicolon), #, and \ (backslash).
3 | Service Name Enter the device name of this equipment that will be displayed in the Bonjour network. You
can enter up to 63 alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).
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0 Setting up LDAP Session

In LDAP Session, you can enable or disable the LDAP directory service.

LDAP Session

= Enahle LDAF
—— Aftribute 1

T Altribute 2

AWON=-
I

= Search dethod

Selecting 'Save'in the Main Window is required to Save the new settings

Disable -

company

department

Partial match ~

Item name

Description

1 | Enable LDAP

Select whether the LDAP directory service is enabled or disabled. [Enable] is set as the
default.

2 | Attribute 1

Enter the name of the schema corresponding to the LDAP server configuration. You can
enter up to 22 alphanumerical characters and symbols other than =, ; (semicolon), #, and \
(backslash).

3 | Attribute 2

Enter the name of the schema corresponding to the LDAP server configuration. You can
enter up to 22 alphanumerical characters and symbols other than =, ; (semicolon), #, and \
(backslash).

4 | Search Method

Select search conditions for LDAP searching.

* Partial match — Select this to search information partially matching the search
conditions.

* Prefix match — Select this to search information that starts with contents matching the
search conditions.

» Suffix match — Select this to search information that ends with contents matching the
search conditions.

¢ Full match — Select this to search information fully matching the search conditions.
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0 Setting up DNS Session

In DNS Session, you can specify the DNS server to enable the FQDN (Fully Qualified Domain Name) rather than the IP
address on specifying each server address such as SMTP server, POP3 server, and LDAP server.

Tip

When the DNS service is enabled and the DNS server supports the dynamic DNS service, Set the DDNS Session as

well.

P.152 “Setting up DDNS Session”

DNS Session

e Eabil e DNE
e PYiFTIANY DNS Server Address
m—— Secondary DNS Server Address

"Primary DNS Serer Address(IPva)

AR WN=
I

=————23econdary DNS Server Address(IPve)

Selecting ‘Save' in the Main Window s required to Save the new settings

Enahle ~

0 0 ] ]

0 0 ] 0

Item name

Description

1 | Enable DNS

Select whether the DNS server is enabled or not. [Enable] is set as the default.

2 | Primary DNS Server Address

Specify the IP address of the primary DNS server when the DNS service is enabled. Specify
within the range from 0 0 0 0 to 255 255 255 255.

3 | Secondary DNS Server Address

Specify the IP address of the secondary DNS server when the DNS service is enabled, as
you require. Specify within the range from 0 0 0 0 to 255 255 255 255.

4 | Primary DNS Server Address(IPv6)

Specify the IP address of the primary DNS server when the DNS service is enabled in IPv6.
Specify within the range from 1:1:1:1:1:1:1:1 to ffff:ffff. ffff. ffff fff. fFff. ffff: ffff.

5 | Secondary DNS Server
Address(IPv6)

Specify the IP address of the secondary DNS server when the DNS service is enabled in
IPv6, as required. Specify within the range from 1:1:1:1:1:1:1:1 to ffff:ffff. fff.ffff fff. ff £ fff.

Tip

When the [Obtain a Domain Server Address automatically] option is enabled in the TCP/IP settings, the server address
of the primary and secondary DNS server addresses can be obtained using the DHCP server.

P.143 “Setting up TCP/IP”
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0 Setting up DDNS Session
In DDNS Session, you can enable the Dynamic DNS service if the DNS server supports the dynamic DNS.

* When using the security in DDNS, if the difference between the time set in the server, in which Windows DNS
record is to be updated, and the one set in the equipment exceeds the time stated in the account policy of the
server, the DNS update using the security will fail. Check the time set for the DNS server and match it with the one
set for the equipment.

When using DDNS and the IP address is assigned using DHCP, enable "006 DNS Servers" and "015 DNS Domain
Name" in the DHCP Server's Scope Options or Server Options.

e Acion Vew tep

Pl IEE 5] |

* When using DDNS, make sure the "Dynamic updates" option is set to "Nonsecure and secure" (for Windows
Server 2003/Windows Server 2008) for the Forward Lookup Zones and Reversed Lookup Zones.
If the setting of Windows Server 2003/Windows Server 2008 is other than "Nonsecure and secure" for this DDNS
function, you need to set the correct primary login name and primary password to update the DNS server by
DDNS.
If you do not want to use DDNS such as managed by a primary and secondary login name and password, you
need to add the equipment's host name manually in the Forward and Reversed Lookup Zone.

Forward Lookup Zones Reversed Lookup Zones
(Windows 2008 Server) (Windows 2008 Server)
WINS 1 Zone Transfers | Seourty | Name Servers | WINSR | ZoneTransfers |  Secutty |
Generll | Statof Auhomy(SOA | Name Servers General | Start of Authorty (SOA)
Status: Rurning Pause Status: Running Pause
Type Active Directory-Integrated Change Type. Active Directory-Integrated Change
Replication: All DNS servers in this domain Change... Replication: All DNS servers in this domain Change...

Data is stored in Active Directory.

Data is stored in Active Directory.

Dynamic updates Dynamic updates

T Alowing nensecure dynai
"~ vulnersbilty because updat
sources.

To set aging/scavenging properties, click Aging Ading To set aging/scavenaing properties, click Aging Aging...

ical

L Secur
be accepted from untrusted be accepted from untrusted

}
~ wuinersbiity because updat
sources

oK | Cancel Apply Help ’TI

Cancel Apply Help
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DDNS Session
Selecting 'Save'in the Main Window i= required to Save the new settings.
1 ——— Enable DONS Enable ~
2 ———— Domaln Name
33— gecurity Method None -
4 e P rirMary Login Mame | |
5 ——— Primary Password [ |
6 —— S EC 0NN LOQin Marme | |
7 Secondary Passward | |
8 — TEIGIEIG0) Key file Mot Installed
| || Erowse...
D )
9 ——— TSIGISIG0) Private Keyfile Mot Installed
[ | Browse . |
[ (et
Item name Description
Enable DDNS Select whether the dynamic DNS service is enabled or disabled. [Enable] is set as the

default.

Domain Name

Enter the domain name that will be added to the DNS server using DDNS. You can enter up
to 96 alphanumerical characters and symbols other than =, ; (semicolon), #, and \
(backslash).

Tip

When the [Obtain a Domain Name automatically] option is enabled in the TCP/IP settings, the domain name can be obtained

using the DHCP server.
1 P.143 “Setting up TCP/IP”

Security Method

Enter the security method.

* None
Select this to perform a non-secure DDNS update.

e GSS-TSIG
Select this to perform a secure DDNS session using GSS-TSIG. You must set a log-in
name and a password. If both are not set, the secure DDNS session will not be
available.

* TSIG
Select this to perform a secure DDNS session using TSIG. To select this, you must
upload a key file and a private key file. If any of them is not uploaded, the security
setting will be disabled.

* SIG(0)
Select this to perform a secure DDNS session using SIG(0). To select this, you must
upload a key file and a private key file. If any of them is not uploaded, the security
setting will be disabled.

Primary Login Name

Enter the primary login name if the security method selected in the above setting is GSS-
TSIG. You can enter up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

Primary Password

Enter the primary password if the security method selected in the above setting is GSS-
TSIG. You can enter up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

Secondary Login Name

Enter the secondary login name if the security method selected in the above setting is GSS-
TSIG. You can enter up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

Secondary Password

Enter the secondary password if the security method selected in the above setting is GSS-
TSIG. You can enter up to 128 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

TSIG/SIG(0) Key file

Use this setting to upload or delete a key file to be used for TSIG and SIG(0).

To upload it, click [Browse..] and specify a private key file to be uploaded, and then click
[Upload].

To delete it, click [Delete].
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Item name

Description

9 | TSIG/SIG(0) Private Key file

Use this setting to upload or delete a private key file to be used for TSIG and SIG(0).

To upload it, click [Browse..] and specify a private key file to be uploaded, and then click
[Upload].

To delete it, click [Delete].

U Setting up SMB Session

In SMB Session, you can specify the SMB network properties to access this equipment through a Microsoft Windows
Network and enable SMB printing. When you enable the SMB, users can also browse the local folder in the equipment.
You can also specify the WINS server when the WINS server is used to enable the Windows print sharing and Windows
file sharing services between the different subnets.

SMEBE Session
Selecting 'Save'in the Main Window is reguired to Save the new settings.
SMB
1 ——SWE Senier Protocal Enable -
2 e ST (113 (011 Mone -
3 ———neBios Name MFFO7083510
4 — 0G0
@ Warkgroup Workgroup
© Dormain
5 m—— P nary Domain Contraller
6 e B 2 kY Diarmiain Gontraller
7 —— G0N SEE Name
8 ———— P g 5 5w
9 e P 1A WIS ST D—D—D—D
10 ——Secondary WING Server o o o o
1 1 —_— SMB Signing of SMB Server
@ If client agrees,digital signature is done for the communication
@ Digital signature is ahways done forthe communication on the server side.
@ Digital signature isn't done far the cammunication for the server.
412 ——— SuiB Signing of SMB Client
@ If server agrees digital signature is done for the communication
) Digital signature is always done for the communication on the client side
(@ Digital signature izn't done for the communication for the client

Item name

Description

1 | SMB Server Protocol

Select whether the SMB protocol is enabled or disabled.
* Enable — Select this to enable SMB.
* Disable — Select this to disable SMB.

2 | Restriction

Specify restrictions on SMB.
* None — Select this to not specify restrictions on SMB.
* Print Share — Select this to enable the file sharing service using SMB, but disable SMB
printing.
* File Share — Select this to enable SMB printing, but disable the file sharing service
using SMB.

3 | NetBIOS Name

Enter the NetBIOS name of this equipment. The equipment uses "MFP<NIC Serial
Number>" as the default NetBIOS name.

You can enter only alphanumerical characters and "-" (a hyphen) for NetBIOS names. If you use any other characters, a
warning message will be displayed.

4 | Logon

Enter the workgroup or domain that this equipment joins.

¢ Workgroup — To include the equipment in the workgroup, enter the workgroup name.
All client computers can access this equipment without a user name and password.

* Domain — Select this and enter the domain name when the equipment will log on in the
domain. Any client computers which are not members of the domain will need a valid
user name and password to access this equipment. Use this to enhance access security
to this equipment.

it <>+=\|?, " #

For workgroup and domain names, you can use only alphanumerical characters and symbols other than the following:

If you use any other characters, a warning message will be displayed.
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Item name Description

5 | Primary Domain Controller Specify the server name or IP address of the primary domain controller when this equipment
will log on the domain network. You can enter up to 128 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

6 | Backup Domain Controller Specify the server name or IP address of the backup domain controller when this equipment
will log on the domain network, if required. If the Primary Domain Controller is unavailable,
the Backup Domain Controller will be used to log on. You can enter up to 128
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).

If the wrong primary or backup domain controller is specified, the NETWORK INITIALIZING message will be displayed for up
to 4 minutes while the equipment searches for the primary or backup domain controller. In that case, correct the primary or
backup domain controller setting after the NETWORK INITIALIZING message disappears.

7 | Logon User Name Enter a valid user name to log on to the specified domain. You can enter up to 128
alphanumerical characters and symbols other than =, ; (semicolon), and #.

8 | Password Enter the password for the specified log on user name to log on the domain network. You
can enter up to 128 alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).

9 | Primary WINS Server Specify the IP address of the primary WINS server when the WINS server is used to provide
the NetBIOS name in your local area network. This option would be more useful to access
this equipment using the NetBIOS Name from a different subnet.

Tip
When the [Obtain a WINS Server Address automatically] option is enabled in the TCP/IP settings, the primary and secondary
WINS server address can be obtained using the DHCP server.
1 P.143 “Setting up TCP/IP”

10 | Secondary WINS Server Specify the IP address of the secondary WINS server as you require when the WINS server
is used to provide NetBIOS name in your local area network. If the Primary WINS Server is
unavailable, the Secondary WINS Server will be used.

Tip
When the [Obtain a WINS Server Address automatically] option is enabled in the TCP/IP settings, the primary and secondary
WINS server address can be obtained using the DHCP server.
[ P.143 “Setting up TCP/IP”
If "0.0.0.0" is entered for the Primary WINS Server and Secondary WINS Server, this equipment will not use the WINS server.
11 | SMB Signing of SMB Server Select whether SMB Signing is enabled or disabled when a client accesses this equipment

using SMB, such as when a client accesses the shared folder in this equipment.

* [f client agrees.digital signature is done for the communication. — Select this to
use the digital signature to secure communication only when a client accesses this
equipment with a digital signature. Even if a client accesses this equipment without a
digital signature, the communication is allowed without the digital signature.

* Digital signature is always done for the communication on the server side. —
Select this to allow the communication only when a client accesses this equipment with
a digital signature. When a client accesses this equipment without a digital signature,
the communication is not allowed.

* Digital signature isn't done for the communication for the server. — Select this to
allow the communication only when a client accesses this equipment without a digital
signature. When a client is set to always access an SMB server with a digital signature,
the communication is not allowed.

If you do not know whether the SMB Signing of SMB Client is enabled or disabled in the client computers, it is recommended
to select [If client agrees,digital signature is done for the communication.]. If this is set incorrectly, the SMB communication

may become unavailable.
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Item name

Description

12 | SMB Signing of SMB Client

Select whether SMB Signing is enabled or disabled when this equipment accesses the
clients using SMB, such as when this equipment stores the scanned data in the network
folder using SMB.

* If server agrees. digital signature is done for the communication. — Select this to
use the digital signature to secure the communication to an SMB server only when the
SMB Signing of SMB Server that this equipment accesses is enabled. If the SMB
Signing of SMB Server is disabled in an SMB server, the communication is performed
without the digital signature.

* Digital signature is always done for the communication on the client side. —
Select this to make this equipment always access an SMB server with a digital
signature. When the SMB Signing of SMB Server is disabled in an SMB server, the
communication is not allowed.

* Digital signature isn't done for the communication for the client. — Select this to
communicate to an SMB server without the digital signature. If the SMB Signing of SMB
Server is always enabled in an SMB server, the communication is not allowed.

* If you do not know whether the SMB Signing of SMB Server is enabled or disabled in the SMB servers, it is recommended
to select [If server agrees, digital signature is done for the communication.]. If this is set incorrectly, the SMB
communication may become unavailable.

* The digital signature is always done for the communication on the server side as the default on Windows Server 2003/
Windows Server 2008. Therefore specify "If server agrees, digital signature is done for the communication." or "Digital
signature is always done for the communication on the client side." for SMB communications with a Windows Server
2003/Windows Server 2008.

0 Setting up NetWare Session

In NetWare Session, you can set the NetWare Bindery or NDS service. This must be set when configuring a Novell

printing environment.

NetWare Session
Selecting "Save'in the Main Window is reguired to Save the new settings
1 m—— Enahle Metitiare Enable -
2 ————Enable Bindery Enable -
3 ———Enable NDS Enabls =
4 ——Context Org
5 ———— s Depti
6 = Preferred File Server Mhwsr v
Item name Description

1 | Enable NetWare

Select whether NetWare is enabled or disabled.
¢ Enable — Enables NetWare.
* Disable — Disables NetWare.

2 | Enable Bindery

Select whether the NetWare Bindery mode for Novell printing is enabled or disabled. When
you configure a Novell printing environment with the NetWare server in the bindery mode,
you must enable this.

3 | Enable NDS

Select whether the NetWare NDS mode for Novell printing is enabled or disabled. When you
configure a Novell printing environment with the NetWare server in NDS mode, you must
enable this. When this is enabled, you should also specify the context and tree for the NDS.

Context

Enter the NDS context where the NetWare print server for this equipment is located.

Tree

Enter the NDS tree.

Preferred File Server

Enter the NetWare server name in which this equipment preferentially searches for the
queues.
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0 Setting up HTTP Network Service

In HTTP Network Service, you can enable or disable Web-based services such as TopAccess and e-Filing web utility.

HTTP Network Service
Selecting 'Save'in the Main Window is required to Save the new settings.

1 e E 131012 HTTF SE1VEF Enable -
2 ——Enable 5L Disable +
3 e Prirnary Port Mumber =]
4 —— Secondary Port Mumber B080
B ————s55L Porthumber 10443
Item name Description
1 | Enable HTTP Server Select whether the Web-based services such as TopAccess and e-Filing web utility are
enabled or disabled. [Enable] is set as the default.
2 | Enable SSL Select whether the SSL (Secure Socket Layer) is enabled or disabled. When this is enabled,
the data transferred between the equipment and client computers will be encrypted using a
private key when operating TopAccess and e-Filing web utility. [Disable] is set as the default.

Not all operating systems support SSL for all protocols.

3 | Primary Port Number Enter the port number for the NIC HTTP server. You can enter a value in the range from 1 to
65535. Generally the default value "80" is used.

4 | Secondary Port Number Enter the port number for TopAccess and the e-Filing web utility. You can enter a value in
the range from 1 to 65535. Generally the default value "8080" is used.

If you specify a duplicate port number with one of the other network settings to the secondary port number while SSL on HTTP
is disabled, you will not be able to access TopAccess and the e-Filing web utility. If you make a mistake, use the control panel
of the equipment to change the HTTP setting and enter the correct port number.

5 | SSL Port Number Enter the port number for the SSL. You can enter a value in the range from 1 to 65535.

Generally the default value "10443" is used.

If you specify a duplicate port number with one of the other network settings to the SSL port number in HTTP settings while
SSL on HTTP is enabled, you will not be able to access TopAccess and the e-Filing web utility. If you make a mistake, use the
control panel of the equipment to change the HTTP setting and enter the correct port number.
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Q Setting up SMTP Client

In SMTP Client, you can enable or disable SMTP transmission for sending the Internet Fax and E-mails.

A From Address setting is also required to send Internet Fax and E-mails. For information about the From Address

setting, see the following sections:
P.231 “Setting up E-mail settings”
P.233 “Setting up InternetFax settings”

The From Address can be also determined automatically when the User Management Setting is enabled. For more
information about User Management Setting, see the following section:
P.135 “[Administration] Tab Page”

SMTP Client
Selecting 'Save' in the Main Window is reguired to Save the new settings.
1 ————cEnahle SMTF Client Enable =
2 ——Enable B5L Disable -
3 sauns
4 ———5NTF Server Address
B ————FOF eiore SMTF Disable
6 — Authentication Dizahle -
7 —— | OGN NEME
8 e P35 S0
9 e [ 200 U E I INtE Nt 2 Size 30 - wmE
10 — Port Mumber 25
11 SMTP Client Connection Timeout{1-180) 30 Seconds
Item name Description

1 | Enable SMTP Client

When this is enabled, this equipment sends an Internet Fax and an E-mail to the specified
SMTP server for transmission over the Internet. [Enable] is set as the default.

2 | Enable SSL

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for SMTP
transmission.
* Disable — Select this to disable the SSL for SMTP transmission.
» Verify with imported CA certification(s) — Select this to enable the SSL using the
imported CA certificate.
* Accept all certificates without CA — Select this to enable the SSL without using
imported CA certificate.

* Not all operating systems su

*  When [Verify with imported CA certification(s)] is selected, you must import the CA certificate in this equipment.
[0 P.263 “[Security] How to Set and How to Operate”

pport SSL for all protocols.

3 | SSL/TLS

Select the protocol for the SSL when the [Enable SSL] option is enabled.

e STARTTLS — Select this to send a message in TLS (Transport Layer Security) using
STARTTLS that is the extension command for SMTP transmission.

* Over SSL — Select this to send a message in SSL (Secure Socket Layer).

instead of "25" port.

When you select [Over SSL], make sure to change the port number correctly. Generally, "465" port is used for the Over SSL

4 | SMTP Server Address

Enter the IP address or FQDN (Fully Qualified Domain Name) of the SMTP server when
[Enable SMTP Client] is enabled. You can enter up to 128 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

Tip

[ P.143 “Setting up TCP/IP”

If you use FQDN to specify the SMTP server, you must configure the DNS server and enable the DNS in the DNS Session.

When the [Obtain a SMTP Server Address automatically] option is enabled in the TCP/IP settings, the SMTP server address
can be obtained using the DHCP server.
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Item name Description

5 | POP Before SMTP Select whether the POP Before SMTP authentication is enabled or disabled. [Disable] is set
as the default.

6 | Authentication Select the type of authentication to access the SMTP server.

* Disable — Select this to access the SMTP server using no authentication.

¢ Plain — Select this to access the SMTP server using plain authentication.

* Login — Select this to access the SMTP server using the log-in authentication.

* CRAM-MDS5 — Select this to access the SMTP server using CRAM-MD5
authentication.

* Digest-MD5 — Select this to access the SMTP server using Digest-MD5 authentication.

* Kerberos — Select this to access the SMTP server using Kerberos authentication.

* NTLM(IWA) — Select this to access the SMTP server using NTLM (IWA) authentication.

¢ AUTO — Select this to access the SMTP server using the appropriate authentication
that this equipment detects.

7 | Login Name Enter the log-in name to access the SMTP server if the SMTP authentication is enabled.
You can enter up to 64 alphanumerical characters and symbols other than =, ; (semicolon),
#, and \ (backslash).

8 | Password Enter the password to access the SMTP server if the SMTP authentication is enabled. You
can enter up to 64 alphanumerical characters and symbols other than =, ; (semicolon), #,
and \ (backslash).

9 | Maximum Email / InternetFax Size | Select the maximum size that this equipment is allowed to send using the SMTP. Specify
within the range from 2 to 100 MB.

10 | Port Number Enter the port number for accessing the SMTP server when [Enable SMTP Client] is
enabled. The port number depends on the port setting in the SMTP server. You can enter a
value in the range from 1 to 65535. Generally the default value "25" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

11 | SMTP Client Connection Enter a timeout period for quitting communication when no response is received from the

Timeout(1-180)

SMTP server. Specify within the range from 1 to 180 seconds. “30” is set as the default.
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Q Setting up SMTP Server

In SMTP Server, you can enable or disable SMTP transmission for receiving the Internet Fax and E-mails. This function is
usually set when you want to enable the Offramp Gateway feature.

SMTP Server
Selecting 'Save'in the Main Window is required to Save the new settings
1 ————Enable SMTF Server Enable ~
2 = Part Mumher 25
3 = Email Address
4 = Enahle OffRamp Gateway Disable -
5 = OffRamp Security Enable -
6 — ofRamp Print Enable ~
Item name Description
1 | Enable SMTP Server Select whether this equipment works as an SMTP server or not. This must be enabled when

you use the Offramp Gateway feature. When this is enabled, this equipment can receive
Internet Faxes or E-mails that are forwarded through the SMTP to the domain of this
equipment. [Enable] is set as the default.

2 | Port Number Enter the port number to transmit an Internet Faxes or E-mails. Generally "25" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you make a mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

3 | Email Address Enter the E-mail address of this equipment. When this equipment works as an SMTP server,
it can receive all Internet Faxes and E-mails that contain its domain name. If the E-mail
address of the received document matches the address you set here, this equipment prints
it. You can enter up to 70 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

4 | Enable OffRamp Gateway Select whether the OffRamp Gateway transmission is enabled or disabled. [Disable] is set
as the default.

5 | OffRamp Security Select whether the Offramp Security is enabled or disabled. When this is enabled, this
equipment cancels the offramp gateway transmissions that are forwarding to the fax
numbers not registered in the Address Book of this equipment. This can prevent the
unauthorized offramp gateway transmission. [Enable] is set as the default.

6 | OffRamp Print Select whether this equipment should print documents sent using the offramp gateway
transmission. When this is enabled, this equipment automatically prints documents sent
using offramp gateway transmission, so that they can be confirmed. [Enable] is set as the
default.
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0 Setting up POP3 Network Service

In POP3 Network Service, you can specify the POP3 server to receive an Internet Fax and E-mails.

POP3 Network Service
Selecting 'Save' in the Main Window is reguired to Save the new settings.
1 ————Enalle FOFE Glient Enabls -
2 ———Enable 5L Disable -
3 — P OP3 Server Address
4 ————nuthentication Disable  ~
5 e Ty POP3 Lagin AUTO -
6 — Arcount Name
7 — Password
8 e Gz:aN Rale Minutes
Q ———~ForHumber 110
41 (Q ———55L Port Number 995
411 ———roPaclient Connection Timeout(1-180) 30 geconds
Item name Description

1 | Enable POP3 Client

Select whether retrieving an Internet Fax and an E-mail from the POP3 server is enabled or
disabled. [Enable] is set as the default.

2 | Enable SSL

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for POP3
transmission.
* Disable — Select this to disable the SSL for POP3 transmission.
* Verify with imported CA certification(s) — Select this to enable the SSL using the
imported CA certificate.
* Accept all certificates without CA — Select this to enable the SSL without using
imported CA certificate.

*  When [Verify with imported CA certification(s)] is selected, you must import the CA certificate in this equipment.
[0 P.263 “[Security] How to Set and How to Operate”
* Not all operating systems support SSL for all protocols.

3 | POP3 Server Address

Enter the IP address or FQDN (Fully Qualified Domain Name) of the POP3 server when
[Enable POP3 Client] is enabled. You can enter up to 128 alphanumerical characters and
symbols other than =, ; (semicolon), #, and \ (backslash).

Tip

[0 P.143 “Setting up TCP/IP”

If you use FQDN to specify the POP3 server, you must configure the DNS server and enable the DNS in the DNS Session.

When the [Obtain a POP3 Server Address automatically] option is enabled in the TCP/IP settings, you can obtain the POP3
server address from the DHCP server.

4 | Authentication

Enable or disable the authentication for accessing the POP3 server.

* Disable — Select this to disable the authentication.

* NTLM/SPA — Select this to access the POP3 server using the NTLM/SPA
authentication.

* Kerberos — Select this to access the POP3 server using the Kerberos authentication.

5 | Type POP3 Login

Select the POP3 login type.
¢ AUTO — Select this to automatically designate the POP3 log-in type of the POP3
server.
* POP3 — Select this to use the general POP3 log-in type.
¢ APOP — Select this to use the APOP log-in type. APOP allows users to access the
POP3 server by encrypting the user name and password.

If it is not possible to log in to the mail server using [Auto], manually set the type of POP3 log in to either [POP3] or [APOP].
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Item name

Description

6 | Account Name

Enter the account name for this equipment to access the POP3 server. You can enter up to
96 alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).

Enter the account name without the domain name when [NTLM/SPA] or [Kerberos] is selected in the [Authentication] option.

7 | Password

Enter the password for this equipment to access the POP3 server. You can enter up to 96
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).

8 | Scan Rate

Enter how often this equipment should access the POP3 server for new messages. You can
enter a value in the range from 0 to 4096. “5” is set as the default.

9 | Port Number

Enter the port number to access the POP3 server. The SSL port number depends on the
port setting in the POP3 server. You can enter a value in the range from 1 to 65535.
Generally the default value “110” is used.

10 | SSL Port Number

Enter the port number to access the POP3 server using SSL. The SSL port number
depends on the port setting in the POP3 server. Generally "995" is used.

11 | POP3 Client Connection
Timeout(1-180)

Enter a timeout period for quitting communication when no response is received from the
POP3 server. Specify within the range from 1 to 180 seconds. “30” is set as the default.

U Setting up FTP Client

In FTP Client, you can specify the default port number used for the Save as file using the FTP protocol.

FTP Client

1 ———s5sLsetling

2 = Diefault Fort Mumber

Selecting "Save'in the Main Window is required to Save the new settings.

Accept all certificates without CA -
21

Item name

Description

1 | SSL Setting

Specify the certificate used in the SSL.
* Disable — Select this to disable the SSL.
* Verify with imported CA certification(s) — Select this to use the registered
certificate(s).
* Accept all certificates without CA — Select this to use all certificates.

2 | Default Port Number

Enter the port number to access the FTP site. The port number depends on the port setting
in the FTP site. You can enter a value in the range from 1 to 65535. Generally the default
value "21" is used.
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0 Setting up FTP Server

In FTP Server, you can enable or disable the FTP server functions.

FTP Server
Selecting "Save'in the Main Window is required to Save the new settings
1 ————Enable FTP Server Enable =
2 — Eniable S50 Disable -
3 e DfaUI Port Mumber pal
4 ———— 5L Port Number 990
Item name Description

1 Enable FTP Server

Select whether the FTP server is enabled or disabled. Select [Enable] to enable the
following functions.

e FTP printing

* Reading/writing the address book data using the Address Book Viewer

* Backing up/Restoring the e-Filing data using the e-Filing Backup/Restore Utility
[Enable] is set as the default.

2 | Enable SSL

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for the FTP server.
[Disable] is set as the default.

Not all operating systems support SSL for all protocols.

3 | Default Port Number

Enter the port number for the FTP server. You can enter a value in the range from 1 to
65535. Generally the default value "21" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

4 | SSL Port Number

Enter the port number that is used to access this equipment using FTP with SSL. The port
number depends on the port setting in the FTP server. You can enter a value in the range
from 1 to 65535. Generally the default value "990" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.
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U Setting up SLP Session

When SLP is enabled, this equipment becomes a Service Agent that responds to requests from a User Agent for
searching particular services and registers services to a Directory Agent.

Tip
The SLP setting only supports the print services shown below.
Raw TCP print, LPD print, IPP print, WSD print, SMB print, FTP print

About the "printer-location” attribute of SLP

SLP has an attribute called "printer-location" as one of the services provided. The information of "printer-location" is
the device setting information on the [General] submenu of the [Setup] menu on the [Administration] tab page, and that
of the [Location] field of [Device Information] on the [Device] tab page. Turn the equipment off and on if you have
changed [Location] from TopAccess. The change is reflected in "printer-location" of SLP after the equipment is

restarted.
SLP Session
Selecting 'Save'in the Main Window s required to Save the new settings
1 ————Enablestp Enable ~
2 —— 7L 8
3 ——soope DEFAULT
Item name Description
1 | Enable SLP Select whether SLP service is enabled or disabled. [Enable] is set as the default.
2 | TTL Set TTL (Time To Live, a scope in the network that provides SLP service).
This is to enable the communication among User Agents and Directory Agents located on
different networks.
3 | Scope Set this for specifying the scope of groups that provide SLP services. The default value is
"DEFAULT".
Set this for specifying the scope of groups that provide SLP services.
Tips
* More than one group can be entered for [Scope] by separating them with a comma.
e Characters ()\! <=>~;*+ cannot be entered in the scope.
* Do not leave this field blank or the SLP setting will be disabled.
* You can search a particular service using Konqueror (SUSE Linux) or SLPSNOOP utility (Novell client) which is a User
Agent (UA).

164 [Setup] ltem List



0 Setting up SNMP Network Service

In SNMP Network Service, you can enable or disable the SNMP to monitor the device status using a network monitoring
utility. If an administrator wants to monitor the device status with a monitoring utility, programmed to match the MIB, you
must enable the SNMP and SNMP Traps.

SNMP Network Service
Selecting 'Save’ in the Main Window is required to Save the new settings

] —— Enable SHMP VN2 Enable =

2 — Read Community public

3 — Read Write Community private

4 e Eniablie SMMP Y3 Disable -

5 —— Delete || Delete All || Export

SHMP V3 User Information
[Wumber— [User Name |Authertication Protocol |Privacy Protacol [Permissions Level

[&] |1 |M |HMAC-MD5 |Nune |Admlnls1ratur

6 —— Enable SMMP V3 Trap Disable ~

7 = SNMF V3 Trap User Name

8 e SHIP W3 Trap Authentication Protocol W

9 e SMMP W3 Trap Authentication Password

10—— SMMP W3 Trap Privacy Protocal W

1 1 — SNMP W3 Trap Privacy Password

4 2 ———— Enabie Autnentication Trap Enable ~

13—— Enable Alerts Trap Enable ~

14—— IP Trap Addresst a u] o o
IP Trap Address? a o a [n]
IP Trap Address3 o o a o
IP Trap Address4 o o a [a]
IP Trap Addressa o o a [a]
IP Trap Addressh a i} a [a]
IP Trap Address7 a o a [a]
IP Trap Addressa a o a a]
IP Trap Addressa a o a [a]
IP Trap Address10 o o a [a]

15—— IP Trap Community public

1 6 —— P Trap Address

Item name Description

1 | Enable SNMP V1/V2 Select whether SNMP V1/V2 monitoring with MIB is enabled or disabled. This must be
enabled to allow users to connect using TopAccessDocMon, TWAIN driver, File
Downloader, or the Address Book Viewer. [Enable] is set as the default.

2 | Read Community Enter the SNMP read community name for the SNMP access. You can enter up to 31
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
“public” is set as the default.

* |tis recommended to change the default Read Community name for security reasons.

* If changing the Read Community name, match the setting with the applications in use. Otherwise, applications that use
MIB (TopAccess, TWAIN driver, File Downloader, and AddressBook Viewer) will become unavailable. The SNMP
communication of the printer driver also will be unavailable, so that obtaining the configurations, confirming the
department code, and obtaining the available boxes in e-Filing will be disabled.

*  When you leave the [Read Write Community] option blank, the SNMP communication between the SNMP Browser of the
Client computer and this equipment will be disabled.

3 | Read Write Community Enter the SNMP Read Write community name for the SNMP access. You can enter up to 31
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
“private” is set as the default.

¢ Itis recommended to change the default Read Write Community name for security reasons.

* If changing the Read Write Community name, match the setting with the applications in use. Otherwise, applications that
use MIB (TopAccess, TWAIN driver, File Downloader, and AddressBook Viewer) will become unavailable. The SNMP
communication of the printer driver also will be unavailable, so that obtaining the configurations, confirming the
department code, and obtaining the available boxes in e-Filing will be disabled.

4 | Enable SNMP V3 Select whether SNMP V3 monitoring with MIB is enabled or disabled. This must be enabled
to allow users to connect using TopAccessDocMon, TWAIN driver, File Downloader and the
AddressBook Viewer.
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Item name Description
5 | Create SNMP V3 User Information | SNMP V3 user information registered into this equipment is displayed in a list. SNMP V3
user information can be registered, edited, deleted or exported. For the details, see the
following:
1 P.219 “Registering or editing SNMP V3 user information”
[0 P.221 “Exporting SNMP V3 user information”
0 P.223 “Deleting SNMP V3 user information”
Enable SNMP V3 Trap Select whether SNMP V3 Trap is sent or not. [Disable] is set as the default.
SNMP V3 Trap User Name Enter an SNMP V3 Trap User Name. You can enter up to 31 alphanumerical characters and
symbols.
8 | SNMP V3 Trap Authentication Select an authentication protocol.
Protocol * HMAC-MD5 — Select this to use HMAC-MD5.
* HMAC-SHA — Select this to use HMAC-SHA.
9 | SNMP V3 Trap Authentication Enter an authentication password. You can enter up to 31 alphanumerical characters and
Password symbols.
10 | SNMP V3 Trap Privacy Protocol Select a protocol for data encryption.
* None — Select this not to encrypt data.
¢ CBC-DES — Select this to use CBC-DES.
* CFB-AES-128 — Select this to use AES-128 (CFB mode).
11 | SNMP V3 Trap Privacy Password Enter a privacy password. You can enter up to 31 alphanumerical characters and symbols.
12 | Enable Authentication Trap Select whether to send SNMP Traps when this equipment is accessed using SNMP V1/V2
from a different read community. [Enable] is set as the default.
13 | Enable Alerts Trap Select whether to send SNMP V1/V2 Traps when an alert condition occurs. [Enable] is set
as the default.
14 | IP Trap Address 1 to 10 Enter the IP address where the SNMP Traps will be sent. You can specify up to 10
addresses. Specify within the range from 0 0 0 0 to 255 255 255 255.
15 | IP Trap Community Enter the trap community name for the IP Traps. You can enter up to 31 alphanumerical
characters and symbols. “public” is set as the default.
16 | IPX Trap Address Enter the IPX address where the SNMP Traps will be sent. You can enter up to 20
alphanumerical characters and symbols.
When you want to use a user name registered in the SNMP V3 User Information list as an SNMP V3 Trap User Name, you
must enter the same protocols and passwords registered for the authentication protocol, authentication password (not
displayed on the list), privacy protocol and password (not displayed on the list) into the fields such as [SNMP V3 Trap
Authentication Protocol], [SNMP V3 Trap Authentication Password], [SNMP V3 Trap Privacy Protocol] and [SNMP V3 Trap
Privacy Password].
If they do not match, information registered in the list will be adopted.
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[Create SNMP V3 User Information] screen
You can display this screen by clicking the [New] button in the Create SNMP V3 User Information page.

Create SNMP V3 User Information
1 ——— Context Name MFP
2 — LIzl Hame
3 e AuthieNtication Protocol HMAC-MDE +
4 — futhentication Passward
5 = Privacy Protocol [ane -
6 — Privacy Password
7 = Permissions Level General User

Tip
Clicking [Save] on the [Create SNMP V3 User Information] screen instantly registers the SNMP V3 user information,
enabling the registered user to access this equipment via SNMP over a network.

Item name Description
1 | Context Name Displays the context name.
User Name Enter the user name. You can enter up to 31 alphanumerical characters and symbols.
Authentication Protocol Select an authentication protocol.

¢ HMAC-MD5 — Select this to use HMAC-MD5.
¢ HMAC-SHA — Select this to use HMAC-SHA.

4 | Authentication Password Enter the password when the Authentication option is enabled. You can enter up to 31
characters.
5 | Privacy Protocol Select a protocol for data encryption.

¢ None — Select this not to encrypt data.
¢ CBC-DES — Select this to use CBC-DES.
* CFB-AES-128 — Select this to use AES-128 (CFB mode).

6 | Privacy Password Enter the password for the user information. You can enter up to 31 alphanumerical
characters and symbols.

7 | Permissions Level Select the access permission level of the SNMP V3 user.
* General User — Select this to permit only the reading of data.
* Administrator — Select this to permit both the reading and writing of data.
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0 Setting up Web Services Setting

In Web Services Print and Web Services Scan, you can set the Web Services Setting. The Web Services Print operations
and Web Services Scan operations are performed on client computers with Windows Vista/Windows 7/Windows 8/
Windows Server 2008/Windows Server 2012 through a network.

Web Services Setting
Selecting "Save' in the Main Window is required to Save the new settings
General
Q1 ——EnablessL Disable ~
2 —— Friendly Name RS
Print
3 e Wigh Services Print Enable ~
4 ——— Frinter Name =
B ———— Printer Infarmation
Scan
6 Wieh Serices Scan Enable -
7 — Scanner Narme
8 ——— Scanner Information
9 — Authentication for PC Initiated Scan Accept any job -
Mote:Accept any job - Accounted as Guest ifuser name is invalid. (Enable Guest account with Remote Scan permission)
Item name Description
1 | Enable SSL Specify whether or not to use SSL in Web Service.

* Enable — Select this to use SSL.
* Disable — Select this no to use SSL.

2 | Friendly Name Assign the friendly name for this equipment. You can enter up to 127 characters and
symbols other than =, ; (semicolon), #, /, \ (backslash), :, *, ?, ", >, <, |, !, and , (comma).
3 | Web Services Print Select whether the Web Services Print is enabled or disabled.

* Enable — Select this to enable the Web Services Print.
* Disable — Select this to disable the Web Services Print.

To enable Web Services Print using SSL, a certificate must be installed in this equipment or a client computer. For the details,
see the following pages:
0 P.263 “[Security] How to Set and How to Operate”

4 | Printer Name Assign the printer name for this equipment. You can enter up to 127 characters and symbols
other than =, ; (semicolon), #, /, \ (backslash), :, *, ?, ", >, <, and |. “MFP model name-Serial
number” is set as the default.

5 | Printer Information Assign the printer information for this equipment. You can enter up to 127 characters other
than =, ; (semicolon), #, and \ (backslash).

6 | Web Services Scan Select whether the Web Services Scan is enabled or disabled.
* Enable — Select this to enable the Web Services Scan.
* Disable — Select this to disable the Web Services Scan.

7 | Scanner Name Assign the scanner name for this equipment. You can enter up to 127 characters and
symbols other than =, ; (semicolon), #, /, \ (backslash), :, *, ?, ", >, <, and |. “MFP model
name-Serial number” is set as the default.

8 | Scanner Information Assign the scanner information for this equipment. You can enter up to 127 characters other
than =, ; (semicolon), #, and \ (backslash).
9 | Authentication for PC Initiated Specify whether to enable user authentication before accepting a scan from a client PC.
Scan * Do not accept any job — Select this not to accept any jobs regardless of the result of

user authentication.

* Accept the job if user name is valid — Select this to accept jobs only after successful
user authentication.

* Accept any job — Select this to accept any jobs regardless of the result of user
authentication.
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U Setting up LLTD Session

Enable this setting for confirming the device connection status, installing devices or accessing the TopAccess. This setting
also allows you to discover the desired device over the local network and view device information such as location, IP
address, MAC address or profile on the Network Map under the Windows Vista/Windows 7/Windows 8/Windows Server

2008/Windows Server 2012 environment.

LLTD Session
Selecting 'Save'in the Main Window is reguired to Save the new seftings

1 ——-FEnableLLTD Enable -
2 — Device Narmne MFPO70S8510
Item name Description
1 | Enable LLTD Select whether the LLTD setting is enabled or disabled.

¢ Enable — Enables the LLTD.
* Disable — Disables the LLTD.

2 | Device Name Enter a device name to be displayed on the Network Map.
You can enter up to 16 characters and symbols other than =, ; (semicolon), #, and

\ (backslash).
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0 Setting up Wake Up Setting

This section describes how to set network access during the Super Sleep mode.

Use this setting for a case such as when you want to recover this equipment from the Super Sleep mode by searching
this equipment over a network.

Wake Up Setting

Selecting 'Save'in the Main Window is required to Save the new seftings
Please setthe protocol forWake up fram Sleep mode.

Selectupto 4 iterns

1 Protoccl

ARP

SNMP for [P

[ |she for Py

SMB

7] |Bonjour

] |Meighbor DiscoverycLink Local Address)

O] |Meighbor DiscoverytManualy

[T |LLmng

] |wrmo

B s

[T] |wieh Services for Pva.

[T]  |web Services for IPvE

Item name Description

1 | Protocol Select protocols to be used for recovering this equipment from the Sleep mode. Up to 4
protocols can be selected.
* ARP

Select this to enable address resolution when this equipment is used under IPv4
environment.

¢ SNMP for IPv4
Select this to search this equipment over the network with SNMP protocol when Client
Utilities is used under IPv4 environment.

¢ SNMP for IPv6
Select this to search this equipment over the network with SNMP protocol when Client
Utilities is used under IPv6 environment.

e SMB
Select this to enable domain name resolution when NetBIOS name is used under |IPv4
environment.

e Bonjour
Select this to search this equipment over the network with Bonjour protocol.

¢ Neighbor Discovery(Link Local Address)
Select this to enable address resolution when this equipment is used under IPv6
environment.

¢ Neighbor Discovery(Manual)
Select this to enable address resolution when this equipment is used under IPv6
environment.

e LLMNR
Select this to enable domain name resolution when NetBIOS name is used under IPv6
environment.

e LLTD
Select this to search this equipment over the network with Nmap display when Network
Mapper is used.

e SLP
Select this to enable service discovery when SLP is used.

¢ Web Services for IPv4
Select this to search this equipment over the network with WS-Discovery under IPv4
environment.

* Web Services for IPv6
Select this to search this equipment over the network with WS-Discovery under IPv6
environment.
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* The protocol selecting list of the Wake Up setting is made to select the desired protocols regardless of whether the
selected protocol is enabled or disabled on each protocol setting. If the selected protocol is disabled on its protocol
setting, however, the Wake Up setting is disabled either and therefore this equipment will not be recovered from the
Super Sleep mode.

* When no response is returned from this equipment after you access the network even if a protocol selected on this
setting is used, retry the access.

Tip
If any of the following protocols is selected, this equipment can be recovered from the Super Sleep mode even if the
Wake Up setting is not set.
- IPP
- FTP
- HTTP
- SMTP
- RAW9100
- LPD
- WebService

[Setup] Item List 171



0 Setting up IP Security
With the IP security function, you can enable data encryption communication using IPsec (IP Security Protocol).
Tip
With the [Flush Connections] button, if the keys for IPsec communication are leaked or a security violation occurs, you

can manually delete (flush) the current session with the flush connection function and start a new session. If you want
to delete the information of SAD (Security Association Database) for any reason, you can delete it in the same way.

IP Security
1 Era 01111} Selecting 'Save'in the Main Window is reguired to Save the new settings.
2 — Enable IPseC Disable
3 ——~Foliy ]
4 ——Fiter | Manual key | IKEKey | Profle | Pojiey
5 M\ Delete-‘
6
7 Fitter Mame: Fitter & Jion
8
Item name Description
1 | [Return] button Closes the [IP Security] screen.
2 | Enable IPsec Specify whether or not to enable IPsec.
¢ Enable — Enables IPsec.
* Disable — Disables IPsec.
3 | Policy Select a policy to use in IPsec.

To enable data encryption communication using IPsec, you must first create IPsec policies
according to your system environment.
1 P.182 “[Add Policy] / [Modify Policy] screen”

4 | Filter Creates a filter for the IPsec environment.

[Add] button — You can add a filter on the [Add Filter] screen.

[0 P.174 “[Add Filter] / [Modify Filter] screen”

[Delete] button — Select filters to delete and click the [Delete] button to delete them.
Filter Name — Click a registered filter name to modify its content.

[0 P.174 “[Add Filter] / [Modify Filter] screen”

Filter Action — Displays the action of the registered filter.

5 | Manual Key Set the IPsec manual key.

[Add] button — You can add a manual key on the [Add Manual Key] screen.

1 P.176 “[Add Manual Key] / [Modify Manual Key] screen”

[Delete] button — Select manual keys to delete and click the [Delete] button to delete
them.

Manual Key Name — Click a registered manual key name to modify its content.

1 P.176 “[Add Manual Key] / [Modify Manual Key] screen”

Encryption Algorithm — Displays the registered encryption algorithms.

6 | IKE Key Set the IPsec IKE key.

[Add] button — You can add an IKE key on the [Add IKE] screen.

1 P.178 “[Add IKE] / [Modify IKE] screen”

[Delete] button — Select keys to delete and click the [Delete] button to delete them.
Key Name — Click a registered key name to modify its content.

1 P.178 “[Add IKE] / [Modify IKE] screen”

IKE Type — Displays the registered IKE types.

7 | Profile First create a filter and a manual key or IKE key according to your IPsec environment, and
then create profiles by combining them.

[Add] button — You can add a profile on the [Add Profile] screen.

0 P.180 “[Add Profile] / [Modify Profile] screen”

[Delete] button — Select profiles to delete and click the [Delete] button to delete them.
Profile Name — Click a registered profile name to modify its content.

0 P.180 “[Add Profile] / [Modify Profile] screen”

Profile Mode — Displays the registered profile mode.
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Item name

Description

Policy

Create a policy to use in IPsec by combining the registered profiles.
[Add] button — You can add a policy on the [Add Policy] screen.
1 P.182 “[Add Policy] / [Modify Policy] screen”

[Delete] button — Select policies to delete and click the [Delete] button to delete them.

Policy Name — Click a registered policy name to modify its content.
1 P.182 “[Add Policy] / [Modify Policy] screen”
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[Add Filter] / [Modify Filter] screen

You can display this screen by clicking the [Add] button for Filter or a registered filter name.

You can create a filter to use in IPsec.

1 ——24d Fitter
i @@]@ Selecting 'Save’ in the Main Window is required to Save the new settings
4 ———FilterName |
5 e |nite et Protocol Yersion 1Pt ~
6 — Source Address
7 = Destination Address Any IP Address - |
8 —— Frotocol Type W
9 — S0Urce Port ‘Any | ‘ ‘
10—— Destination Part ‘Any | ‘ ‘
1 1 == Filter Action
@ Permit
© Binck
@ Megotiate Security
Security Protocol Type  ESP -
1 __Mlodify Filter
i ] @@]@ Selecting 'Save’ in the Main Window is required to Save the new settings
_
4 ———FilterNams testll
5 e |Mt2 ML Protocol ersion IPvd ~
6 — SOUrce Address
7 Destination Address Any IP Address -
8 —Erotacol Type W
9 — S0UrCE Port ‘Any | | |
10—— Destination Port ‘Any | | |
11 ——— Fitter Action
© Permit
© Block
@ Negnotiate Security
Security Protocol Type  ESP +

Item name

Description

[OK] button

Saves the folder setting.

[Cancel] button

Cancels registration of the folder.

[Reset] button

Returns the settings to the defaults.

AW IN =

Filter Name

Enter a filter name. You can enter up to 63 alphanumerical characters and symbols other
than #, %, &, +, \ (backslash), ' (apostrophe), ; (semicolon), , (comma), ", and =.

Internet Protocol Version

Select the IP version for IPsec.
¢ IPv4 — Select this to use IPsec under the IPv4 environment.
IPv6 — Select this to use IPsec under the IPv6 environment.

Source Address

The IP address of this equipment is set as the source address to which the filter is applied.
[My IP Address] is displayed in this box. This item cannot be changed.

Destination Address

Specify the destination address for the communication to which the filter is applied.

* Specific IP Address — Set a specific IP address. Enter the IP address in the address
input box.

Subnet / Prefix — Set the destination with its IP address and subnet mask. Enter the IP
address and the prefix of the subnet mask directly in the address input box.

FQDN — Sets FQDN for the destination. Enter FQDN in the address input box. You can
enter up to 255 alphanumerical characters including hyphen (-) and period (.). However,
neither hyphen (-) nor period (.) can be used as first or last character.
Any IP Address — Set any IP address.

Protocol Type

Select a protocol for the filter.

¢ Any — Set any protocol.
TCP — Select this to use TCP only.
UDP — Select this to use UDP only.
ICMP — Select this to use ICMP only.
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Item name Description
9 | Source Port Specify the source port number. This setting is available only if you selected TCP or UDP in
the protocol type setting.
¢ Any — Set any source port.
* Port Number — Set the port number of the sender. Enter the port number in the port
number input box.
10 | Destination Port Set the destination port number. This setting is available only if you selected TCP or UDP in
the protocol type setting.
* Any — Set any destination port.
* Port Number — Set the port number of the destination. Enter the port number in the
port number input box.
11 | Filter Action Set the operation of the filter.

¢ Permit — Select this to permit access from the specified destination.

¢ Block — Select this to block access from the specified destination.

* Negotiate Security — IPsec communication is performed with the specified
destination. When this item is set, you must select the security protocol type to be used
in IPsec communication from the following:

- ESP — Select this to use ESP (Encapsulating Security Payload).
- AH — Select this to use AH (Authentication Header).
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[Add Manual Key] / [Modify Manual Key] screen

You can display this screen by clicking the [Add] button for Manual Key or a registered manual key name.
You can set a manual key to use in IPsec.

_ Add Manual Key
1

—_—
QK| | Cancel || Reset | Selecting 'Save'in the Main Window is required to Save the new settings
_

*Required

Encreption Algarithm Mone -

s 2511 Al ORI =HAT -

1
2
3
4 —_— < Wanual Key Marme |
5
6
7

— (1DOUND KEY

Security Parameter Index =8P should he between 256 and 4005

ESP Encryption Key

ESP Authentication Key

AH Authentication Key
8 —Outhound Key

Security Parameter Index ==*5P| should be between 256 and 4095

ESP Encryption Key

ESP Authentication Key

AH Authentication Key

1 __'V'Iodify Manual Key

2 ——
OK|| Cancel || Reset [ Selecting 'Save'in the Main Window is required to Save the new settings
3 | (o (Canee JRpet)
* Required
4 — Manual Key Name TESTOM
5 — Encryption Algorithrm Mane -
6 — Hash Algarithm SHAL -

7 s |11 U KEY

Security Pararneter Index 300 ="SPI should be between 256 and 4095

ESP Encryption Key

ESF Authentication Key 12345R78901234567590

AH Authentication Key 1234567 0901234567890
8 == 0uthound Key

Security Pararneter Index 300 ="SPI should be between 256 and 4095

ESP Encryption Key

ESP Authentication Key 12345676901234567390
AH Authentication Key 1234567 8901234567890
Item name Description
1 | [OK] button Saves the key setting.
2 | [Cancel] button Cancels registration of the key.
3 | [Reset] button Returns the settings to the defaults.
4 | Manual Key Name Enter the name of the manual key. You can enter up to 63 alphanumerical characters
and symbols other than #, %, &, +, \ (backslash), ' (apostrophe), ; (semicolon), ,
(comma), ", and =.
5 | Encryption Algorithm Select an encryption algorithm.

* None — Select this not to perform data encryption.

* AES-256-CBC — Select this to use AES-CBC (256 bits).
* AES-192-CBC — Select this to use AES-CBC (192 bits).
* AES-128-CBC — Select this to use AES-CBC (128 bits).
* 3DES-CBC — Select this to use 3DES-CBC.

* DES-CBC — Select this to use DES-CBC.

6 | Hash Algorithm Select a hash algorithm.

e SHA1 — Select this to use SHA1.

* MD5 — Select this to use MD5.

¢ AES-XCBC-MAC — Select this to use AES-XCBC-MAC.
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Item name Description

Inbound Key Select a key for the receiving side.
Security Parameter Index Specify a security parameter index (SPI) for identification.
You can enter a value in the range from 256 to 4095.
ESP Encryption Key Enter an ESP (Encapsulating Security Payload) encryption key.
ESP Authentication Key Enter an ESP (Encapsulating Security Payload) authentication key.
AH Authentication Key Enter an AH (Authentication Header) authentication key.
Outbound Key Select a key for the destination.
Security Parameter Index Specify a security parameter index (SPI) for identification.
You can enter a value in the range from 256 to 4095.
ESP Encryption Key Enter an ESP (Encapsulating Security Payload) encryption key.
ESP Authentication Key Enter an ESP (Encapsulating Security Payload) authentication key.
AH Authentication Key Enter an AH (Authentication Header) authentication key.
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[Add IKE] / [Modify IKE] screen

You can display this screen by clicking the [Add] button for IKE Key or a registered key name.
You can set an IKE key to use in IPsec.

1 ——&dIKE
2 _—
OK| Cancel || Reset | Selecting 'Save'in the Main Window is required to Save the new settings
3 |
4 ——E Ry Mame
5 ———IKEType
IKE Version
@) IKEw1 (Main Mode)
Authentication Method [Mote: This selection will be applicable for all IKEv1 settings]
Certificate
@ Preshared Key sssees
O IKEv2
Authentication Method
Cerificate
Preshared Key
Local ID IP Address
Remote ID IP Address V‘ |
6 —Session Key Settings
Generate a new key after 25800 iSeconds [CIEnable FFS
7 =————FilterIKE Transforms
Integrity Encryption
SHAT [ aEs-256-CBC
[CImvps [[)ags-192-cac
[ ags-kcBc-mac AES-128-CHC
[ aescTr
3DES-CHC
[ pes-cac
Diffie-Hellman algorithm  MODR 1024 (Group 2) -

1 —|Modiy IKE
2 _—
OK|| Cancel || Reset | Selecting 'Save' in the Main Window is required to Save the new settings
3 ]
4 ———KE KeyMame TESTON
5 e |KE Type:
IKE Version
@) IKEw1 (Main Mode)
Authentication Method [Mote: This selection will be applicahle for all IKEv1settings]
Certificate
@ Preshared Key LITTTTY
@ IKEv2
Authentication Method
Cerificate
Preshared Key | |
Local ID |IP Address vl ‘ ‘
Remote ID |IP Address vl
6 —Session Key Settings
Generate a new key after 26900 igeconds [FIEnable PFS
7 =———FilterlKE Transforms
Integrity Encryption
SHa1 [ sEs-256-CBC
[CIvps [[)ags-192-cac
[C] AES-HCBC-MAC AES-128-CBC
[[agscrr
3DES-CAC
[0 pes-cac
Diffie-Heliman algorithm  MODP 1024 (Group 2) -

Item name

Description

1 | [OK] button

Saves the key setting.

[Cancel] button

Cancels registration of the key.

[Reset] button

Returns the settings to the defaults.
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Item name Description
IKE Key Name Enter the name of the IKE key. You can enter up to 63 alphanumerical characters and
symbols other than #, %, &, +, \ (backslash), ' (apostrophe), ; (semicolon), , (comma),
", and =.
Tip
Up to 30 IKE keys can be created.
IKE Type:
IKEv1 (Main Mode) Select this to use IKEv1.

Certificate — Select this to use an electronic certificate. To select this, IPsec
certificate must be installed in this equipment in advance.

Preshared Key — Select this to perform authentication by sharing key information
with the recipient of the communication in advance. Enter key information to be shared
in the entry box. You can enter up to 128 alphanumerical characters and symbols
other than &, <, and ".

If you register more than one Preshared Key for IKEv1, only the one that you
registered last will be valid.

IKEv2 Select this to use IKEv2.

Certificate — Select this to use an electronic certificate. To select this, IPsec
certificate must be installed in this equipment in advance.

Preshared Key — Select this to perform authentication by sharing key information
with the recipient of the communication in advance. Enter key information to be shared
in the entry box. You can enter up to 128 alphanumerical characters and symbols
other than &, <, and ".

* Local ID — Select among IP Address, FQDN, Email and Key-ID. When you have
selected the Key-ID, enter the value to the corresponding item. You can enter up
to 128 alphanumerical characters and symbols other than &, <, and ".

* Remote ID — Select among IP Address, FQDN, Email and Key-ID. When you
selected FQDN, Email or Key-ID, enter a value corresponding to the item you
selected. When you selected Key-ID, enter the corresponding value. You can
enter up to 128 alphanumerical characters and symbols except the following: & <
". When you selected Email, you can enter up to 192 alphanumerical characters.
When you selected FQDN, you can enter up to 255 alphanumerical characters
including hyphen (-) and period (.). However, neither hyphen (-) nor period (.) can
be used as first or last character.

Session Key Settings:

Generate a new key after Enter the interval between generating key information for IPsec communications in
seconds. Set the interval period for regenerating key information for IPsec
communication from 60 seconds to 604,800 seconds (7 days).

Enable PFS — Select the check box when using the PFS (Perfect Forward Secrecy)
function in IKE.

FilterIKE Transforms:

Integrity Select the authentication algorithm to be used in IKE.

* SHA1 — Select this to use SHA1.

* MD5 — Select this to use MD5.

¢ AES-XCBC-MAC — Select this to use AES-XCBC-MAC.

Encryption Select the encryption algorithm to be used in IKE.

* AES-256-CBC — Select this to use AES-CBC (256 bits).
* AES-192-CBC — Select this to use AES-CBC (192 bits).
* AES-128-CBC — Select this to use AES-CBC (128 bits).
¢ AES-CTR — Select this to use AES-CTR.

* 3DES-CBC — Select this to use 3DES-CBC.

* DES-CBC — Select this to use DES-CBC.

Diffie-Hellman algorithm Select the Diffie-Hellman group to be used in IKE.

* MODP 768 (Group 1) — Select this to use the MODP group in 768 bits.

* MODP 1024 (Group 2) — Select this to use the MODP group in 1024 bits.
* MODP 2048 (Group 14) — Select this to use the MODP group in 2048 bits.
* Elliptic Curve P-256 (Group 19) — Select this to use Elliptic Curve P-256.
* Elliptic Curve P-384 (Group 20) — Select this to use Elliptic Curve P-384.
* Elliptic Curve P-521 (Group 21) — Select this to use Elliptic Curve P-521.
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[Add Profile] / [Modify Profile] screen

You can display this screen by clicking the [Add] button for Profile or a registered profile name.
You can create a profile for an IPsec environment by combining the registered filter and either a manual key or an IKE key.

Add Profile

—
OK|| Cancel || Reset Selecting 'Save' in the Main Window is required to Save the new settings
]

—————Profile Name |

— TUNNEl Settings

Tunnel mode Mo -

IPv4/IPYE Address [

6 —Key Selection
Key TESTOV(KEY!) ~

7 ——— [ O pOSAlS

ESP Transforms AH Transforms Session Key Seftings
Intearity [Encryption
ntogrity Ezssion ey Settings
SHAA [T aEs-258-cBC Flsnat
[ wos Elaes192.ca0 Elves [7] Generste & new key atter | J500 Seconds,
[0 mes-xcEC BES-126-CHC [ a5 5cac [ cenerate & new key atter | 100000 MBytes
[ #Es-cTR
SDES-CAC
[ pescac
[ Were

[CPCOMP Transfarm
8 ———ipFitter

‘ Move Lp H Move Down ‘

[ove | [ Fiter Hame [ Fiter &stion | Destination Address |
‘ ® | [] |lastﬂ1 |Negutia1e Security |Any P Address |
__Mlodify Profile

—
OK|| Cancel || Reset Selecting 'Save'in the Main Window is required to Sawe the new settings.
|

e P10l MM TESTOM|

—TUNNE] Settings
Tunnel mode Yes =

IPvdilP¥G Address 192.168.1.1

6 —Key Selection
Key TESTOM(IKEY) +

7 —— 0P 0S alS

ESP Transforms AH Transforms Session Key Settings
rtegry Encryption -
il ik Eession ey Sefings
SHat [ ses-2se-cac aHA
[ zenerste & new key atter | 3500 Seconds

[ wos [ 4es-182-cBC Flvos
[ ags-xcBC LES128-CBC Elasxene [T cenerate & new key atter | 100000 MBytes

[ sescTr

3DES-CHC

[ pes-cae

[ mone

[E1IPCOMP Transform

8 = IP Filter

| Iove Up || Iove Down |

| Move | | Fitter Mame | Fiter Action | Destination Address |
| ® | |tes1m |Negmwate Security |Any P address |
Item name Description
1 | [OK] button Saves the profile setting.
[Cancel] button Cancels registration of the profile.
[Reset] button Returns the settings to the defaults.
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Item name

Description

Profile Name

Enter the profile name. You can enter up to 63 alphanumerical characters, including
hyphen (-) and underscore (_).

Tip

Up to 30 profiles can be created.

Tunnel Settings:

Tunnel mode

Select whether or not to use tunnel mode for IPsec communications.

* Yes — Select this to use the tunnel mode.

* No — Select this not to use the tunnel mode. (The transport mode will be used
instead.)

IPv4/IPv6 Address

Enter the IP address for the gateway which encrypts and decrypts data in tunnel
mode.

Key Selection:

Key Displays the IKE key settings registered in the equipment. IKE keys already registered
in this equipment are displayed.
Proposals:
ESP Transforms Specify the transform for ESP.

* Integrity — Selects the authentication algorithm to be used in ESP.
- SHA1 — Select this to use SHA1.
- MDS5 — Select this to use MD5.
- AES-XCBC — Select this to use AES-XCBC.
* Encryption — Selects the encryption algorithm to be used in ESP.
- AES-256-CBC — Select this to use AES-CBC (256 bits).
- AES-192-CBC — Select this to use AES-CBC (192 bits).
- AES-128-CBC — Select this to use AES-CBC (128 bits).
- AES-CTR — Select this to use AES-CTR.
- 3DES-CBC — Select this to use 3DES-CBC.
- DES-CBC — Select this to use DES-CBC.
- None — Select this not to perform data encryption.

AH Transforms

Specify the transform for AH.
* Integrity — Selects the authentication algorithm to be used in AH.
- SHA1 — Select this to use SHA1.
- MD5 — Select this to use MD5.
- AES-XCBC — Select this to use AES-XCBC.

Session Key Settings

Specify the session key for IPsec communications.

* Session Key Settings — Sets an interval for regenerating the session key. The
interval can be set in time or the amount of data. Select the desired check box and
then key in the value in the entry box.

- Generate a new key after [ ]/Seconds — Specify the interval between key
generations in seconds. Specify within the range from 180 to 86,400 seconds
(24 hours).

- Generate a new key after [ ]/KBytes — Specify the data volume between key
generations in Kbytes. Specify within the range from 20,480 to 214,783,647
Kbytes.

IPCOMP Transform

Select if using the IPCOMP transform.

IP Filter

You can display a list of filter settings registered in this equipment. Select the check
box for the filter to be applied to the profile. If more than one filter is registered, you can
change their order in the list. Click [Move] for the desired filter, and then click [Move
Up] or [Move Down] to move the filter.
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[Add Policy] / [Modify Policy] screen

You can display this screen by clicking the [Add] button for Policy or a registered policy name.
You can create a policy to use in IPsec by combining the registered profiles.

Add Policy 0
1 s I || | Selecting "Save'in the Main Wind d to Save th i L
2 _ :] ance electing "Save’ in the MainWindow IS required 1o Save the new settings. e
3 —Falicy Narme
——  [Frofie tame ] )
| B | TESTO! |
Modify Policy 2
; :—@ Cance| Selecting 'Save’ in the Main Window is required to Save the new settings L
3 ——— PolicyName TESTO1
4 ——— [Profietame | )
‘ | TEST |
Item name Description
1 | [OK] button Saves the profile setting.
2 | [Cancel] button Cancels registration of the profile.
3 | Policy Name Enter the policy name. You can enter up to 63 alphanumerical characters and symbols
other than #, %, &, +, \ (backslash), ‘ (single quotation), ; (semicolon), , (comma), *
(double quotation) and =.

Tip

Up to 10 policies can be created.

4 | Profile Name Select profiles to apply to the policy.
You can select multiple profiles.
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H Copier settings
You can specify copier settings.
Tip

The [Copier] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”

P.136 “[Setup] Item List”

P.183 “Setting up Default setting”
P.185 “Setting up Copy Job Enforcement Continue”

U Setting up Default setting

In Default setting, you can set the default copier settings that apply for copy operation from the touch panel.

Copier Setting
Default setting
1 e (Jriginal Mode Text/Photo -
2 — EXpOsUre Auto -
3 —— et Plain -
4 ——— nagazine sort
5 ——— zintr4in1 Write Laterally ~
6 = [aximum Copies 999 -
7 ——— huto 2-sided Mode
8 ——— sort Mode Priority Non-Sort =
Item name Description
1 | Original Mode Select the default original mode for black and white originals.

* Text/Photo — Originals with text and photographs mixed.

* Text — Originals with text (or text and line art) only.

* Photo — Originals with photographs.

2 | Exposure Select the type of image density for black and white copies.

* Auto — Select this to set the Auto mode as the default exposure for black and white
copies. The Auto mode automatically detects the density of the original to make copies
at the optimum exposure.

¢ Manual — Select this to set the Manual mode as the default exposure for black and
white copies. The manual mode allows you to manually specify the density of the
original.

3 | MPT Select the default paper type for the MPT.
Magazine Sort Select the default page arrangement for magazine sort copies. Available only when the
Automatic Duplexing Unit is installed.
* Open from left — Select this to create a booklet that can be read from the left page.
* Open from right — Select this to create a booklet that can be read from the right page.
5 | 2in1/4in1 Select the default page arrangement for 2in1/4in1 copies.

* Write Laterally — Select this to copy two pages or four pages from left to right or top to
bottom. When the portrait originals are copied using 2in1 or 4in1, this equipment copies
them from left to right. When the landscape originals are copied using 2in1 or 4in1, this
equipment copies them from top to bottom.

* Write Vertically — Select this to copy each two pages or four pages from right to left or
top to bottom. When the portrait originals are copied using 2in1 or 4in1, this equipment
copies them from right to left. When the landscape originals are copied using 2in1 or
4in1, this equipment copies them from top to bottom.

6 | Maximum Copies Select the maximum numbers of pages that users can specify for copying. You can select
from [999], [99] or [9].
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Item name

Description

7 | Auto 2-sided Mode

Select how the 2-sided mode initially applies to copy settings when originals are set in the
Reversing Automatic Document Feeder. Available only when the Reversing Automatic
Document Feeder and the Automatic Duplexing Unit are installed.
* OFF — Select this to initially apply [1->1 SIMPLEX] when originals are set in the
Reversing Automatic Document Feeder.
* One-sided/Double-sided — Select this to initially apply [1->2 DUPLEX] when originals
are set in the Reversing Automatic Document Feeder.
* Double-sided/Double-sided — Select this to initially apply [2->2 DUPLEX] when
originals are set in the Reversing Automatic Document Feeder.
* User Selection — Select this to initially display the screen to select the 2-sided mode
when originals are set in the Reversing Automatic Document Feeder.

8 | Sort Mode Priority

Select the default sort mode for copying.
* Non-Sort — Copies exit without sorting.
* Staple — Copies exit with their corner stapled.
* Sort — Copies exit in the same page order as the originals one set after another.
* Group — Copies grouped by page exit.

184

[Setup] Item List




Q Setting up Copy Job Enforcement Continue

Copy Job Enforcement Continue
1 — putoratic Change Of Paper Source OFF ~
2 m—Auto gutput bin change (Cascade Pring OFF =
3 m— Suspend Printing if Stapler Empty an -
Item name Description

1 | Automatic Change Of Paper
Source

Specify whether or not to change the paper source automatically when the size of the
original and the paper in the paper source do not match.

* ON — Select this to change the paper source and continue processing the job.

* OFF — Select this to stop the job.

2 | Auto output bin Change (Cascade
Print)

Specify whether or not to switch the receiving tray automatically.
* ON — Select this to continue processing the job by switching the receiving tray.
* OFF — Select this to stop the job.

3 | Suspend Printing if Stapler Empty

Specify whether to stop printing when staples run out.
* ON — Select this to stop printing when staples run out.
* OFF — Select this not to stop printing when staples run out.
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M Fax settings

You can specify fax settings.

Tip

The [Fax] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

U Setting up Fax Setting

In Fax Setting, you can set the default fax settings that apply to fax operations from the touch panel.

Fax Setting

1 —— Terminal ID

2 —— FaxNumber

3 — Ringer Yolume 0@ o VT

4 —— wonitor Yalume 1e@eeeEeeE e 7

5 —— Caornpletion Tone Yolume 05 6 6 € VT

6 —— Reception Mode Auto -

7 —— Dial Type MF -

8 ——— Resaolution Standard  ~

Q —— Original Mode Text -

10 Exposure CETL ICIGIGIGECI (G [CRCRCRGRG]Y |

11— [l

12——~rTl OFF =

13 ——Ecu oM ~

14 —— Discard o]

15 —— Reduction 0]

16 —— Duplex Print OFF -

17—— Recovery Transmit OFF -
Stared Time 6 v

418 —— Journal Auto Print oM -

19 ——— Memory Transmission Report OM ERROR(Print 1st Page Irmage) -

20 Multi Transmission Report 0N ERROR(Print 1st Page Image) ~

21— Falling Report OM ERROR +

22 —— Relay Originator Always(Print 15t Page Image) -

23 = Secure Receive Disable -
SuUn Disahle : Enable
WMan Disable : Enable
Tue pisable : Enable
Wed pisable : Enable
Thu' Disable : Enahle
Fri Disanle : Enable
Sat  Disaple : Enable
FPassword Retyne Password

Item name Description

1 | Terminal ID

Enter the terminal ID name (company name) to identify this equipment. The name will be
printed at the leading edge of all documents transmitted.

2 | Fax Number

Enter the fax number of this equipment. This fax number will be printed at the leading edge
of all documents transmitted from Line 1.

Ringer Volume

Select the ringer volume.

4 | Monitor Volume

Select the volume of the line monitor during transmission.

5 | Completion Tone Volume

Select the volume of the line monitor when completing the printing of a received fax.
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Item name

Description

6 | Reception Mode Select how this equipment activates when a fax is received.

* Auto — Select this to automatically receive incoming originals when the bell rings.
Select this when the line is being used exclusively by the fax transmission.

* Manual — Select this to manually receive incoming originals after pressing the [Start]
button on the control panel.

¢ TEL/FAX — Select this to automatically detect whether the incoming call is a telephone
call or a fax transmission. Select this option when connecting this equipment to a line
which is also used as a telephone line.

7 | Dial Type Select the dial type for Line 1.
e DP — Select this to use the Dial Pulse type for Line 1.
* MF — Select this to use Multi-frequency type for Line 1.
Tip
The following items are displayed for some models.
- 10PPS — Select this to use the Dial Pulse type for 10PPS.
- 20PPS — Select this to use the Dial Pulse type for 20PPS.
- PB — Select this to use a tone type push phone line.
8 | Resolution Select the default resolution for sending faxes.

* Standard — Select this to use the standard mode as the default resolution. This mode
is suitable when you are frequently transmitting text documents with normal size
characters.

* Fine — Select this to use the fine mode as the default resolution. This mode is suitable
when you are transmitting documents with small size characters or fine drawings.

* Ultra Fine — Select this to use the ultra fine mode as the default resolution. This mode
is suitable when you are transmitting documents with very small size characters or
detailed drawings.

9 | Original Mode Select the default image quality mode for sending faxes.

* Text — Select this to set the Text mode as the default image quality mode appropriate
for sending text originals.

* Text/Photo — Select this to set the Text/Photo mode as the default image quality mode
appropriate for sending originals containing both text and photos.

* Photo — Select this to set the Photo mode as the default image quality mode
appropriate for sending photo originals.

10 | Exposure Select the default exposure for sending faxes.
Select [Auto] to automatically apply the ideal contrast according to the original or select the
contrast manually in 11 stages.

1| TTI Switch the TTI recording ON or OFF. To enable this feature, the Terminal ID must be
registered to this equipment in advance.

¢ ON — Select this to set to add the source information to the TTI.

¢ OFF — Select this to set not to add the source information.

12 | RTI Select whether to print a reception header (RTI) on received faxes to clearly identify the
time, date, and page count of received faxes.

13 | ECM Select whether to enable or disable the ECM (Error Correction Mode) to automatically re-
send any portion of the document affected by phone line noise or distortion.

14 | Discard Select whether to discard the lower portion of the received fax image if it is larger than the
recording paper.

15 | Reduction Select whether to reduce the received fax image if it is larger than the effective printing area
of the recording paper.

16 | Duplex Print Select whether to print the received fax images on both sides of the recording paper.
Available only when the Automatic Duplexing Unit is installed.

17 | Recovery Transmit Select whether to re-transmit a fax after failing the initially specified number of redial
attempts. When this is enabled, select the stored time length from 1 to 24 hours.

18 | Journal Auto Print Select whether to automatically print a transmission and reception journal after every
transmission completed.

19 | Memory Transmission Report Select how to print a result report after a memory transmission.

* OFF — Select this to not print a memory transmission report.

* Always — Select this to print a memory transmission report with all page images for
each memory transmission completed.

* ON ERROR — Select this to print a memory transmission report with all page images
only when the memory transmission is not successfully completed.

* Always(Print 1st Page Image) — Select this to print a memory transmission report with
the 1st page image for each memory transmission completed.

* ON ERROR(Print 1st Page Image) — Select this to print a memory transmission report
with the 1st page image only when the memory transmission is not successful.
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Item name

Description

20

Multi Transmission Report

Select how to print a result report after a multi-address transmission.

OFF — Select this to not print a multi-address transmission report.

Always — Select this to print a multi-address transmission report with all page images
for each multi-address transmission completed.

ON ERROR — Select this to print a multi-address transmission report with all page
images only when the multi-address transmission is not successfully completed.
Always(Print 1st Page Image) — Select this to print a multi-address transmission
report with the 1st page image for each multi-address transmission completed.

ON ERROR(Print 1st Page Image) — Select this to print a multi-address transmission
report with the 1st page image only when the multi-address transmission is not
successful.

21

Polling Report

Select how to print a result report after a multi-polling reception.

OFF — Select this to not print a multi-polling report.

Always — Select this to print a multi-polling report for each multi-polling reception.
ON ERROR — Select this to print a multi-polling report only when the multi-polling
reception is not successful.

22

Relay Originator

Select how to print a result report after a relay transmission.

OFF — Select this to not print a relay station report.

Always — Select this to print a relay station report with all page images for each relay
transmission completed.

ON ERROR — Select this to print a relay station report with all page images only when
the relay transmission is not successful.

Always(Print 1st Page Image) — Select this to print a relay station report with the 1st
page image for each relay transmission completed.

ON ERROR(Print 1st Page Image) — Select this to print a relay station report with the
1st page image only when the relay transmission is not successful.

23

Secure Receive

You can set the Secure Receive function to store received fax jobs in the equipment without
printing them.

With this function, you can prevent the leaking of confidential information in a fax received
when no people are present in your office, such as nighttime or holidays, or when an
unspecified number of people visit your office.

Enable — Enables the Secure Receive function.

To print the fax jobs the Secure Receive function received, you must set [Line1 :
Password] and [Retype Password]. For the password, you can enter up to 20
alphanumerical characters and symbols (#$ ()*+,-./:;=2@\*_"{]|}~).
Disable — Disables the Secure Receive function.

Weekly Schedule — Sets whether the Secure Receive function is enabled or disabled
for each day of the week. You can set the time to enable and disable the Secure
Receive function (24-hour display).

- For a day on which you want to enable the Secure Receive function all day, specify
"00:00" for "Disable" and "00:00" for Enable.

- For a day on which you want to disable the Secure Receive function all day, specify
"00:00" for "Disable" and "24:00" for Enable.

To print the fax jobs the Secure Receive function received, you must set [Line1 :
Password] and [Retype Password]. For the password, you can enter up to 20
alphanumerical characters and symbols (#$ ()*+,-./:;=2@\*_ " {|}~).
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l Save as File settings

You can configure the Save as file settings that apply to the Save as file operations.

Tip
The [Save as file] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

1 P.189 “Setting up Local Storage Path”

0 P.190 “Setting up Storage Maintenance”

[ P.190 “Setting up Destination”

[ P.190 “Setting up Folder Name”

0 P.191 “Setting up Format”

[ P.191 “Setting up Single Page Data Saving Directory”
1 P.192 “Setting up File Composition”

0 P.192 “Setting up User Name and Password at User Authentication for Save as File”
P.192 “Setting up Searching Interval”

[ P.193 “Setting up Remote 1 and Remote 2"

[ P.196 “Setting up N/W-Fax Destination”

[ P.196 “Setting up N/W-Fax Folder”

U Setting up Local Storage Path

You can see the folder path where files are stored by the Save as file to local folder. You can open the local folder by
browsing this equipment from a Windows network.

Local Storage Path
1 —Ctorage Path FILE_SHARE
2 — @ Send scanned documents to a sub folder in the storage path
(The sub folders will be named after the associated termplate and will be ofthe format: Group Mumber-Groupiame-
TemplateMName)
3 — Gend scanned documents directly to the storage path.
Item name Description
1 | Storage Path Displays the local storage path where files are stored when files are saved to the local folder

by the Save as file functions.

2 | Send scanned documents to a sub | Select this to save the files in the sub folder that is named as "Group Number-Group Name-
folder in the storage path. Template Name".

3 | Send scanned documents directly | Select this to save the files directly in the storage path.
to the storage path.
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U Setting up Storage Maintenance

In Storage Maintenance, you can select how to delete files stored in the local folder.

The folder that was created when storing the files in the local folder will be deleted automatically when all files in the
folder are deleted.

Siorage Mainienance

1 ) [0 N0t de2lete documents automatically

2 ———@ Delets documents after [30 day(s)

Item name Description
1 | Do not delete documents Select this to delete files stored in the local folder manually. If you select this option, files
automatically saved in the shared folder will not be deleted automatically.

2 | Delete documents after [ ] day(s) Select this to automatically delete files stored in the local folder after a specified number of
days. When this is selected, enter the number of days that the files are to remain. [30days]
is set as the default.

0 Setting up Destination

You can specify whether a network folder can be used for Save as file.

Destination

1 — @) Do not allow any netwark folder to be used as a destination

2 —@ LUse Network Folder Destination

3 ———nDetauttvile path Use local folder

Item name Description
1 | Do not allow any network folder to | You can specify that a network folder cannot be used for Save as file. When this is selected,
be used as a destination users can only save a file in the local folder or USB media.

2 | Use Network Folder Destination You can specify that a network folder can be used for Save as file. When this is selected, set

the Remote 1 and Remote 2 Settings to specify how users can select the network folders for
Save as file destinations.

3 | Default file path Select the destination that will be set as the default destination when performing Save as file
from the control panel.

* Use local folder — Select this to save in a local folder.

* Remote 1 — Select this to save in the folder set in Remote 1.

* Remote 2 — Select this to save in the folder set in Remote 2.

U Setting up Folder Name

You can select whether to add information related to this equipment or users to the name of a folder created automatically
when you save files.

Folder Name
1 =T older Mame Setting Add MachineMarme -

Item name Description

1 | Folder Name Setting Select additional information of the name of a folder created when you save files.

* Disable — Select this not to add any information.

¢ Add MachineName — Select this to add the NetBIOS name of this equipment.
* Add UserName — Select this to add a user name set in user authentication.
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0 Setting up Format

You can set how to name files of the scanned images when you save them into the "FILE_SHARE" folder of this
equipment or USB.

Format
1 —— File Name Formatr’) [FilaName]-[Date}-[Page] ~
2 —— Date Farmat() [ F Y MM DD HH][m][S5] -
3 — Page Mumber Format(™ Adigits ~
4 —— 5ub D Format AUTO ~
*These seftings are applied to the file attached to Email.
Item name Description
1 | File Name Format Select the format of the file name. Information such as file name, date and time or page

number is added according to the selected format. The added information will also be
applied to file names attached to E-mails.

* [FileName]-[Date]-[Page]

* [FileName]-[Page]-[Date]

* [Date]-[FileName]-[Page]

* [Date]-[Page]-[Filename]

* [Page]-[FileName]-[Date]

¢ [Page]-[Date]-[FileName]

* [FileName]_[Date]-[Page]

2 | Date Format Select how you add "date and time" of the file name selected in [File Name Format]. The
added information will also be applied to file names attached to E-mails.
e [YYYY][MM][DD][HH][mm][SS] — Year (4 digits), month, day, hour, minute and second
are added.
¢ [YY][MM][DD][HH][mm][SS] — Year (2 digits), month, day, hour, minute and second
are added.
* [YYYY][MM][DD] — Year (4 digits), month, and day are added.
* [YY][MM][DD] — Year (2 digits), month, and day are added.
¢ [HH][mm][SS] — Hour, minute and second are added.
e [YYYY][MM][DD][HH][mm][SS][mmO0] — Year (4 digits), month, day, hour, minute,
second and random number (2 digits and "0") are added.

3 | Page Number Format Select the number of digits of a page number applied to "Page" of the file name selected in
[File Name Format] from 3 to 6. The added information will also be applied to file names
attached to E-mails. [4digits] is set as the default.

4 | Sub ID Format This equipment automatically adds a sub ID (identification number) to the name of a file that
you are saving the same file name exists. You can select the number of digits of this sub ID
from 4 to 6 or [AUTO]. [AUTO] is selected by default. If [AUTO] is selected, a sub ID (4 to 6
digits, selected randomly) is added according to the status of the file name.

Q Setting up Single Page Data Saving Directory

If [SINGLE] is selected in [MULTI/SINGLE PAGE] on the scan menu of this equipment, the scanned data are saved as a
single-page file. This setting is to select whether a subfolder is created or not when you are saving a single-page file.

Single Page Data Saving Directory
1 =@ Gave under a subfolder

2 e (7 Siawe without creating a subfolder

Item name Description

1 | Save under a subfolder A subfolder is created in a specified directory and you can save the file into it.

2 | Save without creating a subfolder | A subfolder is not created and the file is saved in a specified directory.
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0 Setting up File Composition

If [SINGLE] is selected in [MULTI/SINGLE PAGE] on the scan menu of this equipment, the scanned data are saved as a
single-page file. This setting is to select a page configuration of a single-page file to be saved. The added information will
also be applied to file names attached to E-mails.

File Composition(*y
1 @) Stanning 1 page makes 1 file. (2-sided originals become 2 files )

() Make to the file like a scanned manuscript. (2-sided originals become 1 files )

When making a single page file, this setting is applied
This setting is applied to the file attached to an Email

Item name Description

1 | Scanning 1 page makes 1 file. (2- | When 1 page of an original is scanned, the scanned data are saved as 1 file. When you
sided originals become 2 files.) scan 1 sheet of a 2-sided original, for example, the data of its front side are saved as 1 file
and those of its back side are also saved as 1 file.

2 | Make to the file like a scanned When 1 page of an original is scanned, the scanned data are saved as 1 file. When you
manuscript. (2-sided originals scan 1 sheet of a 2-sided original, for example, the data of both the front and back sides (= 2
become 1 files.) pages) are saved as 1 file.

0 Setting up User Name and Password at User Authentication for Save as File

If user authentication is enabled, you can select whether a user name and a password used for user authentication are
automatically applied to [LOGIN USER NAME] and [PASSWORD] to be used for saving files into a network folder
(specified in REMOTE 1/2) or not. This setting is applied only when [Use Network Folder Destination] of the Destination
setting for the Remote 1 or the Remote 2 is checked.

User Name and Password at User Authentication for Save as File
1 =@ User name and password of the device

) Laigin User Name and Password
(Template registration User Mame and Password is prioritized to expand termplate)

3 7} |_nigin Uzer Name and Passward
{Login User Name and Passwaord is prioritized to expand termplate)
Item name Description
1 | User name and password of the User names and passwords being logged in will not be applied. Enter [LOGIN USER NAME]
device and [PASSWORD] as required when scanning originals.
2 | Login User Name and Password A user name and a password being logged in will be automatically applied. When a template

(Template registration User Name | is used, a user name and a password registered there will be automatically applied.
and Password is prioritized to
expand template)

3 | Login User Name and Password A user name and a password being logged in will be automatically applied. When a template
(Login User Name and Password is | is used, the user name and password being logged in will be applied.
prioritized to expand template)

U Setting up Searching Interval

Select the interval for searching expired files in the "FILE_SHARE" folder. The content of this setting will also be applied to
files in e-Filing boxes.

Searching Inierval
1 = Deleting Expired File 12 Hour(s)
This setting is applied to the e-Filing document.
Item name Description
1 | Deleting Expired File [ ] Hour(s) This equipment searches expired files every time a specified period of time has passed. The
period can be selected from 1 to 24 hours. 12 hours is set by default.
Tip

You can set the expiration date of each file in the "FILE_SHARE" folder or whether to delete expired files or not using the items
below.
1 P.190 “Setting up Storage Maintenance”
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Q Setting up Remote 1 and Remote 2

In Remote 1 and Remote 2, you can specify how users can select the network folders for Save as file destination when
you select [Use Network Folder Destination] in the Destination setting. You can specify two network folders; Remote 1 and
Remote 2. The setting items are the same for both Remote 1 and Remote 2.

The network folder as a destination must be set to be shared by all users.

r——
Password | Retype Paiawnm essssses
I_I:) Allow user to select network folder to be used as a destination

|

1 __I_Rzmnm 1 and Remote 2 Settings

2 _— ¥ Remote | @) Allow the following network folder 1o be used as a destination
3 ————————Frotocol @ SME @ FTP @ FTPS @ Netiare IPHISPX © Netiiare TORIP

4 SewerNamel

5 — Paort Mumber{Command) |-

6 — Metwark Path |\\C\|entU1\users\scanned

7 — Login User Name

8

9

T

Item name Description

1 | [Remote 1]J/[Remote 2] Select the remote network folder you want to use.

2 | Allow the following network folder | Select this to restrict users to select only the network folder that you have specified.

to be used as a destination Otherwise, select [Allow user to select network folder to be used as a destination].
[Remote Setting List] button — Sets a list of network folders for Save as file destination,
which can be selected from Remote 1 and Remote 2. To select the specified setting list from
the control panel, you must select [Allow user to select network folder to be used as a
destination)].

1 P.194 “[Remote Setting List] screen”

3 | Protocol Select the protocol to be used for uploading a file to the network folder.

* SMB — Select this to send a file to the network folder using the SMB protocol.

* FTP — Select this to send a file to the FTP server.

* FTPS — Select this to send a file to the FTP server using FTP over SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using
the IPX/SPX protocol.

* NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using
the TCP/IP protocol.

4 | Server Name When you select [FTP] as the protocol, enter the FTP server name or IP address where a
scanned file will be sent. For example, to send a scanned file to the "ftp://192.168.1.1/user/
scanned" FTP folder in the FTP server, enter "192.168.1.1" in this box.

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or
Tree/Context name (when NDS is available).

When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file
server.

You can enter up to 64 alphanumerical characters and symbols.

5 | Port Number(Command) Enter the port number to be used for controls if you select [FTP] as the protocol. Generally "-
" is entered for the control port. When "-" is entered, the default port number, that is set for
FTP Client by an administrator, will be used. If you do not know the default port number for
FTP Client, ask your administrator and change this option if you want to use another port
number.

You can enter a value in the range from 0 to 65535 using numbers and hyphens (-). “-” is set
as the default.
6 | Network Path When you select [SMB] as the protocol, enter the network path to the network folder. For

example, to specify the "users\scanned" folder in the computer named "Client01", enter
"\ClientO1\users\scanned".

When you select [FTP] as the protocol, enter the directory in the specified FTP server. For
example, to specify the "ftp://192.168.1.1/user/scanned" FTP folder in the FTP server, enter
"user/scanned".

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the protocol, enter the folder
path in the NetWare file server. For example, to specify the "sys\scan" folder in the NetWare
file server, enter "\sys\scan".

You can enter up to 128 alphanumerical characters and symbols.

7 | Login User Name Enter the log-in user name to access an SMB server, an FTP server, or a NetWare file
server, if required. When you select [FTP] as the protocol, an anonymous log-in is assumed
if you leave this box blank.

You can enter up to 32 alphanumerical characters and symbols.
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Item name Description

8 | Password Enter the password to access an SMB server, an FTP server, or a NetWare file server, if
required. You can enter up to 32 alphanumerical characters, symbols, and spaces. A single
space only can also be entered.

9 | Retype Password Enter the same password again for a confirmation.

10 | Allow user to select network folder | Select this to allow users to specify a network folder as a destination. When the list of Save
to be used as a destination as file destinations has been set in [Remote Setting List], you can select a network folder
from the list. Otherwise, select [Allow the following network folder to be used as a
destination].

Tip
If you want to allow users to specify either Remote 1 or Remote 2, select the one that is not set for the network folder as a
destination and select [Allow user to select network folder to be used as a destination] of the selected folder.

[Remote Setting List] screen

In this screen, you can set a list of network folders for Save as file destination, which can be selected from Remote 1 and

Remote 2.
; 1 Remote Setting List
: Edi Deiete
5
6 larme Protocol Ietwork Path
7 Sample0i SME W192.1€[3.0.14Scan
8 o totop of this page
Item name Description
1 | [OK] button Registers the remote setting list.
[Cancel] button Cancels the registration of the remote setting list.
[New] button Sets a new remote setting.
[0 P.195 “[Remote Setting] screen”
4 | [Edit] button Edits the item selected in the remote setting list.
1 P.195 “[Remote Setting] screen”
5 | [Delete] button Deletes the item selected in the remote setting list.
6 | Name Displays the name of the remote setting.
7 | Protocol Displays the protocol of the remote setting.
8 | Network Path Displays the network path of the remote setting.

194 [Setup] ltem List



[Remote Setting] screen

In this screen, you can set the network folders for Save as file destination that are to be registered in the list.

Remote Setting
1 —{{Sae] Cancal]
2 ——
3 ——*Name Sample00l
4 ———Frotocal @ sMB © FTP © FTPS © Metware IPXISPR © Netware TCPIP
5 ——semernam ittt b ise G e e Yo
6 ———FortNumberCommand) _
7 ——MNetwork Path W192.165.0.1"3can
8§ ———Login Userhame
9 ———FPassward sssssssssssnens
10 1 Retype Password [TITTITTTTTITIT T
Item name Description
1 | [Save] button Saves the specified network folder for Save as file destination.
2 | [Cancel] button Cancels the settings.
3 | Name Enter the name of the network folder for Save as file destination.
4 | Protocol Select the protocol to be used for uploading a file to the network folder.

* SMB — Select this to send a file to the network folder using the SMB protocol.

* FTP — Select this to send a file to the FTP server.

* FTPS — Select this to send a file to the FTP server using FTP over SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using
the IPX/SPX protocol.

* NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using
the TCP/IP protocol.

5 | Server Name When you select [FTP] as the protocol, enter the FTP server name or IP address where a
scanned file will be sent. For example, to send a scanned file to the "ftp://192.168.1.1/user/
scanned" FTP folder in the FTP server, enter "192.168.1.1" in this box.

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or
Tree/Context name (when NDS is available).

When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file
server.

You can enter up to 64 alphanumerical characters and symbols.

6 | Port Number(Command) Enter the port number to be used for controls if you select [FTP] as the protocol. Generally "-
" is entered for the control port. When "-" is entered, the default port number, that is set for
FTP Client by an administrator, will be used. If you do not know the default port number for
FTP Client, ask your administrator and change this option if you want to use another port
number.

You can enter a value in the range from 0 to 65535 using numbers and hyphens (-). “-” is set
as the default.

7 | Network Path When you select [SMB] as the protocol, enter the network path to the network folder. For
example, to specify the "users\scanned" folder in the computer named "Client01", enter
"\ClientO1\users\scanned".

When you select [FTP] as the protocol, enter the directory in the specified FTP server. For
example, to specify the "ftp://192.168.1.1/user/scanned" FTP folder in the FTP server, enter
"user/scanned".

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the protocol, enter the folder
path in the NetWare file server. For example, to specify the "sys\scan" folder in the NetWare
file server, enter "\sys\scan".

You can enter up to 128 alphanumerical characters and symbols.

8 | Login User Name Enter the log-in user name to access an SMB server, an FTP server, or a NetWare file
server, if required. When you select [FTP] as the protocol, an anonymous log-in is assumed
if you leave this box blank.

You can enter up to 32 alphanumerical characters and symbols.

9 | Password Enter the password to access an SMB server, an FTP server, or a NetWare file server, if
required. You can enter up to 32 alphanumerical characters, symbols, and spaces. A single
space only can also be entered.
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Item name

Description

10 | Retype Password

Enter the same password again for a confirmation.

U Setting up N/W-Fax Destination

You can configure a network folder to store documents that are sent using the N/W-Fax driver with the Save as file option

enabled.

NW-Fax Destination

2 =) Use Netwark Folder Destination

1 =@ Do not allow any network folder to be used as a destination

Item name

Description

1 | Do not allow any network folder to
be used as a destination

Select this to not allow any network folders to be used as Save as file destinations for N/W-
Faxes documents. When selected, users can only save an N/W-Fax document with the
Save as file option enabled to local storage.

2 | Use Network Folder Destination

Select this to allow network folders to be used as Save as file destinations for N/W-Fax
documents. When selected, set the N/W-Fax Folder settings to specify which network folder
to use.

0 Setting up N/W-Fax Folder

In the N/W-Fax Folder, you can specify in which network folder N/W-Fax documents are saved.

1 NW-Fax Folder
2 _ [ Protocol @ SME O FTP O FTPS O Netware IPXSPX O Netware TCPAP
3 —————— GG Ve T HErme ‘
4 e —— 2t NumberCommand]
B o NetworkPath|
6 —— 01 S e M e
7 — 5 2 S Retype F‘Iasawnrd
8 |
Item name Description
1 | Check box Select the check box so that the popup prompts you to enter the network path or the server
name if you try to save the settings without it.
2 | Protocol Select the protocol for uploading an N/W-Fax document to a network folder.

¢ SMB — Select this to send an N/W-Fax document to the network folder using the SMB
protocol.

* FTP — Select this to send a file to the FTP server.

* FTPS — Select this to send a file to the FTP server using FTP over SSL.

* NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using
the IPX/SPX protocol.

* NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using
the TCP/IP protocol.

3 | Server Name

When you select [FTP] as the protocol, enter the FTP server name or IP address where an
N/W-Fax document will be sent. For example, to send an N/W-Fax document to the "ftp://
192.168.1.1/user/scanned" FTP folder in the FTP server, enter "192.168.1.1" in this box.
When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or
Tree/Context name (when NDS is available).

When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file
server.

4 | Port Number(Command)

Enter the port number to be used for controls if you select [FTP] as the protocol. Generally "-
" is entered for the control port. When "-" is entered, the default port number, that is set for
FTP Client by an administrator, will be used. If you do not know the default port number for
FTP Client, ask your administrator and change this option if you want to use another port
number.
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Item name

Description

Network Path

When you select [SMB] as the protocol, enter the network path to the network folder. For
example, to specify the "users\scanned" folder in the computer named "Client01", enter
"\ClientO1\users\scanned".

When you select [FTP] as the protocol, enter the directory in the specified FTP server. For
example, to specify the "ftp://192.168.1.1/user/scanned" FTP folder in the FTP server, enter
"user/scanned".

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the protocol, enter the folder
path in the NetWare file server. For example, to specify the "sys\scan" folder in the NetWare
file server, enter "\sys\scan".

Login User Name

Enter the login user name to access an SMB server, an FTP server, or a NetWare file server,
if required. When you select [FTP] as the protocol, an anonymous login is assumed if you
leave this box blank.

Password

Enter the password to access an SMB server, an FTP server, or a NetWare file server, if
required. The space can be entered.

Retype Password

Enter the same password again for a confirmation.
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B Email settings

You can configure the E-mail settings that are needed for Scan to Email operations. This section describes necessary
settings for E-mail transmissions.

Tip

The [Email Setting] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

0 Setting up Email Setting

You can specify the file format, fragment message size, and default body strings that apply to the Scan to Email

documents.

Email Setting

1 e {0111 A 0P
2 — From Marme

3 — MeSSage Header (nbounid FAX Rauting)

4 ———— File Format(Black)
5 s F |8 FOFMELC 0lOUT)
6 s [ UTIRET OF REARY
7 w—FE1TY iNtErVE]

8 ——F 13 0MEnt Message Size
9 — e AUl Subject

0 ———— Audthe date andtime to the Subject
41 ———— Editing of Subjsct

Default Body Strings

13

Body String Trangmission

14 e (G Adldlress Display

*As for"File Name Format',"Date Format' "Page Number Format' "File Composition” of the attached file,

the setting ofthe "Sawe as file" iz applied.

1 5 = [¥JFrom Address cannot he edited in Scanto Email.

@ Received fram: (Sender's TS
@ Received by (Receiver's GSI)
POFMulti)  ~

PDFMulti) -

T

1_ Minutes

Mo Fragmentation ~

@ Factory Default

Enable =

Enable =

Enable =
OFF ~

Item name

Description

1 From Address

Enter the E-mail address of this equipment.

The [From Address] must be entered to enable E-mail transmission. However, the E-mail address of the user who is logged in
to this equipment will be automatically set if any user management settings apart from MFP local authentication are enabled.
For more information about User Management Setting, see the following section:

[ P.135 “[Administration] Tab Page”

From Name

Enter the name of this equipment.

Routing)

Message Header (Inbound FAX

Select TTI to be used as a subject when the received Internet Fax is forwarded.

4 | File Format(Black)

Select the file format of files to be sent when scanning in black mode.

TIFF (Multi) — Select this to save scanned images as a Multi-page TIFF file.

TIFF (Single) — Select this to save scanned images separately as Single-page TIFF
files.

PDF (Multi) — Select this to save scanned images as a Multi-page PDF file.

PDF (Single) — Select this to save scanned images separately as Single-page PDF
files.

XPS (Multi) — Select this to save scanned images as a Multi-page XPS file.

XPS (Single) — Select this to save scanned images separately as Single-page XPS
files.
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Item name

Description

File Format(Color)

Select the file format of files to be sent when scanning in color mode.

* TIFF (Multi) — Select this to save scanned images as a Multi-page TIFF file.

* TIFF (Single) — Select this to save scanned images separately as Single-page TIFF
files.

* PDF (Multi) — Select this to save scanned images as a Multi-page PDF file.

* PDF (Single) — Select this to save scanned images separately as Single-page PDF
files.

* Slim PDF (Multi) — Select this to save scanned images as Multi-page slim PDF files.
Select this when you give priority to minimizing the file size over quality of image.

* Slim PDF (Single) — Select this to save scanned images separately as Single-page
slim PDF files. Select this when you give priority to minimizing the file size over quality of
image.

¢ XPS (Multi) — Select this to save scanned images as a Multi-page XPS file.

* XPS (Single) — Select this to save scanned images separately as Single-page XPS
files.

* JPEG — Select this to save scanned images as JPEG files.

Tip

Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows Server
2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.

Number of Retry

Enter the number of times to try sending scanned images when it fails. “3” is set as the
default.

Retry interval

Enter the interval to try sending scanned images when it fails. [1minutes] is set as the
default.

When the [Number of Retry] and [Retry interval] options are changed, the [Number of Retry] and [Retry interval] options in the
Internet Fax settings are also changed.
(1 P.200 “Setting up InternetFax Setting”

Fragment Message Size

Select the size of the message fragmentation.

Default Subject

Select whether to set the E-mail subject to the factory default or a desired string.
* Factory Default — Select this to display the BCC address entry column.
¢ <Entry box> — Enter the desired subject.

10

Add the date and time to the
Subject

Select whether to append or not date and time to the E-mail subject. This is set as a default.
* Enable — Select this to append date and time to the subject.
* Disable — Select this to not append date and time to the subject.

1"

Editing of Subject

Select whether to allow or not editing of the E-mail subject.
* Enable — Select this to allow the user to edit the E-mail subject.
* Disable — Select this to not allow the user to edit the E-mail subject.

12

Default Body Strings

Enter the body text that will be automatically entered in the [Body] box when users operate
Scan to Email from the touch panel. This sets only the default body text, so that it can be
changed on each operation by users.

13

Body Strings Transmission

Select whether the body strings will be sent or not.

14

BCC Address Display

Select whether or not to display the BCC address entry column.
* ON — Select this to display the BCC address entry column.
* OFF — Select this not to display the BCC address entry column.

15

From Address cannot be edited in
Scan to Email.

Select this item to prohibit modification of the From Address.
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H InternetFax settings

You can specify Internet Fax settings. This section describes necessary settings for Internet Fax transmissions.

Tip
The [InternetFax] submenu can be
See the following pages for how to

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

accessed from the [Setup] menu on the [Administration] tab.
access it and information on the [Setup] menu:

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

U Setting up InternetFax

Setting

You can specify the fragment page size and default body strings that apply to the Internet Faxes.

InternetFax Setting
1 From Address Use1@example.com
2 ————FromHMame User!
3 —liezsage Header (Inbound FAX Routing) @ Received fram: (Sender's TSI

© Received by (Receivers CSI)

4 — ummber of Retry 3
5 — Retry interval 1 Minutes
6 = Fragment Message Size Mo Fragmentation
7 —————Default Body Strings -
8 Body String Transmission Enable -

Item name Description

1 From Address

Enter the E-mail address of this equipment.

The [From Address] must be entered to enable Internet Fax transmission. However, the E-mail address of the user who is
logged in to this equipment will be automatically set if any user management settings apart from MFP local authentication are
enabled. For more information about User Management Setting, see the following section:

3 P.135 “[Administration] Tab Page”

From Name

Enter the name of this equipment.

Message Header (Inbound FAX
Routing)

Select TTI to be used as a subject when the received Internet Fax is forwarded.

4 | Number of Retry

Enter the number of times to try sending the Internet Faxes when it fails. “3” is set as the
default.

5 | Retry interval

Enter the interval to try sending the Internet Faxes when it fails. [1minutes] is set as the
default.

E-mail settings are also changed.
1 P.198 “Email settings”

When the [Number of Retry] and [Retry interval] options are changed, the [Number of Retry] and [Retry interval] options in the

Fragment Message Size

Select the size of the message fragmentation.

Default Body Strings

Enter the body text that will be automatically entered in the [Body] box when users operate
Scan to Internet Fax from the touch panel. This sets only the default body text, so that it can
be changed on each operation by users.

8 | Body String Transmission

Select whether the body strings will be sent or not.
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M Printer/e-Filing settings

Tip
The [Printer/e-Filing] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

0 Setting up Printer/e-Filing Job Enforcement Continue

Printer/e-Filing Job Enforcement Continue
1 — AUtorratic Change OF Papet Source OFF «
2 Enfarcernent Continue (llegal Paper) OFF «
3 e Auit0 output bin change (Cascade Prinf) OFF -
4 —— Suspend Printing if Stapler Empty OFF -
Item name Description
1 | Automatic Change Of Paper Specify whether or not to change the paper source automatically when the size of the
Source original and the paper in the paper source do not match.
* ON — Select this to change the paper source and continue processing the job.
e OFF — Select this to stop the job.
2 | Enforcement Continue (lllegal Specify whether or not to continue processing the job forcibly when the specified output bin
Paper) is incorrect.

* ON — Select this to print to the specified output bin.
* OFF — Select this to stop the job.

3 | Auto output bin Change (Cascade | Specify whether or not to switch the receiving tray automatically.
Print) * ON — Select this to continue processing the job by switching the receiving tray.
e OFF — Select this to stop the job.

4 | Suspend Printing if Stapler Empty | Specify whether to stop printing when staples run out.
¢ ON — Select this to stop printing when staples run out.
e OFF — Select this not to stop printing when staples run out.
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M Printer settings

You can configure how the printer works and the printer options needed for the raw print jobs.

Tip
The [Printer] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

P.202 “Setting up General Setting”
P.203 “Setting up Default Raw Job Setting”
P.204 “Setting up Raw Job Setting”

U Setting up General Setting

In General Setting, you can specify the printer related options.

Printer Sefting
General Setting
1 — Patiod of time to save Private Hold Proof and invalid Jobs 14 Days =
2 L Tammxptd Enable ~
33— wide A4 Mode (for PCL) Disable ~
4 Restriction for Print.Job Mone h
Item name Description
1 | Period of time to save Select how long the private, hold, and test print jobs are kept. You can select in the range

Private,Hold,Proof and invalid Jobs | from 1 to 12 hours, or from 1 to 30 days. Select [Indefinite] to retain all jobs in the queues
until a user manually deletes them. [14 Days] is set as the default.

2 | LT<-->A4 Select whether to print a document intended for one paper size can be printed on paper of a
different size. For example, you can print a document set up for Letter size on A4 paper.
When disabled, this equipment will prompt users for the correct paper size. [Enable] is set
as the default.

3 | Wide A4 Mode (for PCL) Select whether the width of the printable area of copy paper is widened or not when you are
printing a PCL print job on A4 paper. Select [Enable] to widen it for approx. 3.5 mm /0.14
inch (when in a portrait direction) and approx. 1.5 mm / 0.06 inch (when in a landscape
direction). Thus more data can be printed for each line. [Disable] is set as the default.

4 | Restriction for Print Job Select whether or not to restrict printing certain print jobs.

* None — Select this to print all data.

* Only Private — Select this to print private print jobs only.

* Only Hold — Select this to print hold print jobs only.

* Only Private/Hold — Select this to print private and hold print jobs only.
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0 Setting up Default Raw Job Setting

In Default Raw Job Setting, you can specify the default raw job setting, which applies to a raw job for which no queue
name is specified or for which a specified queue name does not exist.

Tip

You can also add LPR queue names and specify the raw job setting for each queue.
P.204 “Setting up Raw Job Setting”

Default Raw Job Setting
1 e R Jil) 5 - DUplEs Printing Disable =
2 ———— Raw.Jobs - Default Paper Size Ad -
3 e R J005 - Default Faper Type Plain -
4 e Rl J0D5 - Default Orientation Partrait -
5 e i Jh5 - Dfaullt Stapling OFF -
6 = Raw Jobs - Default Qutput bin Face down stacker ~
7 ————PcLForm Line 20
8 ———rcLrantPitch 100
9 e PG FONt PNt Size T
1 (Q ——— FCLFont Number 0
1 1 e PG L Line Termnination Auto -
1 2 s SyTIDO] BT Rarnan-g A
13—— Paper Saurce Auto -
414 —— Do nat Frint Blank Pages oN v
1 5 Letterhead Print Mode OFF -
Item name Description

1 | Raw Jobs - Duplex Printing Select whether a raw job will be printed on both sides of the paper.

2 | Raw Jobs - Default Paper Size Select the default paper size that applies to a raw job.

3 | Raw Jobs - Default Paper Type Select the default paper type that applies to a raw job.

4 | Raw Jobs - Default Orientation Select the default orientation that applies to a raw job.

5 | Raw Jobs - Default Stapling Select whether a raw job will be stapled.

6 | Raw Jobs - Default Output Bin Select the default output bin that applies to a raw job. A banner page that is created by
NetWare, UNIX, and Windows operating systems also will be outputted to the tray set here.

7 | PCL Form Line Enter the number of lines printed per page.

PCL Font Pitch Enter the font pitch when the selected font number represents a fixed pitch scalable font.
The font pitch indicates the number of ANK characters per inch. 10 pitch prints 10 ANK
characters within an inch.

9 | PCL Font Point Size Enter the font size when the selected font number represents a proportionally spaced
scalable font. The Font Size option allows you to determine the point size (height) of the
default font.

10 | PCL Font Number Enter the font number of the internal PCL font to be used as the default font for printing. You
can check the font numbers and internal PCL fonts in the Internal PCL Font List. Refer to the
User’s Manual Advanced Guide for the font number and internal PCL fonts.

11 | PCL Line Termination Select the type of the line termination.

12 | Symbol set Select the symbol set that applies to a raw job.

13 | Paper Source Select the paper source that applies to a raw job.

14 | Do not Print Blank Pages Select whether blank pages are printed or not.

When printing is performed using the UNIX filters or CUPS, this setting is not reflected. If you do not want to print blank pages
in these printings, enable [Do not Print Blank Pages] in the UNIX filter command or CUPS setting. For the setting instructions,
refer to the User’s Manual Basic Guide or User’s Manual Advanced Guide.

15 | Letterhead Print Mode Select whether the last page (odd page number) is printed on the same side as the other

odd-number pages when printing both sides of a Raw print job whose total page number is
odd. Select [ON] to print the last page on the same side (back) as the other odd-number
pages. Select [OFF] to print it on the same side (front) as even-number pages.
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0 Setting up Raw Job Setting

In Raw Job Setting, you can add up to 16 LPR queue names and specify the raw job setting for each queue. These queue
names can be used when printing without a printer driver, such as printing from UNIX workstation.

Raw Job Setting

41 —Ladd][Edit][ Delate |
— |

Duplex:

printing Crientation

GCusue Narme: Faper Sizs [Papsr Typs

Stapling e PCL Form Line [PCL Fort Pitch [PCL Font Poirt Size [PCL Font Mumber |PCL Line Termination | Symbol set |Paper Source |Do not Print Blank Pages |Letterhead Print Mode

Tray

© oo Disable | A4 Plain Fortrat

OFF Ininer Tray (120 100 1210 0 Auto Roman-8 | Auta Oh COFF

Item name

Description

[Add] button

Select this to add a LPR queue.
1 P.204 “[Add New LPR Queue]/[Edit] screen”

[Edit] button

Select this to edit the LPR queue selected in the LPR queue list.
[ P.204 “[Add New LPR Queue)/[Edit] screen”

[Delete] button

Select this to delete the LPR queue selected in the LPR queue list.

LPR queue list

Select this to display the list of registered LPR queues.

[Add New LPR Queue]/[Edit] screen

Add New LPR Queue
1 — 2R MamE
2 e Dl Printing Disable -
3 —— aper Size Ad -
4 ————Paper Type Flain -
5 rientation Portrait -
6 e Stapling OFF -
7 R 171 T4 T Face down stacker -
8 —PCL Farm Line 120
Q ————FCLFontPitch 10.0
1 0 =———PFCL Font Foint Size 120
11 ———FCLFant urnber 0
12 e P C_ Line Termination Auto A
13 mbol set Raoman8 -
14——Fapersuurce Auto -
4 § ——Do nat Frint Blank Fages oM -
1 6 e |_tterhead Print Mode OFF -
Item name Description
1 | Queue Name Enter the queue name with up to 31 alphanumerical characters. The queue name is case
sensitive so that "Queue1" and "queue1" will be added as different queues.
2 | Duplex Printing Select whether a raw job will be printed on both sides of the paper.
3 | Paper Size Select the default paper size that applies to a raw job.
4 | Paper Type Select the default paper type that applies to a raw job.
5 | Orientation Select the default orientation that applies to a raw job.
6 | Stapling Select whether a raw job will be stapled.
7 | Output Bin Select the default output bin that applies to a raw job. A banner page that is created by
NetWare, UNIX, and Windows operating systems also will be outputted to the tray set here.
8 | PCL Form Line Enter the number of lines printed per page.
PCL Font Pitch Enter the font pitch when the selected font number represents a fixed pitch scalable font.
The font pitch indicates the number of ANK characters per inch. 10 pitch prints 10 ANK
characters within an inch.
10 | PCL Font Point Size Enter the font size when the selected font number represents a proportionally spaced
scalable font. The Font Size option allows you to determine the point size (height) of the
default font.
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Item name

Description

11 | PCL Font Number Enter the font number of the internal PCL font to be used as the default font for printing. You
can check the font numbers and internal PCL fonts in the Internal PCL Font List. Refer to the
User’s Manual Advanced Guide for the font number and internal PCL fonts.
12 | PCL Line Termination Select the type of the line termination.
13 | Symbol set Select the symbol set that applies to a raw job.
14 | Paper Source Select the paper source that applies to a raw job.
15 | Do not Print Blank Pages Select whether blank pages are printed or not.
When printing is performed using the UNIX filters or CUPS, this setting is not reflected. If you do not want to print blank pages
in these printings, enable [Do not Print Blank Pages] in the UNIX filter command or CUPS setting. For the setting instructions,
refer to the User’s Manual Basic Guide or User’s Manual Advanced Guide.
16 | Letterhead Print Mode Select whether the last page (odd page number) is printed on the same side as the other

odd-number pages when printing both sides of a Raw print job whose total page number is
odd. Select [ON] to print the last page on the same side (back) as the other odd-number
pages. Select [OFF] to print it on the same side (front) as even-number pages.
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H Print Service settings
You can configure such print services as Raw TCP Print, LPD Print, IPP Print, FTP Print, NetWare Print, and Email Print.
Tip

The [Print Service] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”

P.136 “[Setup] Item List”

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

(1 P.206 “Setting up Raw TCP Print” (1 P.208 “Setting up FTP Print”
(3 P.206 “Setting up LPD Print” (1 P.208 “Setting up NetWare Print”
1 P.207 “Setting up IPP Print” [ P.209 “Setting up Email Print”

U Setting up Raw TCP Print

In Raw TCP Print, you can enable or disable the Raw TCP print service.

Raw TCP Print
1 ————Enable RawTCFP Enable ~
2 ————Forthumber 9100
3 e Eiahile R bi-directional Disable «
Item name Description
1 | Enable Raw TCP Enable or disable Raw TCP print service. [Enable] is set as the default.
2 | Port Number If enabling the Raw TCP, enter the Raw TCP port number for the Raw TCP print. You can
enter a value in the range from 1024 to 32767. Generally the default value "9100" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

3 | Enable Raw bi-directional ‘ Enable or disable Raw bi-directional communication. [Disable] is set as the default.

U Setting up LPD Print
In LPD Print, you can set the LPD print options to enable the LPD/LPR print service.

LPD Print
1 ————-cnatieLPo Enable =

2 ———Foit Number 515
3 Banners OFF -
Item name Description
1 | Enable LPD Enable or disable LPD print service. [Enable] is set as the default.
2 | Port Number Enter the port number for LPR printing. You can enter a value in the range from 1 to 65535.
Generally the default value "515" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

3 | Banners Select whether to print a banner page for each print job using LPR printing. [OFF] is set as
the default.
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Q Setting up IPP Print

In IPP Print, you can set the IPP Print options to enable the IPP print service.

IPP Print
1 ———cranie P Enable =
2 ————Far30 Enable Disahle ~
3 ——Port MUmber 631
4 — R hitp:MFPO7088510:631/Print
B ————cEnanle s5L Disable ~
6 ———=5L Port Number 443
7 e 5 5L LR hitps:MMFP 0702851 0:443/Print
8 e Printer Mame MFPO7088510
9 —puthentication Dizable -
10 ———User Name userdl
11 —fassword sssassas
Item name Description

1 | Enable IPP Enable or disable the IPP print service. [Enable] is set as the default.

2 | Port80 Enable Enable or disable Port80 for IPP printing. Port631 is usually used for IPP access so users
must specify the IPP port to the URL, i.e. "http://<IP address or DNS name>:631/Print", for
the IPP port. When this is enabled, this equipment allows IPP access through the Port80,
which is the default port for the HTTP access so users do not have to specify the port
number in the IPP port, i.e. "http://<IP address or DNS name>/Print". [Disable] is set as the
default.

3 | Port Number If enabling the IPP, enter the IPP port number. You can enter a value in the range from 1 to
65535. Generally the default value "631" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

4 | URL Display the URL for IPP printing. You cannot change the SSL URL for IPP printing. This SSL
URL should be set as the print port when users set up the printer driver for IPP printing if the
SSL for IPP printing is enabled.

5 | Enable SSL Enable or disable SSL for IPP printing. [Disable] is set as the default.

Tips

* When the SSL is enabled, users can print to the IPP print port using the SSL. To print to the IPP print port using the SSL,
specify the following URL for the IPP print port.
https://<IP Address>:<SSL Port Number>/Print
Example: https://192.168.53.204:443/Print
* Not all operating systems support SSL for all protocols.

6 | SSL Port Number Enter the port number for SSL. You can enter a value in the range from 1 to 65535.

Generally the default value "443" is used.

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you make a mistake, use the control panel of
the equipment to change the HTTP setting and enter the correct port number.

7 | SSL URL Display the SSL URL for IPP printing. You cannot change the SSL URL for IPP printing. This
SSL URL should be set as the print port when users set up the printer driver for IPP printing
if the SSL for IPP printing is enabled.

8 | Printer Name Enter the printer name for IPP printing. You can enter up to 127 alphanumerical characters
and symbols other than =, ; (semicolon), #, and \ (backslash). The MFP name is set as the
default.

9 | Authentication Enable or disable the authentication for creating the IPP queue on the client computers.

When this is enabled, the dialog box to enter a user name and password will be displayed
when a user creates the IPP print port.

* Disable — Select this to disable the authentication.

* Basic — Select this to enable the authentication.

When IPP printing is used for printing from a Macintosh computer, do not enable the authentication. The Mac OS does not
support the authentication for IPP printing.
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Item name Description
10 | User Name Enter the user name when the Authentication option is enabled. Users must enter this user
name to create an IPP queue on the client computers. You can enter up to 127
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
11 | Password Enter the password when the Authentication option is enabled. Users must enter this

password to create an IPP queue on the client computers. You can enter up to 127
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
“password” is set as the default.

U Setting up FTP Print

In FTP Print, you can set the FTP Print options to enable the FTP print service.

FTP Print
1 s E 112301 2 FTP Printing

Enable -

2 ———FrintUserName Print
3 ———————Print Password
Item name Description

1 | Enable FTP Printing Enable or disable FTP print service. [Enable] is set as the default.

2 | Print User Name Enter the user name if you want to request the log-in user name from someone who
attempts FTP printing. You can enter up to 31 alphanumerical characters and symbols other
than =, ; (semicolon), #, and \ (backslash). If you leave this box blank, the default user name
"Print" is used.

3 | Print Password Enter the password if you want to request the log-in password of users who attempt FTP

printing. You can enter up to 31 alphanumerical characters and symbols other than =, ;
(semicolon), #, and \ (backslash).

0 Setting up NetWare Print

In NetWare Print, you can set the NetWare print options to enable the Novell print service.

NetWare Print
1 ————Frint Server tames WFPO7088510
2 assword
3 e Print QueUE Scan Rate 30
Item name Description
1 | Print Server Name Enter the print server name that is created in the NetWare file server. You can enter up to 47
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
The MFP name is set as the default.
2 | Password Enter the password that is set to the print server, if required. You can enter up to 31
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
3 | Print Queue Scan Rate Enter how frequently to scan the print queues for print jobs. This should be entered in

seconds. You can enter between 1 to 255. “30” is set as the default.
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Q Setting up Email Print

In Email Print, you can set how the E-mail print jobs are printed.

Email Print
1 == Enable Print Header m
2 —— Enable Print Message Body Enable -
3 e T\ 230U E a1 Body Print 5
4 ——Erable Print Email Ermor m
5 e Eiablle Ernail Error Forward Disable -
6 e E (1111 EfFOF Transfer Address
7 ——— Enahle Patial Ermail Enable =
8 — Partial Wait time 24
Q ———— uDN Reply Disable ~
Item name Description

1 | Enable Print Header Select whether to print the E-mail header when receiving E-mail print jobs. [Disable] is set
as the default.

2 | Enable Print Message Body Select whether to print the body message when receiving E-mail print jobs. [Enable] is set
as the default.

3 | Maximum Email Body Print Enter the maximum number of pages to print the body strings of the received E-mail print
job. You can enter between 1 to 99. “5” is set as the default.

4 | Enable Print Email Error Select whether to print the report when an error occurs for E-mail printing. [Enable] is set as
the default.

5 | Enable Email Error Forward Select whether to send an error message to an administrative E-mail address when E-mail
printing cannot be completed. [Disable] is set as the default.

6 | Email Error Transfer Address If enabling the Email Error Forward, enter an administrative E-mail address where the error
message is sent. You can enter up to 192 alphanumerical characters and symbols other
than =, ; (semicolon) , #, and \ (backslash).

Enable Partial Email Select whether to print E-mail jobs that are partially received. [Disable] is set as the default.
Partial Wait time Enter how long this equipment should wait before printing a partial E-mail job. Specify within
the range from 1 to 24 hours. “24” is set as the default.

9 | MDN Reply Select whether to send an MDN message reply or not when the equipment receives an
E-mail print job with an MDN request. [Disable] is set as the default.
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M Print Data Converter settings

For the details of the print data converter, contact your service representative or your service technician.

Tip

The [Print Data Converter] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”

P.136 “[Setup] Item List”

Print Data Converter Setting

Print Data Converter  Disable ~

2 e [P 0Tt News Converter
File Mame Browse...
3 e Curtenit Converter
[ Delete | | Export |
[ [File Name [File Size [Date |
Item name

Description

1 Print Data Converter

Select whether the print data converter function is enabled or disabled.
You cannot enable the function if the converter setting file has not been imported.

2 | Import New Converter

Import the converter setting file.

Tip

Click the [Browse...] button to select the file to import and click [Open].
Check the file name and click the [Import] button.

3 | Current Converter

Display the imported converter setting file.
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B Embedded Web Browser settings

You can set the EWB (Embedded Web Browser) function to display a web page on the touch panel.

Tip
The [EWB] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”
P.136 “[Setup] Item List”

The External Interface Enabler is required to use the EWB (Embedded Web Browser) function.

P.211 “Setting up Home Page Setting”

P.211 “Setting up Proxy Setting”

P.212 “Setting up Server Registration Setting”

P.212 “Setting up URL List for Menu Screen and Hard Button”
P.212 “[Add New URL] screen”

0 Setting up Home Page Setting

You can specify the home page for the EWB function.

Embedded Web Browser
Home Page Setting

1 e HOTIE PRADE http:#localhost!

Item name Description

1 | Home Page Enter the URL of the home page.

U Setting up Proxy Setting

You can set the proxy for the EWB function.

Proxy Setting

s Hosl Mame

Fort Mumber

= Lige automatic configuration sctipt Enable -

1
2
3 s £ 2 RAION URL
4
5

—— AL

Item name Description
1 | Host Name Enter the host name of the proxy server.
2 | Port Number Enter the port number of the proxy server.
3 | Exception URL Enter URLs which do not use the proxy server delimited with a semicolon (;).
4 | Use automatic configuration script | Enable or disable the automatic configuration script.
5 | URL Specify the location of the PAC file by URL for the automatic configuration script.

Note the following points for the PAC file.
* Be sure to enter the protocol.
* Do not use functions.
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Q Setting up Server Registration Setting

You can register the address of the server used for the EWB function.

Server Registration Setting
1 e 1]
2 —
3 — Delete |
4 e — | Server Address |
‘(:) |19215511 |
Item name Description

[Add] button

Registers the server address entered in the entry column into the list.

Entry column

Enter the server address.

[Delete]

button

Deletes the selected server address from the list.

AW IN| =

Server Address list

Lists the registered server addresses.

U Setting up URL List for Menu Screen and Hard Button

You can register URLs to be displayed in the menu screen on the control panel and the hard buttons that start the EWB

function.

1 —

II\I\ 1ist for Menu Screen and Hard Button
—_—

(pid]

Mo |Mame

LRL Hard Button

1 |examplett

it /192.168.1.1 Copy

hitp. /192168101 Scan

dd
|
|2
EE

http: /M192.168.100.1 Print

Item name

Description

1 | [Add] button

Registers a URL to be displayed on the control panel and a hard button that starts the EWB
function.
1 P.212 “[Add New URL] screen”

2 | [Delete] button Deletes the URL and the hard button for the EWB function that you have selected from the
URL list (the menu screen and the hard button assignment).
3 | URL list Lists URLs which are displayed on the control panel and the names of the hard buttons that

start the EWB function.

U [Add New URL] screen

Assignment for Hard Button

Add New URL
1 — i
3 ——— URLMame
4 — R
B ——— #ssignment for Hard Bution -
Item name Description
1 | [Save] button Registers the entered URL name and URL.
2 | [Cancel] button Cancels adding a URL.
3 | URL Name Enter the URL name to be registered.
4 | URL Enter the URL to be registered.
5

Select a hard button on the control panel that starts the EWB function.

212

[Setup] Item List




H Off Device Customization Architecture settings

Set ODCA (Off Device Customization Architecture) when you are linking external application software to services provided
by this equipment.
For details, refer to the application software manual.

Tip

The [ODCA] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”

P.136 “[Setup] Item List”

P.213 “Setting up Network”
P.213 “Setting up Configuration”

U Setting up Network

Off Device Customization Architecture Setting
Network
1 ————cEnableFort Enable ~
2 e Pt Murmber 49629
3 ———Enable s5LPort Disable ~
4 ——— 551 Fort Hurber 19530
Item name Description
1 | Enable Port Select whether the external connection is enabled or disabled.
2 | Port Number Specify the port number where the external connection is enabled.
3 | Enable SSL Port Select whether SSL is enabled or disabled for the external connection.
4 | SSL Port Number Specify the SSL port number where the external connection is enabled.

[ Setting up Configuration

Configration
1 — Segsion Timeout(G0-99959) 20 Seconds
Item name Description
1 | Session Timeout(60-99999) Specify the duration to maintain the connection.
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H Version
Displays version information of your equipment.
Tip

The [Version] submenu can be accessed from the [Setup] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Setup] menu:

P.22 “Access Policy Mode”

P.136 “[Setup] Item List”

Version Information
1 e Printer Manufacture
— Copier Firmware Yersion T130Sv0Ww0030
3 ——COpier Main ROM Yersion 130M-014
— COpiEr Scanner ROM Yersion 1305-01
Item name Description
1 | Printer Manufacture Displays the manufacturer name of your equipment.
2 | Copier Firmware Version Displays the firmware version of your equipment.
3 | Copier Main ROM Version Displays the main ROM version information of your equipment.
4 | Copier Scanner ROM Version Displays the copier scanner ROM version information of your equipment.
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[Setup] How to Set and How to Operate

This section describes how to set up the equipment using TopAccess.
P.215 “Setting up General settings”

P.217 “Setting up Network settings”

P.219 “SNMP V3 settings”

P.225 “Setting up Copier settings”

P.227 “Setting up Fax settings”

P.229 “Setting up Save as file settings”

P.231 “Setting up E-mail settings”

P.233 “Setting up InternetFax settings”

P.235 “Setting up Printer/e-Filing settings”

P.236 “Setting up Printer settings”

P.239 “Setting up Print Service settings”

P.241 “Setting up Print Data Converter settings”

P.243 “Configuring the EWB function”

P.245 “Setting up Off Device Customization Architecture settings”
P.246 “Displaying version information”

The paper size for each tray cannot be set from TopAccess. Set from the touch panel of the equipment. For
instructions on how to set the paper size for each tray, refer to the User’s Manual Setup Guide.

H Setting up General settings n

You can configure general settings such as Device Information, Energy Save, Date & Time, and Web General Setting from
the [General] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

Setting the General settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [General] submenu.

e-Filing
Logout

Device «Job Status Logs Registration Counter User Management Administration

General | Metwork | Copier | Save asfile | Email | IntemetFax | Printerie-Filing | Printer | Print Serdice | 16C Profile | Print Dala Converter | EWE | ODCA | Yersion

2

The General submenu page is displayed.
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4 In the General submenu page, set the General settings as required.

e-Filing
Logout

User Management Administration

Device Joh Status Logs Registration Coiter

General Setting
Device Infermation

Marme - =
Copier Mode! &l e il
Serial Mumber =y

MAC Address B -
Save as File & e-Filing Space Available 26205 MB

Fax Space Available 977 MB

Data Cloning Function Enable =
USB Direct Print Erable ~
Lacation

Caontact Infarmation

Senice Phone Number 0

Administrative Messaoe %

You can set the following in this page.
P.137 “Setting up Device Information”

P.138 “Setting up Functions”

P.140 “Setting up Energy Save”
P.140 “Setting up Date & Time”

LA P.139 “Setting up e-Filing Notification Events”
P.139 “Setting up Job Skip Control”
P.139 “Setting up Restriction on Address Book Operation

LA P.141 “Setting up SNTP Service”
P.141 “Setting up Daylight Savings Time Setting”
P.142 “Setting up WEB General Setting”

by Administrator”
P.139 “Setting up Confidentiality Setting”

Click [Savel].

The confirmation dialog box appears.
Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current

settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Message from webpage ==

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.
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M Setting up Network settings

You can configure TCP/IP, Filtering, IPX/SPX, AppleTalk, Bonjour, LDAP, DNS, DDNS, SMB, NetWare, HTTP, SMTP
Client, SMTP Server, POP3, SNTP Settings, FTP Client, FTP Server, SNMP, Security Setting, and others from the
[Network] submenu under the [Setup] menu.

Setting the network settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Network] submenu.

e-Filing
Logout

Device «Job Status Logs Registration Counter User Management Administration

e N2

The Network submenu page is displayed.

In the Network submenu page, click link or scroll the page to find the setting table, and
click the button of the setting to set the network settings as required.

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

Setup

Save

TCPIP
Filtering

Bonjour

LDAP Session

DNS Session

DDME Session

ShiB Session
Metivare Session
HTTP Metwork Service

POP3 Metwork Servce
FTP Client

FTP Server

SLP Session

SNMP Metwork Service
wigh Services Setting
LLTD Session

Wiake Up Sefting

IP Security

You can set the following in this page.

P.143 “Setting up TCP/IP” P.157 “Setting up HTTP Network Service”
P.145 “Setting up Filtering” P.158 “Setting up SMTP Client”

P.147 “Setting up IPv6” P.160 “Setting up SMTP Server”

P.148 “Setting up IPX/SPX” P.161 “Setting up POP3 Network Service”
P.149 “Setting up AppleTalk” P.162 “Setting up FTP Client”

P.149 “Setting up Bonjour” P.163 “Setting up FTP Server”

P.150 “Setting up LDAP Session” P.164 “Setting up SLP Session”

P.151 “Setting up DNS Session” P.165 “Setting up SNMP Network Service”
P.152 “Setting up DDNS Session” P.168 “Setting up Web Services Setting”
P.154 “Setting up SMB Session” P.169 “Setting up LLTD Session”
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£ P.156 “Setting up NetWare Session” 3 P.172 “Setting up IP Security”
5 Click [Savel.
The confirmation dialog box appears.
Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Windows Internet Explorer @

I." % When this configuration is changed, the network connection will be
W disconnected. Would you like to continue?

[ ok %[ Cancel |

This equipment starts initializing the network interface card to apply the changes.

During the initialization of the network interface card, the network will not be available. TopAccess will display
“Please restart after waiting a few minutes.” The touch panel will display “NETWORK INITIALIZING”. When this
message disappears, TopAccess will once again be available.
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B SNMP V3 settings

P.219 “Registering or editing SNMP V3 user information”
P.221 “Exporting SNMP V3 user information”
P.223 “Deleting SNMP V3 user information”

U Registering or editing SNMP V3 user information

1 Click the [SNMP Network Service] button from the [Network] submenu under the
[Setup] menu.

Click [New] to create new SNMP V3 user information, or click the desired user name on
the list to edit SNMP V3 user information already registered.

SNMP Network Service
Selecting 'Save’ in the Main Window is required to Save the new settings

Enahle SMMP Y142 W
Read Community public
Read Write Community private
Enable SHMP /3 Disable ~

iew| [ Delete || Delete All || Export
SHMP V3 User Information

mbar Il_lsar Iame IAulharvticmmr\ Frotacol IPMvs:y Frotocol IPerm\ssmr\s Level
[&] |1 |ngi |HMAC-MD5 |N0ne |Adm\mstralur

Enable SHMP /3 Tra§ Disable -

SMMP W3 Trap User Name

SMMP W3 Trap Authentication Protocal HMAC-MDS

SMMP W3 Trap Authentication Password

The Create SNMP V3 User Information page is displayed.
3 Specify the following items and click [Save].

Create SNMP V3 User Information

Cortte\yr e MFF

User Name

Authentication Pratocal HAMAC-MDS +

Authentication Passwaord

Privacy Protocol Mone -

Privacy Password \ |
Permissions Level General User « %

You can set the following in this page.
P.167 “[Create SNMP V3 User Information] screen”

The Create SNMP V3 User Information page is closed and the newly created user information is registered on the
SNMP V3 user information list.

The confirmation dialog box appears.
Tip

Clicking [Save] on the [Create SNMP V3 User Information] screen instantly registers the SNMP V3 user information,
enabling the registered user to access this equipment via SNMP over a network.

4 Click [OK].

The specified or modified content is registered.

5 Click [OK] to close the SNMP Network Service page.
The confirmation dialog box appears.
G Click [OK].

The specified or modified content is registered.
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Click [Save] on the Network submenu page.
The confirmation dialog box appears.
Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.

8 Click [OK] to apply the changes.

‘Windows Internet Explorer @

I-"'_"‘-.‘ When this cenfiguration is changed, the network connection will be
' disconnected. Weuld you like to continue?

[ o w[ Cancel |

A\

This equipment starts initializing the network interface card to apply the changes.

During the initialization of the network interface card, the network will not be available. TopAccess will display
“Please restart after waiting a few minutes.” The touch panel will display “NETWORK INITIALIZING”. When this
message disappears, TopAccess will once again be available.
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0 Exporting SNMP V3 user information

Click the [SNMP Network Service] button from the [Network] submenu under the

[Setup] menu.

2 Select the check box of SNMP V3 user information that you want to export from the

corresponding list, and then click [Export].

SNMP Network Service

Selecting 'Save’ in the Main Window is required to Save the new settings

Enahle SMMP Y142 W
Read Community public
Read Write Community private
Enable SHMP /3 Disable ~

SHMP V3 User Information

humber Lizer Mame

7thervticamr\ Frotocol [Fritvacy Protocol [Fermissions Level

|1 |nnn1 ?MAC—MDS |Nnne

Enal 1NMF’ W3 Trap Disable ~

SMMP W3 Trap User Name

SMMP W3 Trap Authentication Protocal HMAC-MDS

SMMP W3 Trap Authentication Password

SNMP V3 Trap Privacy Protocal Mone

The Export page is displayed.

When “Please save the Network settings before exporting the user information” appears, click [Save] on the

Network submenu page, and then export.

3 Right-click the link for the file name of user information to be exported, and then select

[Save Target As].

Export SNMP V3 User Information

File Name Size

|% Open
1 Open in New Window

132812

Save Target As...
Print Target [%z v B 100%

Capy
Copy Shorteut

Paste

S5 Blog with Windows Live
) E-mail with Windows Live
g Translate with Bing

All Accelerators L3
Add to Favarites...

Append Link Target to Existing PDF
Append ta Existing PDF
Convert Link Target to Adobe PDF
Convert ta Adohe PDF

Properties

The [Save As] dialog box appears.
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4 Select the file location and click [Save].

Save As ==
s
O\Jvl I » User00l » Downloads + [ 42 ||| Search Downicaas o
Organize ¥ New folder Bz - @
8 * Mame Date modified Type
3L Favorites
Bl Desktop

Ma items match your search.
1§ Downloads

"] Recent Places

= Libraries
|5 Documents
o Music
&) Pictures
B8 videos

18 Computer
e O—FLFor 2.
e P 52|

[ (1 *

File name: | SNMPy3-0001-attribute(1] .
Save as type: [ID:File -

5 Close the Export SNMP V3 User Information page.

(& hittp://157.69.73.250/Administration/Setup/setting/SNMPV3Export.htm PUSER=0THE... [-=-|[F2]

B 2

Export SNMP V3 User Information

File Name Size
SMMPY3-0001-attribute[1].id 0132812
& Internet | Protected Made: On v B100% v

The export operation may be unstable if administrators are accessing this equipment from multiple computers
simultaneously in the access policy mode to export information. Be sure that the administrator accesses this
equipment from only one computer when exporting.
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U Deleting SNMP V3 user information

Click the [SNMP Network Service] button from the [Network] submenu under the
[Setup] menu.

2 Select the check box of SNMP V3 user information that you want to delete from the
SNMP V3 user information list, and then click [Delete].
Tip
Click [Delete All] to delete all the SNMP V3 user information.

SNMP Network Service
Selecting 'Save’ in the Main Window is required to Save the new settings

Enable SNMP Y12 Enable ~
Read Community public
Read Write Community private
Enahle SHMP V3 Disable ~
[ Deleta | Delete All |[ Export
= SHMP V3 User Information
INumhar Zma IAulharvticmmr\ Frotacol IPMvs:y Frotocol IPerm\ssmr\s Level
|1 001 |HMAC-MD5 |N0ne |Adm\mstralur
Enal 1\IMF V3 Trap Disable -

SMMP V3 Trap User Mame
SMMP %3 Trap Authentication Protocol HMAC-MDE

SMMP V3 Trap Authentication Passward

SMMP V3 Trap Privacy Protocol Mane -

The confirmation dialog box appears.

3 Click [OK].

Windows Internet Explorer ==
.9; Are you sure?
4\

The SNMP V3 user information is deleted.

Click [OK] to close the SNMP Network Service page.
The confirmation dialog box appears.

B Click [OK].
The specified or modified content is registered.

Click [Save] on the Network submenu page.
The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.
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7 Click [OK] to apply the changes.

‘Windows Internet Explorer @

I-"'_"‘-.‘ When this cenfiguration is changed, the network connection will be
P! disconnected. Weuld you like to continue?

[ o w[ Cancel |

A\

This equipment starts initializing the network interface card to apply the changes.

During the initialization of the network interface card, the network will not be available. TopAccess will display

“Please restart after waiting a few minutes.” The touch panel will display “NETWORK INITIALIZING”. When this
message disappears, TopAccess will once again be available.
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H Setting up Copier settings

You can configure copy operation settings from the [Copier] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

Setting the copier setting

1
2

P.22 “Access Policy Mode”

Start TopAccess access policy mode.

Click the [Administration] tab.

Click the [Setup] menu and [Copier] submenu.

e-Filing
Logout

ED[c=1le Y .

‘Counter

User Management

The Copier submenu page is displayed.

4 In the Copier submenu page, set the copier settings as required.

Job Status

Security

Cancel

Logs Registration

Maintenance

Counter

e-Filing

Logout

User Management Administration

Copier Setting
Default setting

Original Mode
Exposure

MPT

Magazine Sort
2in1/4in1
Maximum Copies
Auto 2-sided Mode

Sort Mode Priority

Copy Job Enforcement Continue
Automatic Change Of Paper Source
Auto output bin change (Cascade Print)

Suspend Printing if Stapler Empty

Text/Photo ~
Auto -

Plain -

Write Laterally ~
999 -

MNon-Sort =

OFF ~
OFF ~
oN -

You can set the following in this page.
P.183 “Setting up Default setting”
P.185 “Setting up Copy Job Enforcement Continue”

5 Click [Savel].
The confirmation dialog box appears.
Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current

settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Windows Internet Explorer ==
|0| Are you sure?
la
\\)

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using

Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.
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H Setting up Fax settings

You can configure the fax device and fax operation settings from the [Fax] submenu under the [Setup] menu.

* Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated
by pressing the [RESET] button on the control panel or after an Auto Clear time period.
e The [Fax] submenu in the [Setup] menu is available only when the Fax Unit is installed.

Setting the fax settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Fax] submenu.

e-Filing
Logout

Device Job Status Logs Registration Courter User Management Administration

Setup

Set 1

General | Metwork | Copier| Fax| Save asfile | Email | InternetFax | Printere-Filing | Printer | PrintServce | ICC Profile | Print Data Converter | ODCA |

2

The Fax submenu page is displayed.

4 In the Fax submenu page, set the fax settings as required.

e-Filing
Logout

Device: «Joh Status Logs Registration Counter User Management Administration

Setup

General | Metwork | Copier | Fax | Saveasfile | Email | InternetFax | Printerfe-Filing | Printer | PrintService | ICC Profile | Print Data Converter | ODCA | Wersion
Fax Setting

Terminal ID rfp-04998820

Fax Murnber 10000000001

Line2 Number

Ringer Wolume

Manitar Yolume
Completion Tone Yolume
Reception Mode

Remote R

Dial Type
Dial TypeiLine 2) PE -
Line-2 Mode Ta/ Rx -
START 00 ;|00
EnD U0 - |00
Resolution Standard  ~ %
Original Mode Text -

Eunne A s N IR e 1

You can set the following in this page.
P.186 “Setting up Fax Setting”

5 Click [Savel].
The confirmation dialog box appears.
Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Windows Internet Explorer @

\'e'l Are you sure?

—2 L\Q[ Cancel

A

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using

Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.
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H Setting up Save as file settings

You can configure file saving operations and the Save as File function by the N/W-Fax driver from the [Save as file]
submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

Setting the Save as file settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [Save as file] submenu.

e-Filing
Logout

2

The Save as file submenu page is displayed.

4 In the Save as file submenu page, set the Save as file settings as required.

e-Filing
Logout

Device «Joh Status Logs= Fegistration Courter User Management Administration

Setup

Save as file Setting
Local Storage Path
Starage Path FILE_SHARE

@ Send scanned documents to a sub folder in the storage path
(The sub folders will be named after the associated ternplate and will he of the format: Group Mumber-GroupMame-
TemplateMName)

@ Send scanned documents directly to the storage path.

Storage Maintenance

@ Do nat delete documents autamatically D

@ Delete documents after |30 day(s)

You can set the following in this page.
P.189 “Setting up Local Storage Path”

L0 P.190 “Setting up Storage Maintenance”

P.190 “Setting up Destination”

P.190 “Setting up Folder Name”

(0 P.191 “Setting up Format”

P.191 “Setting up Single Page Data Saving Directory”
P.192 “Setting up File Composition”

£ P.192 “Setting up User Name and Password at User Authentication for Save as File”
P.192 “Setting up Searching Interval”

P.193 “Setting up Remote 1 and Remote 2”

P.196 “Setting up N/W-Fax Destination”

P.196 “Setting up N/W-Fax Folder”
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Click [Savel].
The confirmation dialog box appears.
Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current

settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Windows Internet Explorer ==
.91 Are you sure?
N

When using Internet Explorer, the changes may not be reflected on the Save as file page immediately after changing
the settings and clicking [Save]. If that happens, click the [Save as file] submenu to refresh the page.

230

[Setup] How to Set and How to Operate



H Setting up E-mail settings

You can configure E-mail transmission operations from the [E-mail] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

Setting the E-mail settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Email] submenu.

e-Filing
Logout

2

The Email submenu page is displayed.

4 In the Email submenu page, set the E-mail settings as required.

e-Filing
Logout

Device «Joh Status Logs Registration Counter User Management Administration

Email Setting

From Address

Fram Mame

Message Header (Inbound FAX Raouting) @ Received from: (Sender's TS
@ Received by (Receiver's CSI)

File FormatiBlack) POF(Mult) -

File FormatiColor) PDFiMult) -

Mumber of Retry 3—

Retry interval 1 Minutes

Fragment Message Size Mo Fragmentation -

Default Body Strings P

You can set the following in this page.
P.198 “Email settings”

5 Click [Savel.
The confirmation dialog box appears.
Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current

settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Windows Internet Explorer ==
\_0. Are yousure?
A\

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using

Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.
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H Setting up InternetFax settings

You can configure Internet Fax operations from the [InternetFax] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

Setting the Internet Fax settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [InternetFax] submenu.

e-Filing
Logout

2

The InternetFax submenu page is displayed.

4 In the InternetFax submenu page, set the Internet Fax settings as required.

e-Filing
Logout

Device «Joh Status Logs Registration Courter LUzer Management Administration

InternetFax Setting

From Address

Fram Mame

Message Header (Inbound FAX Routing) @ Received from: (Sender's TSN
@ Received by, (Receiver's G5l

MNumber of Retry 3_

Retry interval 17 Minutes

Fragment Message Size Mo Fragmentation -

Default Body Strings -

Body String Transmission Enable -

You can set the following in this page.
P.200 “Setting up InternetFax Setting”

5 Click [Save].
The confirmation dialog box appears.
Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current

settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Windows Internet Explorer ==
.9; Are you sure?
4\

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using

Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.
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M Setting up Printer/e-Filing settings

You can configure how to continue print jobs and e-Filing jobs from the [Printer/e-Filing] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after changing them. The settings will be updated
by pressing the [RESET] button on the control panel or after an time period.

Setting the Printer/e-Filing settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Printer/e-Filing] submenu.

e-Filing
Logout

Device: Job Status Logs. Registration Cournter Uzer Management Administration

s

The Printer/e-Filing submenu page is displayed.

4 In the Printer/e-Filing submenu page, set the Printer/e-Filing settings as required.

e-Filing
Logout

Device: Job Status Logs. Registration Cournter Uzer Management Administration

Setup
General | Metwork | Copier | Saveasfile | Email | IntemetFax | Printerje-Filing | Printer | Print Service | I1CC Profile | Print Data Converter | EWE | ODCA | version
Printerie-Filing Setting
Printer/e-Filing Job Enforcement Continue
sutomatic Change Of Paper Source OFF |
Faper Of Different Direction F
Enforcement Continue (llegal Papen OFF =
Auto Bxit Tray Change (Cascade Print) F
Suspend Printing if Stapler Empty OFF =
Continue Printing when Punch Dustis full oW - %

You can set the following in this page.
P.201 “Setting up Printer/e-Filing Job Enforcement Continue”

Click [Save].
The confirmation dialog box appears.
Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current

settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Message from webpage ==
@ Are you sure?
N
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The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.

H Setting up Printer settings

You can configure printer operations and printer options for RAW print jobs from the [Printer] submenu under the [Setup]
menu.

P.237 “Setting up Raw Job Setting”

Setting the Printer settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

Click the [Administration] tab.

Click the [Setup] menu and [Printer] submenu.

e-Filing
Logout

1

General | Network | Copier | Saveasfle | Email | InternetFai | Printerie-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWE | 0DGA |

2

The Printer submenu page is displayed.

4 In the Printer submenu page, set the Printer settings as required.

e-Filing
Logout

Device Job Status Loz Registration Cournter

User Management

Administration

Raw Johs -

Default Output Tray

Receiving Tray -

FCL Form Line

120

3

Setup

General | Metwork | Copier | Save asfile | Email | InternetFax | Printerie-Filing | Printer | Print Service | ICGC Profile | Print Data Converter | EWE | ODCA | Version
Printer Setting

General Setting

Period of time o save Private, Hold,Proof and invalid Johs 14 Days -
LT=--=A4 i LD =272 Enable -

Wide Ad Mode (for PCL) Disable ~
Restriction for Print Joh Mone hd
Default Raw Job Setting

Raw Jobs - Duplex Printing m

Raw Johs - Default Paper Size Ad -
Raw .Jobs - Default Paper Type W
Raw Johs - Default Orientation Portrait A

Raw Johs - Default Stapling OFF -

You can set the following in this page.
P.202 “Setting up General Setting”

(0 P.203 “Setting up Default Raw Job Setting”

P.204 “Setting up Raw Job Setting”
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Click [Savel].

The confirmation dialog box appears.
Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current

settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.

6 Click [OK] to apply the changes.

Windows Internet Explorer ==
.eu Areyou sure?
N

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.

U Setting up Raw Job Setting n

In Raw Job Setting, you can add up to 16 LPR queue names and specify the raw job setting for each queue. These queue
names can be used when printing without a printer driver, such as printing from UNIX workstation. You can add, edit, or
delete an LPR queue.

P.237 “Adding or editing an LPR queue”

P.238 “Deleting an LPR queue”

Adding or editing an LPR queue

To add a new LPR queue, click [Add] in Raw Job Setting.
To edit an existing LPR queue, select a radio button of a queue that you want to edit
and click [Edit].

Raw Job Setting

Edit [ felete

lex

ohting | 2P S\zelPEpEr Type |0riematiun|3taphng |T°r“:$\‘" |PCL Farm L\nElPCL Fort Pm:hlPCL Fort Poirt S\zelPCL Fart NumherlPCL Line TErminaIiunlSymhu\ setlpaper SDurcElDu not Print Blank Pages |Letterhead Print Mode

‘Queue Hame

The Add New LPR Queue page is displayed.
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2 Enter the following items as required.

Add New LPR Queue

Queue Mame

Duplest Printing

Faper Size

Faper Type
Qrientation

Stapling

Qutput Tray

PCL Form Line

PCL Font Pitch

PCL Font Point Size
PCL Font Mumber
PCL Line Termination
Symbol set

Paper Source

Do not Print Blank Pages
Letterhead Print Mode

Disahle -

Ad -

Plain -

Portrait -
OFF =

Receiving Tray =

120
wno
120
0

Auto

Roman-8

Auto
oM -
OFF =

You can set the following in this page.
P.204 “Setting up Raw Job Setting”

Click [Savel].

3

The queue name is added to the list.

Deleting an LPR queue

1 Select a radio button of a queue that you want to delete and click [Delete].

Raw Job Setting

Gueue Name | g:t“e’_:; Paper Type |Orientation | Stapling ?:::5“ PCL Form Line [PCL Font Pitch |PCL Fort Point Size |PCL Fort Number [PCL Line Termination | Symbol set |Paper Source |Do not Print Blank Pages |Letterhead Print Mode
Disahle | A4 Plain Portrait OFF rTray [12.0 (100 12.0 0 | Auto Foman-8 | Aulo ON (OFF

1

The confirmation dialog box appears.

9 Click [OK].

Windows Internet Explorer

&=

(91 Are you sure you want to delete the LPR queue Queuel?

A\

The selected queue is deleted.
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M Setting up Print Service settings

You can configure print services such as Raw TCP Print, LPD Print, IPP Print, FTP Print, NetWare Print, and Email Print
from the [Print Service] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by
pressing the [RESET] button on the control panel or after an Auto Clear time period.

Setting the Print Service settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [Print Service] submenu.

e-Filing
Logout

Cournter

Device: Job Status Registration Lizer Management: Administration

R
General |1etwork\ Copier | Saveasfile | Emall | IntemetFac| Printerie-Filing | Printer | PrintService | ICC Profile | Print Data Converter | EWB | ODCA |

2

The Print Service submenu page is displayed.

4 In the Print Service submenu page, set the Print Service settings as required.

e-Filing
Logout

Device Joh Status Logs: Registration Counter Liser Management Administration

Setup

General | Metwork | Copier | Saveasfile | Email | InternetFax | Printerle-Filing | Printer | Print Service | 1CC Profile | Print Data Converter | EWE | ODCA | Version
Print Service Setting

Raw TCP Print

Enable Raw TGP Enable =

Port Number 9100

Enable Raw hi-directional Disable «

LPD Print

Enahle LPD Enable

Fort Mumber a15

Banners OFF = %

You can set the following in this page.
P.206 “Setting up Raw TCP Print”

P.206 “Setting up LPD Print”

[ P.207 “Setting up IPP Print”
P.208 “Setting up FTP Print”
P.208 “Setting up NetWare Print”
P.209 “Setting up Email Print”

Click [Savel.

The confirmation dialog box appears.

Tip
When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current

settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.
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8 [Administration] Tab Page

6 Click [OK] to apply the changes.

When this configuration is changed, the network connection will be
disconnected. Would you like to continue?

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.
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H Setting up Print Data Converter settings

For information on Print Data Converter, contact your service representative or your service technician.
You can configure Print Data Converter from the [Print Data Converter] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after changing them. The settings will be updated
by pressing the [RESET] button on the control panel or after an Auto Clear time period.

Setting the Print Data Converter settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [Print Data Converter] submenu.

e-Filing
Logout

Device: Job Status Logs. Registration Ciournter Uzer Management Administration

General | Mework | Copler | Saveasfile | Email | InternetFan | Printetfe-Filing | Printer | PrintService | 1CC Profile | Print Data Converter | EWE | ODGCA | Version
[%z

The Print Data Converter submenu page is displayed.

In the Print Data Converter submenu page, set the Print Data Converter settings as

e-Filing
Logout
Device Joh Status Logs Reglstration Courtsr User Management Administration

Setup
General | Metwork | Copier | Save asfile | Email | IntemetFax | Printerfe-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWB | ODCA | Yersion

Print Data Converter Setting

Print Data Canverter  Disable

Import New Converter

File Name Browse...
Current Converter
Delete || Export
[ [File Wame [File size [Date |

You can set the following in this page.
P.210 “Print Data Converter settings”

5 Click [Savel.
The confirmation dialog box appears.
Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the
changes and restore the current settings before saving the changes.

[Setup] How to Set and How to Operate 241



6 Click [OK] to apply the changes.

Message from webpage =)
\_e. Are you sure?
N

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using

Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.
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H Configuring the EWB function

You can configure the EWB (Embedded Web Browser) function which displays web pages on the control panel from the
[EWB] submenu under the [Setup] menu.

The EWB function is available only when the External Interface Enabler is installed on this equipment.

P.243 “Registering a server”
P.244 “Deleting a server”

U Registering a server

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [EWB] submenu.

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

General | Metwork | Copier | Save asfile | Email | InternetFax | Printsrie-Filing | Printer | Print Service | |CC Profils | Print Data Converter | EWB | ODCA | Yersion

2

The EWB submenu page is displayed.

4 To register a server for the EWB function, enter the server address and then click
[Add].

Server Registration Setting

[ged]

s 2001
De\z %'

[ | — Server Address |

|@ |19215311 |

The server is registered.
To register more than one server, repeat this procedure.

5 Click [Save] on the [EWB] submenu.
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U Deleting a server

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [EWB] submenu.

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

Setup k 1
General | Metwoik | Copier | Save asfile | Email | InternetFax | Printerie-Filing | Printer | Print Service | |CC Profils | Print Data Converter | EWB | ODCA | Yersion
2

The EWB submenu page is displayed.

4 To delete a server registered for the EWB function, select the server that you want to
delete, and then click [Delete].

Server Registration Setting

Server Address |

5 Click [OK].

Windows Internet Explorer
.@ Are you sure?

The server is deleted.
6 Click [Save] on the [EWB] submenu.
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l Setting up Off Device Customization Architecture settings

For the details of ODCA (Off Device Customization Architecture), contact your service representative or your service

technician.

You can configure ODCA (Off Device Customization Architecture) from the [ODCA] submenu under the [Setup] menu.

Some settings may not be reflected on the touch panel immediately after changing them. The settings will be updated

by pressing the [RESET] button on the control panel or after an Auto Clear time period.

Setting the Off Device Customization Architecture settings

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Setup] menu and [ODCA] submenu.

Device: Joh Status Logs Registration

Ciournter Uzer Management Administration

Save | | Cancel

e-Filing
Logout

N2

The ODCA submenu page is displayed.

In the ODCA submenu page, set the Off Device Customization Architecture settings as

required.

Device: Job Status Logs Registration Counter User Management Administration

Setup

General | Metwork | Copier | Save asfile | Email

e-Filing
Logout

Off Device Customization Architecture Setting
Network

Enable Port Enable -
Part Number 45629
Enable SSL Port Disable -
SEL Port Number 45630
Configration

Session Timeout(B0-98995) 0 Seconds %

You can set the following in this page.
P.213 “Setting up Network”
P.213 “Setting up Configuration”

Click [Savel].
The confirmation dialog box appears.

Tip

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the

changes and restore the current settings before saving the changes.
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6 Click [OK] to apply the changes.

Message from webpage =)
3

The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using

Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen
and display the current setting status.

H Displaying version information

You can check the system software version information of this equipment from the [Version] submenu under the [Setup]
menu.

Displaying the version information

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Setup] menu and [Version] submenu.

e-Filing
Logout

Device ok Status Logs Registration Counter User Manzgement Administration

2
The Version submenu page is displayed.

In the Version submenu page, you can confirm the version information of the system

software.
e-Filing
Logout
Device ok Status Logs Registration Courter User Managzment Administration

Version Information

Printer Manufacture =
Copier Firmware Version FR1lE
Caopier Main ROM Version 130M-014
Caopier Scanner ROM Yersion 1308-01
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[Security] Item List

Tip
Users who are granted administrator privileges in access policy mode can access the [Security] menu from the

[Administration] tab.

See the following pages for how to access it:
P.22 “Access Policy Mode”

P.247 “Authentication settings”
P.256 “Certificate management settings”
P.260 “Password Policy settings”

H Authentication settings

You can restrict user operations using the authentication function of your equipment.
Tip

The [Authentication] submenu can be accessed from the [Security] menu on the [Administration] tab.
See the following pages for how to access it and information on [Security] menu:

P.22 “Access Policy Mode”

P.247 “[Security] ltem List”

P.248 “Setting up Department Setting”

P.249 “Setting up User Authentication Setting”
P.252 “Setting up Email Authentication”

P.253 “Setting up Email Address Setting”
P.254 “Restriction Setting for Destination”
P.255 “Setting up Single Sign On Setting”
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0 Setting up Department Setting

When you want to manage the counters for every department, enable department management. If this is done, the
department code input screen will be displayed on the computer and the touch panel when copying, scanning, faxing,
faxing via the Internet, and operating on e-Filing to enable you to manage operations by departments.

The following applications can access your equipment regardless of the department setting.

AddressBook Viewer
Backup/Restore Utility
TWAIN Driver

File Downloader

Department Setting
1 ——— D E partment Code Disable -
2 — R E0uire Department Code in User Registration Disable
*Please setthe Department Code to existing userwhich Department Code is not set.
3 e [1valid Department Code PrintJob Store to invalid job list
4 e [\ 2 1€ M AN AGEMENT (CODYY Disable
5 e D2 it nt Managernent (FAR) Disable
6 e D pattrnent Managerment (Print) Disable
7 s (1@ pratTIENT WENAGEMENT (SCANY Disable
8 s D2 prattrent Management (Lisfy Disable
Item name Description
1 | Department Code Select whether or not to enable department management. [Disable] is set as the default.
2 | Require Department Code in User | Select whether or not to register the department code when registering a user. [Disable] is
Registration set as the default.
3 | Invalid Department Code Print Job | Select whether or not to print jobs without a department code or with an invalid department
code when department management is enabled.
» Store to invalid job list — Select this to register print jobs which failed authentication in
the invalid job list.
* Print — Select this to print jobs with an invalid department code.
* Delete — Select this to delete jobs with an invalid department code.
Tip
If the Invalid Department Code Print Job is set to Store to invalid job list and the SNMP communication is enabled in the printer
driver, the user will be prompted to enter the correct department code if an invalid department code was entered in the printer
driver.
4 | Department Management (Copy) When this function is enabled, the following counters are managed in each department.
- Number of copied sheets
- Number of originals scanned while copying
[Enable] is set as the default.
5 | Department Management (FAX) When this function is enabled, the following counters are managed in each department.
- Number of transmitted fax pages
- Number of original pages scanned while transmitting faxes
- Number of received fax pages
- Number of received fax pages which are printed”
[Enable] is set as the default.
6 | Department Management (Print) When this function is enabled, the number of outputs in printing (for printing, received E-mail
and Internet Fax) is managed in each department.
[Enable] is set as the default.
7 | Department Management (Scan) When this function is enabled, the number of originals scanned such as when they are
stored in the shared folder is managed in each department.
[Enable] is set as the default.
8 | Department Management (List) When this function is enabled, the number of system page outputs is managed in each
department.
[Enable] is set as the default.

*

The number of outputs are only counted for received faxes, in which the department code needs to be entered, such as manual reception,

polling reception or the printing of originals stored in the confidential mailbox and the bulletin mailbox.

248

[Security] Item List




0 Setting up User Authentication Setting

You can configure user authentication to access your equipment.

User Authentication Setting
1 = User Authentication
2 e Authentication failed print job/Raw Print Joh

3 — AUt0 Releage on Login

4 = [[] Use Passward Authentication far Print Jub
“Itis not able to print from other than Windows Clientwhen this function is enabled

Enable ~
Delete ~

Disable -

B ——— [ Enable Guest User
6 e A1ItHENNC STION T2 MFP Local Authentication -
PIN Code Authentication Setting
T —— FINCode wuthentication Disable ~
8 = Winirnurn PIM Code Lenath 1 (1-32)
Item name Description

User Authentication

Select whether or not to enable user authentication. [Disable] is set as the default.

You cannot configure "E-mail authentication" if you enable user authentication.

Authentication failed print job/Raw
Print Job

Select whether or not to print jobs which have failed user authentication.
* Hold — Select this to register in the hold print job.
* Print — Select this to print jobs which failed authentication.
* Delete — Select this to delete jobs which failed authentication.

* When the N/W-Fax driver is used, selecting [Hold] deletes the job.
* When a color copy is set, selecting [Print] deletes the job.

Auto Release on Login

Specify whether to process private jobs and hold jobs at login.
* Disable — Select this not to print at login.
* Enable — Select this to print at login.

Use Password Authentication for
Print Job

Enables the password authentication for print jobs. The user name and password are
required to execute printing.

Enable Guest User

Enables operations by the guest user.

Authentication Type

Select the authentication method.

* MEFEP Local Authentication
You can manage network users with the MFP local authentication of your equipment
when you do not have a user authentication system in your environment.
When MFP local authentication is enabled, users must enter the user name and
password that is registered in the equipment to operate the touch panel.

* Windows Domain Authentication
You can manage network users with Windows domain authentication when you already
manage your network using Windows domains.
When Windows domain authentication is enabled, users must enter the user name and
password that is registered in the Windows domain to operate the touch panel.
1 P.250 “Windows Domain Authentication”

* LDAP Authentication
You can manage network users with LDAP authentication when you already manage
your network using LDAP. When LDAP authentication is enabled, users must enter the
user name and password that is registered in the LDAP server to operate the touch
panel.
[ P.251 “LDAP Authentication”

PIN Code Authentication

Select the PIN code authentication method.

* Disable — Select this no to use the PIN code authentication. Use the user name and
password for authentication.

* Enable — Select this to use the PIN code authentication. Instead of the PIN code, it is
possible to use the user name and password for authentication.

Minimum PIN Code Length

Enter a figure that specifies the minimum digits for the PIN code.
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Windows Domain Authentication

User Authentication Setting
User Authentication Enable ~
Authentication failed print job/Raw Print Job Delete -
Auto Release on Login Disable
[7] Use Passward Authentication for Print Jab
“ltis not able to print from other than Windows Client when this function is enabled
[0 Enable Guest User
Authentication Type Windows Domain Authentication
1 — Create User Infarmation Autormnatically
Windows Domain Authentication
2 ——— [FJuse NTDomain Serer
Frimary Domain Name FOC BDC
3 @ |pomant et
Domsin 2
Domsin 3
Domain 4
Domain 5.
Domsin &
Domain 7
Domain 8
Domain 9
Domein 10
Domain 11
Domsin 12
Domain 13
Domein 14
Domein 15
Domain 16
4 —— connection Timeout
FDCH-180) 30 Seconds
*Reboot is necessary to reflect Connection Timeout
B = Role Based Access Setting
Role Based Access using LDAP server Disable ~
LDAF Server LDAPOT -
© — PIN Code Authentication Setting
PIN Code Authentication Enable
Minimum PIN Code Length 1 (1-32)
Primary LDAP Server Type Atriowte type of "User Name'| Siribute type of "PIN"
7 @ | LDAP Serverl Wwindowes Server eBMUserPiN
LDAP Server? Disahle
LDAP Server3 Disahle
Item name Description
1 | Create User Information Select whether or not to register user information automatically to this equipment. [Enable]
Automatically is set as the default.

Use NT Domain Server

Select this check box if you are managing the domain using the NT domain controller.

Domain 1 - Domain 16

Specify the domain you want to use for Windows domain authentication.

Click one of the domains and specify the following items in the displayed screen to register
the domain.

Domain Name — Enter the domain name.

PDC — Enter the server name or IP address of the Primary Domain Controller (PDC). You
can enter up to 128 alphanumerical characters and symbols.

BDC — Enter the server name or IP address of the Backup Domain Controller (BDC) as
required. You can enter up to 128 alphanumerical characters and symbols.

If the wrong primary or backup domain controller is specified, the [OK] in the user authentication screen on the touch panel is
highlighted while this equipment searches for the primary or backup domain controller for 2 to 4 minutes.

4 | Connection Timeout

Enter the timeout period for quitting communication when no response is received from the
PDC or BDC server. Specify within the range from 1 to 180 seconds.

5 | Role Based Access Setting

Configure role based access using an LDAP server.

Role Based Access using LDAP server — Select whether enable or disable role based
access. [Disable] is set as the default.

LDAP Server — Select the LDAP server that manages the Role Based Access Control.
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Item name Description

6 | PIN Code Authentication Setting PIN Code Authentication — Select the PIN code authentication method.
* Disable — Select this no to use the PIN code authentication. Use the user name and
password for authentication.
* Enable — Select this to use the PIN code authentication. Instead of the PIN code, it is
possible to use the user name and password for authentication.
Minimum PIN Code Length — Enter a figure that specifies the minimum digits for the PIN
code.

7 | LDAP Server1 - LDAP Server3 Set the following items for LDAP Server1 when you use the LDAP authentication:
Windows Server — Select this when LDAP is running on a Windows server.

LDAP Server (Other than Windows Server) — Select this when the LDAP is running on a
server other than a Windows one.

Attribute type of "User Name" — Enter the attribute type of “User Name” for “LDAP Server
(Other than Windows Server)”.

Attribute type of "PIN" — Enter the attribute type of “PIN” for the PIN code authentication.
When you use more than one LDAP server, select [Enable] for LDAP Server2 and/or LDAP
Server3 and set up the LDAP server as necessary. See the settings for LDAP Server1.
Select [Disable] for unused LDAP servers.

LDAP Authentication
User Authentication Setting
User Authentication Enable ~
Authentication failed print job/Rav Print Job Delete +
Auta Release on Login Enable ~
[C] Use Passward Authentication for Print Job
“ltis not able to print from other than Windows Client when this function is enabled
[7 Enable Guest User
Aunthertication Type LDAP Authentication -
1 —— Create User Information Automatically
Primary LD Server Tonz Attribute type of "User Name"
2 @ | LDAP Servert LD&FD1 LD#P Server (Ofher than Windows Server) | LDAPDT
LDAP Server2 Disable
LDAP Serverd Disable
LDAP Serverd Disable
LDAP Servers Disable
LDAP Servers Disable
LDAP Server? Disable
LDAP Servers Disable
LDAP Serverd Disable
LDAP Serverid Disable
LDP Servert1 Disable
LDAP Server12 Disable
LDAP Serverl3 Disable
LDAP Serverld Disable
LDAP ServerlS Disable
LD&P Serverls Disable
3 — Role Based Access Setting
Role Based Actess using LDAP server Disable ~
LDAP Server LDARDT ~
4 s PIN Codle Authentication Setting
FIN Code Authentication Disable
Minimurm FIN Code Length 1 (-3
Frimary LDAP Server Type Altribute type of"User Mame'| Atiribute type of "PIN"
5 @ LDAP Serverl Windows Server eBMUserPIN
LDAP Server? Disable
LDAP Serverd Disahle
Item name Description
1 | Create User Information Select whether or not to register user information automatically to this equipment. [Enable]
Automatically is set as the default.

2 | LDAP Server1 - LDAP Server16 Select the LDAP server you want to use for LDAP authentication.

Click one of the LDAP servers and specify the following items in the displayed screen to
register the LDAP server.

Windows Server — Select this when LDAP is running on a Windows server.

LDAP Server (Other than Windows Server) — Select this when the LDAP is running on a
server other than a Windows one.

3 | Role Based Access Setting Configure role based access using an LDAP server.

Role Based Access using LDAP server — Select whether enable or disable role based
access. [Disable] is set as the default.

LDAP Server — Select the LDAP server that manages the Role Based Access Control.

[Security] Item List 251



Item name

Description

4 | PIN Code Authentication Setting

PIN Code Authentication — Select the PIN code authentication method.
* Disable — Select this no to use the PIN code authentication. Use the user name and
password for authentication.
* Enable — Select this to use the PIN code authentication. Instead of the PIN code, it is
possible to use the user name and password for authentication.
Minimum PIN Code Length — Enter a figure that specifies the minimum digits for the PIN
code.

5 | LDAP Server1 - LDAP Server3

Set the following items for LDAP Server1 when you use the LDAP authentication:
Windows Server — Select this when LDAP is running on a Windows server.

LDAP Server (Other than Windows Server) — Select this when the LDAP is running on a
server other than a Windows one.

Attribute type of "User Name" — Enter the attribute type of “User Name” for “LDAP Server
(Other than Windows Server)”.

Attribute type of "PIN" — Enter the attribute type of “PIN” for the PIN code authentication.
When you use more than one LDAP server, select [Enable] for LDAP Server2 and/or LDAP
Server3 and set up the LDAP server as necessary. See the settings for LDAP Server1.
Select [Disable] for unused LDAP servers.

0 Setting up Email Authentication

When E-mail authentication is enabled, users must enter the user name and password before performing Scan to Email.

Email Authentication
1 e E 12| Authentication

Disable ~

Item name

Description

1 Email Authentication

Select whether or not to enable E-mail authentication.

e SMTP:
You can use SMTP authentication of the equipment to manage user authentication.
When SMTP authentication is enabled, users must enter the user name and password
that is registered in the SMTP server to perform Scan to Email from the touch panel.
[ P.252 “SMTP”

* LDAP:
You can manage network users with LDAP authentication when you already manage
your network using LDAP.
When LDAP authentication is enabled, users must enter the user name and password
that is registered in the LDAP server to perform Scan to Email from the touch panel.
[ P.253 “LDAP”

You must carry out "E-mail address setting" to use E-mail authentication.
[0 P.253 “Setting up Email Address Setting”

SMTP

....................

T
— V] Internet Fax Not Allowed

SMTF Server Address

— Authentication

WN =

Plain -

Item name

Description

1 Internet Fax Not Allowed

Select this check box to prohibit Internet Fax transmissions.
This will disable Internet Fax transmission for all users.

2 | SMTP Server Address

Enter the IP address or FQDN of the SMTP server used for E-mail authentication.
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Item name Description

3 | Authentication Select the authentication method.

* Plain — Select this to access the SMTP server using the plain authentication.

* Login — Select this to access the SMTP server using the login authentication.

* CRAM-MD5 — Select this to access the SMTP server using the CRAM-MD5
authentication.

* Digest-MD5 — Select this to access the SMTP server using the Digest-MD5
authentication.

* Kerberos — Select this to access the SMTP server using the Kerberos authentication.

* NTLM(IWA) — Select this to access the SMTP server using the NTLM (IWA)
authentication.

* Auto — Select this to access the SMTP server using the appropriate authentication that
this equipment detects.

LDAP
Email Authentication
1 e = linternet Fax Mot Allowed
LDAF Server LDAP serverdl -
2 [ LDAP Server (Other than Windows Server)
3 tbuts e o Ussr e TR
Item name Description
1 Internet Fax Not Allowed Select this check box to prohibit Internet Fax transmissions.
This will disable Internet Fax transmission for all users.
LDAP Server Select the LDAP server you want to use for LDAP authentication.
LDAP Server (Other than Windows | Select if LDAP is running on a server other than a Windows server.
Server) When this is selected, you have to specify the attribute type of ‘User Name'.

Q Setting up Email Address Setting

You can configure the E-mail address when E-mail authentication is enabled.

Email Address Setting

1 ——— Fromaddress "From Address’ of Email Setting ||

From Address

I From Address tannot be edited in Scan to Email.

2 From Mame fccount Name of Fram Address + Fram Nsme of Email Setting %]
3 e Restriction setting for Email Destination Mone [vl

Item name Description

1 | From Address Specify the From Address.

From Address of Email Setting:

Select this to set the From Address in E-mail settings.

User Name + @ + Mail Domain Name:

Select this to specify the From Address in the "User Name + @ + Mail Domain Name"
format.

The authenticated user name is employed as the "User Name".

The domain name specified in the [Domain Name] box is used as the "Mail Domain Name".
When this is selected, enter the domain name in the [Domain Name] box.

User Name of LDAP:

Select this to set the From Address as the E-mail address found in the LDAP server.
Select the LDAP server in the [LDAP Server] box, enter the schema to search the user
name in the [Attribute type of "User Name"] box, the E-mail address schema to set as
sender address in the [Attribute type of "Email Address"], and the domain name used when
the user name is not found in the [Domain Name] box.

The equipment searches the authenticated user name in [Attribute type of "User Name"] of
the LDAP server.

If the registered user name has been found in the specified schema, the schema value set in
[Attribute type of "Email Address"] becomes the sender address. If the registered user name
has not been found in the specified schema, the format set in [User Name + @ + Mail
Domain Name] becomes the sender address.

From Address cannot be edited in Scan to Email.:

Select this check box if you do not want to allow users to edit the From Address.
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Item name

Description

2 | From Name

Specify the From Name.

Account Name of From Address + From Name of Email Setting:

Select this to specify the From Name in the "Account Name of From Address + From Name
of Email Setting" format.

From Name of Email setting:

Select this to set the From Name which has been specified in E-mail settings.

User Name of LDAP:

Select this to set the From Name as the E-mail address found in the LDAP server.

Select the LDAP server in the [LDAP Server] box, enter the schema to search the user
name in [Attribute type of "User Name"] and the schema of the from address to set as the
From Name in [Attribute type or "From Name"].

The equipment searches user name authenticated in [Attribute type of "User Name"] of the
LDAP server.

If the user name authenticated has been found in the specified schema, the schema value
set in the [Attribute type of "From Name"] becomes the sender name.

If the user name authenticated has not been found in the specified schema, the format set in
[Account Name of From Address + From Name of Email Setting] becomes the sender
name.

3 | Restriction setting for Email
Destination

When User Authentication or Email Authentication is enabled, select whether to set the
Email address of the authenticated user as a destination.

* None — Not used as a destination.

* Fixed To — Only the Email address of the authenticated user is used for "To".

* To — The Email address of the authenticated user is added to "To".

¢ Cc — The Email address of the authenticated user is added to "Cc".

¢ Bcc — The Email address of the authenticated user is added to "Bcc".

U Restriction Setting for Destination

You can restrict the destination of the From Address to the one registered in the LDAP server when transmitting via fax,

internet fax or E-mail.

Restriction Setting for Destination
1 ——— Restriction Setting for Destination Enable -
LDAP Server
2 LOAP Server] Digahle
LOAP Server? Digable
LOAP Serverd Dizahle
Item name Description

1 | Restriction Setting for Destination

Enable: Select this to restrict the destination of the From Address to the one registered in
the LDAP server when transmitting via fax, internet fax or E-mail.

Disable: Select this not to restrict the destination of the From Address when transmitting via
fax, internet fax or E-mail.

2 | LDAP Server1
LDAP Server2
LDAP Server3

This field is displayed when the Restriction Setting for Destination is enabled.

Three LDAP servers to search the destination are displayed. To register the LDAP server,
click an item name.

[0 P.255 “[Restriction Setting for Destination] screen”
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[Restriction Setting for Destination] screen

You can register an LDAP server to be used to search the destination.

1 — (58 ()
S— |

LDAP Server
LDAP Server2
LOAP Serverd

Restriction Setting for Destination

3 ——— Restriction Setting for Destination

Digable -
Disable -

Dizable -

Item name

Description

1 | [OK] button

Select this to register the LDAP server which has been set.

[Cancel] button

Select this to cancel the registration of the LDAP server.

Restriction Setting for Destination

Select this to set an LDAP server to be used to search the destination.
You can register up to three LDAP servers.

0 Setting up Single Sign On Setting

Normally users are required to enter the user name and password for E-mail authentication and Scan to Email; however,
you can enable the single sign on setting to eliminate these operations.

Single Sign On Setting
1 — Single Sign On for Scan to Email

Enable -

Item name

Description

1 | Single Sign On for Scan to Email

Select whether or not to enable single sign on. [Enable] is set as the default.

0 Setting up Home Directory Setting

You can configure the home directory when home directory is enabled.

Home Directory Setting
1 — Hormie Directory Enable =
2 — HOme Cirectory Server
@ Use User Authentication Server
(@) Use User Authentication Server{Use specific server for Card Authentication)
© Use Specific Server
Item name Description

1 | Home Directory

Select whether or not to enable home directory.

2 | Home Directory Server

Specify the home directory server.

* Use User Authentication Server — Select this to use the user authentication server as
the home directory server.

* Use User Authentication Server(Use specific server for Card Authentication) —
Select this to use the user authentication server as the home directory server. However,
use the specified server as the home directory server in the case of Card Authentication.

* User Specific Server — Select this to specify the home directory server.

If you select “Use User Authentication Server (Use specific server for Card Authentication)”
or “User Specific Server”, the LDAP server list appears on the screen. You can set up to 3
servers. Click the “Primary” button to select the primary server.

Click the LDAP server name on the list to open the Home Directory Server Setting screen.
Select the home directory server for each server name. If you do not specify the server,
select “Disable”.
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H Certificate management settings

You can manage device certificates and client certificates.

Tip

The [Certificate Management] submenu can be accessed from the [Security] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Security] menu:

3 P.22 “Access Policy Mode”
P.247 “[Security] Item List”

P.256 “Setting up Device Certificate”
P.257 “Setting up Client Certificate”
P.258 “Setting up Certificate Setting”

(3 P.259 “Setting up CA Certificate”
P.259 “Setting up Certificate Files”

U Setting up Device Certificate

You can configure the device certificate for encrypted communications using wireless LAN, IEEE 802.1X authentication,

IPsec, or SSL.
Device Certificate
1 _— @ self-signed cedificate Installed
2 —© mpatt Mot Installed
Browize
Delete
3 ———@ scEPMutomatic) Nat Installed
CA Server Address (Primany ;- 10.10.70.111
CA Server Address (Secondan) ¢ 10.10.70.121
MFP's Address in Commaon Name in the Certificate - | IP Address =
Timeaut : 30 Second(s) (1-120
CA Challenge
(note: Ifsuccessful adds CA certificate automatically)
Signature Algaorithm @ 5HA1
© MDs
Poll Interval: 1 Minute
Maximum Poll Quration: & Hours -
W] Delste
Item name Description

1 | self-signed certificate

Creates a certificate for encrypted communications using SSL on your device.
[Create] button — Displays the [Create self-signed certificate] screen. Specify items
necessary for the certificate to create the self-signed certificate.

0 P.257 “[Create self-signed certificate] screen”

[Export] button — Exports the created self-signed certificate.

2 | Import

Import the certificate for encrypted communications using wireless LAN, IEEE 802.1X
authentication, IPsec, or SSL.

[Browse] button — Allows you to select the certificate file.

[Upload] button — Uploads the selected certificate file.

[Delete] button — Deletes the registered certificate file.

3 | SCEP(Automatic)

Automatically acquires the certificate for encrypted communications using IP sec or SSL.
CA Server Address (Primary) — Enter the IP address of FQDN of the CA server. You can
enter up to 128 alphanumerical characters and symbols.

CA Server Address (Secondary) — Enter the IP address of FQDN of the CA server. You
can enter up to 128 alphanumerical characters and symbols.

MFP's Address in Common Name in the Certificate — Select whether you use the IP
address or FQDN as the address of this equipment to be entered in the [Common Name]
box of the certificate. [IP Address] is set as the default.

Timeout — Enter a timeout period for quitting communication when no response is received
from the CA server. Specify within the range from 1 to 120 seconds. “10” is set as the
default.

CA Challenge — Enter the password for the CA challenge. You can enter up to 16
alphanumerical characters.

Signature Algorithm — Select SHA1 or MD5 as the signature algorithm.

Poll Interval — Specify the polling interval. [1 Minute] is set as the default.

Maximum Poll Duration — Specify the polling duration. [8 Hours] is set as the default.
[Request] button — Click this button to request the certificate.

[Delete] button — Deletes the registered certificate.
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[Create self-signed certificate] screen

1 Create self-signed certificate
— e || Cancel
3 el (o]
3 — O UNYIR EGION Name
4 ——Gtate or Province Name
5 s |_0 1 ity MAMTIE
6 — g Enization Name
7 rganizational Unit Mame
8 —Cornmon Marme MFPO708E510
9 ———Email Address
10 —falidity Period month(e)(1-89)
Item name Description
1 | [Save] button Saves the self-signed certificate.
[Cancel] button Cancels creating the certificate.
Country/Region Name Enter the country or region name using two alphanumerical characters and symbols.
(Example: JP)
4 | State or Province Name Enter the state or province name with alphanumerical characters and symbols. You can
enter up to 128 characters.
5 | Locality Name Enter the city or town name with alphanumerical characters and symbols. You can enter up
to 128 characters.
6 | Organization Name Enter the organization name with alphanumerical characters and symbols. You can enter up
to 64 characters.
7 | Organizational Unit Name Enter the organizational unit name with alphanumerical characters and symbols. You can
enter up to 64 characters.
8 | Common Name Enter the FQDN or IP address of this equipment with alphanumerical characters and
symbols. You can enter up to 64 characters.
9 | Email Address Enter the E-mail address with alphanumerical characters and symbols. You can enter up to
64 characters.
10 | Validity Period Enter the number of months in the validity period of the self-signed certificate.

U Setting up Client Certificate

Client Certificate

Client 2011111 certpse | Create

Item name

Description

Client Certificate

Creates the client certificate.

[Create] button — Displays the [Create Client Certificate] screen. Specify items necessary
for the certificate to create the client certificate.

[0 P.258 “[Create Client Certificate] screen”
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[Create Client Certificate] screen

Create Client Certificate
] ey
3 ——CountryiRegion Name
4 ————1tate or Province Name
5 e |_ ity M
6 — Organization Mame
7 rganizational Unit Narme
8 — COmmMan Marme
9 e 3 i iy P 2FiDE 36 monthis){1-99)
10 ———Fassword
Item name Description
1 | [Save] button Saves the Client certificate.
[Cancel] button Cancels creating the certificate.
Country/Region Name Enter the country or region name using two alphanumerical characters and symbols.
(Example: JP)
4 | State or Province Name Enter the state or province name with alphanumerical characters and symbols. You can
enter up to 128 characters.
5 | Locality Name Enter the city or town name with alphanumerical characters and symbols. You can enter up
to 128 characters.
6 | Organization Name Enter the organization name with alphanumerical characters and symbols. You can enter up
to 64 characters.
7 | Organizational Unit Name Enter the organizational unit name with alphanumerical characters and symbols. You can
enter up to 64 characters.
8 | Common Name Enter the FQDN or IP address of this equipment with alphanumerical characters and
symbols. You can enter up to 64 characters.
9 | Validity Period Enter the number of months in the validity period of the self-signed certificate.
10 | Password Enter the password of the certificate with alphanumerical characters and symbols. You can

enter up to 64 characters.

U Setting up Certificate Setting

Certificate Setting

-_

Signature Algorithrn © SHAT - =

Public Key ; RSA2048 -

Item name

Description

Signature Algorithm

Select the signature algorithm to be used in Certificate.
SHA1 — Select this to use SHA1.

SHA256 — Select this to use SHA256.

SHA384 — Select this to use SHA384.

SHA512 — Select this to use SHA512.

Public Key

Select the public key to be used in Certificate.
RSA1024 — Select this to use RSA1024.
RSA2048 — Select this to use RSA2048.
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0 Setting up CA Certificate

When you want to enable SSL and verify with a CA certificate for the SMTP Client, POP3 Network Service, FTP Client, or
Directory Service, you must install the CA certificate. You can install up to 10 CA certificates in this equipment.

CA certificate
1 — @ Ca Certificale(PEM)
2 — ) A cerificate (DER) Browse
Delete
Item name Description

1 | CA Certificate(PEM)

Selects the certificate in the PEM format.
[Upload] button — Uploads the certificate.
[Delete] button — Deletes the registered certificate.

2 | CA certificate (DER)

Selects the certificate in the DER format.
[Upload] button — Uploads the certificate.
[Delete] button — Deletes the registered certificate.

U Setting up Certificate Files

You can display a list of registered certificate files.
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H Password Policy settings

You can configure policies for the password to register.

Tip

The [Password Policy] submenu can be accessed from the [Security] menu on the [Administration] tab.
See the following pages for how to access it and information on [Security] menu:

P.22 “Access Policy Mode”
P.247 “[Security] ltem List”

P.260 “Setting up Policy for Users”

P.261 “Setting up Policy for Administrator,Auditor”
P.262 “Setting up Policy for e-Filing Boxes, Template Groups, Templates, SecurePDF, SNMPv3, Cloning”

U Setting up Policy for Users

You can configure policies for user registration.

Password Policy
Policy for Users
1 s BiliniMUM Password Length o (0-64)
2 — Reguirermnents to Apply Disable -
Co not allow the following strings {0 be used as passwards
3 = Locknut Setting Enable ~
Murnber of Retry 10 (1-30)
Lockout Time 1 Minute(s)(1-14400
4 = Available Period Disable ~
Expiration day(s) m day(s)(1-993)
Item name Description

1 | Minimum Password Length

Specify the minimum number of digits for the password. Specify within the range from 0 to
64. “0” is set as the default.

2 | Requirements to Apply

Select [Enable] to set restrictions on the character strings that can be used in passwords.

[Disable] is set as the default.

Restrictions

* The user name and password cannot be the same.

* The same password cannot be used again.

* A password consisting of sequences of the same characters cannot be used.

* A password containing the characters entered in the restricted character text box cannot
be used.

3 | Lockout Setting

Specify whether or not to enable the lockout setting when the user failed to supply the
correct password. [Enable] is set as the default.

Number of Retry — Specify the number of retries before lockout. Specify within the range
from 1 to 30 times. “10” is set as the default.

Lockout Time — Specify the duration to lock out the user. Specify within the range from 1 to
1440 minutes. “1” is set as the default.

4 | Available Period

Select [Enable] to specify how long the password is valid before its expiry. [Disable] is set as
the default.

Expiration day(s) — Specify how long the password is valid before its expiry. Specify within
the range from 1 to 999 days. “180” is set as the default.

Tip

When the number of days set in [Expiration day(s)] elapses, a screen that prompts the user to change the password will
appear the next time the user logs in.
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Q Setting up Policy for Administrator,Auditor

You can configure policies for administrator and auditor registration.

Policy for Administrator,Auditor
1 s [linimum Passweord Length B (6-64)
2 e R Ui RTINS TO ARl Disable =
Do not allow the following strings to be used as passwords.
3 e | 10U S0 Enable =
MNumber of Retry 1o {1-30)
Lockout Time 1 Minute(syi1-1440)
4 ——— ssilanle Periad Disabls ~
Expiration day(s) m day(si(1-393)
Item name Description
1 | Minimum Password Length Specify the minimum number of digits for the password. Specify within the range from 6 to
64. “6” is set as the default.
2 | Requirements to Apply Select [Enable] to set restrictions on the character strings that can be used in passwords.

[Disable] is set as the default.

Restrictions

¢ The user name and password cannot be the same.

* The same password cannot be used again.

* A password consisting of sequences of the same characters cannot be used.

* A password containing the characters entered in the restricted character text box cannot
be used.

3 | Lockout Setting Specify whether or not to enable the lockout setting when the user failed to supply the
correct password. [Enable] is set as the default.

Number of Retry — Specify the number of retries before lockout. Specify within the range
from 1 to 30 times. “10” is set as the default.

Lockout Time — Specify the duration to lock out the user. Specify within the range from 1 to
1440 minutes. “1” is set as the default.

4 | Available Period Select [Enable] to specify how long the password is valid before its expiry. [Disable] is set as
the default.

Expiration day(s) — Specify how long the password is valid before its expiry. Specify within
the range from 1 to 999 days. “180” is set as the default.

Tip

When the number of days set in [Expiration day(s)] elapses, a screen that prompts the user to change the password will
appear the next time the user logs in.
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0 Setting up Policy for e-Filing Boxes, Template Groups, Templates,
SecurePDF, SNMPv3, Cloning

You can configure policies for passwords for operations and applications on your equipment.

1 s Wl inimumM Passwaord Length
2 — Rguirements to Apply
3 — | ockout Setting

Number of Retry

Lockout Time

Policy for e-Filing Boxes,Template Groups,Templates,SecurePDF,SNMPv3, Cloning

o (0-20)

Disable -

‘Disable ~
130y
_ Minute(s)(1-14400

Item name

Description

1 | Minimum Password Length

Specify the minimum number of digits for the password. Specify within the range from 0 to
20."1“0” is set as the default.

2 | Requirements to Apply

Select [Enable] to set restrictions on the character strings that can be used in passwords.
[Disable] is set as the default.

Restrictions

» The user name and password cannot be the same.™

* The same password cannot be used again.

3 | Lockout Setting™

Specify whether or not to enable the lockout setting when the user failed to supply the
correct password. [Enable] is set as the default.

Number of Retry — Specify the number of retries before lockout. Specify within the range
from 1 to 30 times. “10” is set as the default.

Lockout Time — Specify the duration to lock out the user. Specify within the range from 1 to
1440 minutes. “1” is set as the default.

*1  With SNMPv3, a password of at least one character is required.
*2  With Cloning, you can also register the same password as the file name.
*3 The Lockout Setting is enabled only when you are using e-Filing Boxes.
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In the Security Service page, you can install a wireless LAN certificate for authentication with the RADIUS server, install
and export a device certificate to enable SSL and set up its SCEP (automatic installation), install CA certificate, and install
certificates for IEEE 802.1X authentication and set up its SCEP.

P.263 “Installing a device certificate”

P.270 “Creating/Exporting a client certificate”

P.272 “Installing CA certificate”

H Installing a device certificate

To enable SSL for HTTP setting, FTP server setting, IPP Print Service, Web Services Print, or Off Device Customization
Architecture settings, you must install a device certificate for each.

To install these device certificates, you need to create a self-signed certificate, install them from an authentication agency
or the CA server. You can also install them automatically from the CA server using SCEP.

P.264 “Creating/exporting a self-signed certificate”

P.266 “Installing an imported device certificate”

P.267 “Deleting an imported device certificate”

P.268 “Installing a device certificate automatically”

P.269 “Deleting a device certificate installed automatically”

Tip

When you want to enable SSL for HTTP setting, FTP Server, IPP Print, Web Services Print, or Off Device
Customization Architecture settings, the certificates required to install to the equipment and the client PC are as

follows:
Use SSL for... Required Certificate for this equipment Required Certificate for Client PC
Device Certificate CA Certificate | Self-signed Client CA
Self-signed Device certificates Certificate Certificate Certificate
Certificate installed from
authentication agency
/ CA server
HTTP, FTP, IPP | Required - - (Required)2 - -
Print, Off Device B Required B N B} : 2
Customization q (Required)
Architecture™
Web Service - Required Required - Required Required
Print Required - - Required - -

*1 In the HTTP Network Service, FTP Server, IPP Print, and Off Device Customization Architecture settings, if you create a self-signed
certificate for the equipment, you need to install the self-signed certificate to the client PC. If you select to install an imported device
certificate to the equipment, also install the CA certificate to the client PC.

*2 For Windows Vista/XP, you can enable SSL by installing certificates only in the equipment. In this case, the following message appears
when you operate the system. Select the specified item.

"There is a problem with this website's security certificate” appears. If you are using Windows Vista, select [Continue to this website (not
recommended)].

"The security certificate presented by this website was issued by a company you have not chosen to trust. Do you want to proceed?"
appears if you are using Windows XP. Select [Yes].

If you want to further enhance the security, install certificates also in the client PC.

P.272 “Installing CA certificate”

When you install the User Certificate in this equipment, it is recommended to connect this equipment and a client
computer using a crossing cable for ensuring security.
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0 Creating/exporting a self-signed certificate

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

Security
Adthentication | Certificate Managemeny | Passward Palicy
k2

The Certificate Management page is displayed.

4 Select [self-signed certificate] under [Device Certificate] and click [Create].

Device Certificate

@ selfsigned cerificate Installed

@ \m;!r‘t Mot Ins K-
A\ 9
P 4

| Delete |

© SCEP(AUtomatic) Mot Installed

Browize

CA Serer Address (Primany © 10.10.70.111

CA Serer Address (Secondan) ¢ 10.10.70.121

WFP's Address in Common Name in the Certificate :  IP Address =

Tirneout © 30 Second(s) (1-120)
CA Challenge
inote: If successiul adds CA certificate automatically)
Signature Algorithm @ 5HA1
© mps

Pall ntergal 1 binute >

The Create self-signed certificate page is displayed.

5 Enter the following items and click [Save].

Create self-signed certificate
CnuPZmn MName JP

State or Province Name Tokyo

Locality Mame abedefghijkim

Qrganization Name ABCDEFG CORPORATION
Qrganizational Unit Name ABCDEFG Dept.

Comman Narme MFPO0000001 . example. com
Ermnail Address Userl1@example.com
Walidity Period 36 month{s){1-99)

You can set the following in this page.
P.257 “[Create self-signed certificate] screen”

@ Click [OK].

Windows Internet Explorer

.@ Are you sure?

Cancel
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7 A self-signed certificate is created. Click the [Export] button if you are exporting.

Device Certificate
@ zelf-zigned cerlificate Installed
ﬂ
@ Import Mot Installed
hd Brawse..
()
@ SCEP(Automatic) Mat Installed

C4 Server Address (Primany - 10.10.70.111

C4 Server Address (Secondany - 10.1070.121

MFP's Address in Common Mame inthe Certificate © P Address =

Timeout : 30 Second(s) (1-120)
CA Challenge
(note: Ifsuccessful adds CA cerificate automatically)
Signature Algorithm @ SHA1
© MDs

Poll Intencal- 1 Minute L4

8 Right-click the link for the file name of the certificate to be exported, and then select
[Save Target As].

Export self-signed certificate

{pem format)

Open

Open in New Window

G TG -
Print Target D&z

Cut

®100% -

Capy
Copy Shortcut
Paste

&3 Blog with Windows Live
(7 E-mail with Windows Live
a%  Translate with Bing

All Acceleratars L4
Add to Favorites...

Append Link Target ta Existing PDF
Append to Existing PDF
Convert Link Target to Adohe PDF
Convert to Adabe PDF

Properties

The [Save As] dialog box appears.
9 Specify a directory to which the certificate is to be saved and then click [Save].

Save As =
'@Qv\ « work folder » Certificate « [ 43 |[ Sear o
Wy Organize 288 Views ~ [ New Folder

B Desktop This folder is empty.

5| Recent Places

/8 Computer

[EI Documents

B Pictures
B Music
Mare »
Folders ~
et iFP 05212774 certerd] -
Save astype: [Security Certificate -

N
10 Click [Save] on the [Certificate Management] submenu.
Tip

You can improve the security level of a client computer by installing the exported certificate into the computer.
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11 Then you can enable SSL for the following network settings.
P.150 “Setting up LDAP Session”
P.157 “Setting up HTTP Network Service”
P.158 “Setting up SMTP Client”
P.161 “Setting up POP3 Network Service”
P.163 “Setting up FTP Server”
P.168 “Setting up Web Services Setting”
P.207 “Setting up IPP Print”
P.213 “Off Device Customization Architecture settings”

U Installing an imported device certificate

Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout
Dexice Joh Status Lo Registration Coiter Uiser Managemert Administration
I Security
Security
Adthentication | Certificate Managemeny | Passward Palicy
tk2

The Certificate Management page is displayed.

Click [Browse] of [Import] in [Device Certificate] to select a device certificate file, and
then click [Upload].

Security
Adthentication | Certificate Management | Passward Palicy
Device Certificate
@ self-signed cedificate Installed
@ Impart ot Installed
Filsers\Used01DesktopiClient 20| Browss
ey |GEEEY 1
@ SCEP{Automatic) Mot Insf k

CA Server Alaress (Primany) © 1010700111

CA Server Address (Secondang - 101070121

MFP's Address in Common Name in the Certificate [P Address ~

Timeout : 30 Second(s) (1-120)

CAChallenge
(note: If successful adds CA cerificate automatically)
Signature Algorithm @ SHA1
© MD5
Poll Interval: 1 Minute =

Maxirmurm Fall Duration: 8 Hours M

Reguest ‘ Delete ‘

The alert message dialog box appears.

5 Enter the password for the device certificate, and then click [OK].
/& ImportCertificate - Windows Internet Bxplarer ol @ |z

|(e_, http Administration/Security/Certificates/ImportPw html

Enter Password

Ry oo S

& Internet | Protected Made: On o B100% v

The device certificate is imported.

6 Click [Save] on the [Certificate Management] submenu.
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Then you can enable SSL for the following network settings.
P.150 “Setting up LDAP Session”

P.157 “Setting up HTTP Network Service”

P.158 “Setting up SMTP Client”

P.161 “Setting up POP3 Network Service”

P.163 “Setting up FTP Server”

P.168 “Setting up Web Services Setting”

P.207 “Setting up IPP Print”

P.213 “Off Device Customization Architecture settings”

U Deleting an imported device certificate

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout
Device Job Status Logs Redistration Courter User Manzgsment Administration
Security
Security
Adthentication | Certificate Management | Passward Palicy
%2

The Certificate Management page is displayed.
4 Click [Delete] of [Import] in [Device Certificate].

Device Certificate
(@ =elf-zigned certificate Installed
@ Import certuser! pfi
Browse...
@ SCEP(Automatic) Mat Installed

CA Server Address (Primary)

CA Server Address (Secondary)

MFP's Address in Comman Name in the Certificate @ 1P Address =

Timeout : 10 Second(s) (1-120)
CA Challenge
(note: Ifsuccessful adds CA certificate automatically)
Signature Algorithm @ 5HA1
© MDs
Poll Interval: 1 Minute

Maximurm Poll Duration: & Hours -

Reguest ‘ Delste ‘

The confirmation dialog box appears.

If no device certificate has been imported, you cannot delete it.

5 Click [OK].

Windows Internet Explorer
@ Are you sure?

The device certificate is deleted.

6 Click [Save] on the [Certificate Management] submenu.
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U Installing a device certificate automatically

1 Start TopAccess access policy mode.

P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

Device Job Status

Security
Adthentication | Certificate Minagemem | Password Palicy

2

Lot Registration

e-Filing
Logout

Courter Lzer Management Administration

The Certificate Management page is displayed.
4 Enter the following items in [SCEP(Automatic)] of [Device Certificate], and then click

[Request].

Device Certificate

@ zelf-zigned certificate

@ Import

@ SCEP(Automatic)

Installed

Mot Installed

‘ Delete ‘

Plot Installed
CA Server Address (Primany - 10010700111

C4 Server Address (Secondany - 10.10.70.121
MFP's Address in Comman Name in the Certificate
Timeout : 30

CA Challenge
(note: Ifsuccessful adds CA cerificate automatically)
Signature Algorithm @ SHA1

Poll Interval: 1 Minute
Maximum Poll Duration: 8 Hours A

EHeguest ” Delete ‘

Browse..

IP Address =

Second(s) (1-120)

© MDs

Ry

W2

CA Server Address (Primary)

Enter the IP address or FQDN of the CA server. You can enter up to 128 characters.

CA Server Address (Secondary)

Enter the IP address or FQDN of the CA server. You can enter up to 128 characters.

MFP's Address in Common
Name in the Certificate

Select whether to use the IP address or FQDN as the address of this equipment to be
entered in the [Common Name] box of the certificate.

Timeout Enter a timeout period for quitting communication when no response is received from the
CA server.
CA Challenge Enter the CA challenge.

Signature Algorithm

Select SHA1 or MD5 as the signature algorithm.

Poll Interval

Specify the polling interval.

Maximum Poll Duration

Specify the polling duration.

e If FQDN is used in [CA Server address], you need to configure a DNS server and enable DNS settings.
* If [FQDN] is selected in [MFP’s Address in Common Name in the Certificate], the IP address of this
equipment must be registered in the DNS server.

A device certificate is installed.

A CA certificate is installed automatically as well as a device certificate. If a CA certificate is already installed,
delete the existing one by clicking [DELETE] of SCEP in [Device Certificate]. Then click [Request] to install a

new CA certificate.

5 Click [Save] on the [Certificate Management] submenu.
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Then you can enable SSL for the following network settings.
P.150 “Setting up LDAP Session”

P.157 “Setting up HTTP Network Service”

P.158 “Setting up SMTP Client”

P.161 “Setting up POP3 Network Service”

P.163 “Setting up FTP Server”

P.168 “Setting up Web Services Setting”

P.207 “Setting up IPP Print”

P.213 “Off Device Customization Architecture settings”

P.281 “Directory Service settings”

U Deleting a device certificate installed automatically

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

Security
Adthentication | Certificate Managemen | Passward Palicy
k2

The Certificate Management page is displayed.
4 Select [SCEP(Automatic)] in [Device Certificate], and then click [Delete].

Device Certificate

@ selfsigned cerificate Installed
@ Import Mot Installed
Browse
(G 5]
@ SCEP{Automatic) certuser! pfc
k' CA Serer Address (Primang © 192.168.1.1

CA Server Address (Secondary) ;192,168,101

WFP's Address in Comman Mame in the Certificate [P Address =

Timeout : 10 Second(s) (1-120)
CA Challenge

inote: If successiul adds CA cerificate automatically)
Signature Algorithm @ SHAT
@ MD5

FallInterval; 1 Minute =

Maximurn Pall Duration: 8 Hours =

The confirmation dialog box appears.

* A CA certificate already installed automatically will be deleted as well as the device certificate.
* Deleting is disabled when no device certificate has been installed automatically.

5 Click [OK].

Windows Internet Explorer ==
.@ Are you sure?

The device certificate is deleted.

6 Click [Save] on the [Certificate Management] submenu.
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H Creating/Exporting a client certificate

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout
Devics Job Status Logs Redistration Courter User Manzgsmert Administration
B [ Security
Security \ 1
Adthentication | Certificate Managemens'| Passward Palicy
2

The Certificate Management page is displayed.
4 Click [Create] under [Client Certificate].

Client Certificate

Mot Created
Certificate Setting k
Signature Algarithm ; SHAT -~

Public ey : RSAI024 ~

The Create Client Certificate page is displayed.
5 Enter the following items and click [Save].

Create Client Certificate
Cour 2g|nn MName T

State or Province Name Tokyo

Locality Mame abedefghijkim

Qrganization Name ABCDEFG CORPORATION

Qrganizational Unit Name MBCDEFG Dept.

Comman Narme MFPO0000001 . example. com

Walidity Period S‘E—mnmh(gm.gg)

Passward %1

You can set the following in this page.
P.258 “[Create Client Certificate] screen”

@ Click [OKI.

Windows Internet Explorer

.@ Are you sure?
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7 Right-click the link for the file name of the certificate to be exported, and then select
[Save Target As].

Security

Adthentication | Certificate Management | Passward Po

SCEP{Automatic)

Client Certificate

Save Target As...

REATTIEE [%2
—_— Cut
Mot Instal .
CA Serve Copy Shortcut
Ch Serve Paste
MFP's Ad) B3 Blog with Windows Live
Tirmeout | (F  E-mail with Windows Live

N

h Challl % Translate with Bing
(note: It All Accelerators »
Elgnature Add to Favorites..

Append Link Target to Existing PDF
Pall Inte

Append ta Existing PDF
Maximury Convert Link Target to Adobe PDF

Redue Convert to Adobe PDF
Properties

Open
Open in New Tab

Open in New Window

b

IP Address

"1

The [Save As] dialog box appears.

Tip

If you have not installed a client certificate, enter the password in [Password] and click [Create] to create a
certificate.

8 Specify a directory to which the certificate is to be saved and then click [Save].

Save As

Folders

Favorite Links

==

@L}v‘ |« work_folder » Certificate

Wy Organize ~+

s + [ MewFolder

Name

BN Deskiop
% Recent Places
% Computer
[E Documents
B Pictures

B Mus

More »

ic

~

Date modif...

= [ 43 ][ searcn

Type

E)

Size Tags

This folder is empty.

O EL EMFP-05212774 _cert.crtf

Save astype: [Security Certificate

™)

' Hide Folders

A\

9 Click [Save] on the [Certificate Management] submenu.

Tip

You can improve the security level of a client computer by installing the exported certificate into the computer.
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H Installing CA certificate

When you want to enable SSL and verify with a CA certificate for the SMTP Client, POP3 Network Service, FTP Client, or

Directory Service, you must install the CA certificate. You can install up to 10 CA certificates in this equipment.
P.272 “Installing CA certificate”
P.273 “Deleting CA certificate”

U Installing CA certificate

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Security] menu and [Certificate Management] submenu.

e-Filing
Logout

Device «Joh Status Logs= Fegistration Courter User Management Administration

Security

Security 1

Adthentication | Certificate Managemen.'| Passward Policy

2

The Certificate Management page is displayed.

4 Select the encryption of CA certificate and click [Browse] to select a CA certificate file.
Then click [Upload].

CA certificate
@ CACerificate(PEM) FUsers\iUsed]01\Desktoph157 B3.7] | Browse...
© A certiicate (DER) [ |(Browse 7
[ pioad] | Delete |
Certificate Files | k 2

The CA certificate is installed.

5 Click [Save] on the [Certificate management] submenu.

6 Then you can enable SSL by selecting [Verify with imported CA certification(s)] for the
following network settings.
P.158 “Setting up SMTP Client”
P.161 “Setting up POP3 Network Service”
P.162 “Setting up FTP Client”
P.168 “Setting up Web Services Setting”
P.213 “Off Device Customization Architecture settings”
P.281 “Directory Service settings”
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Q0 Deleting CA certificate

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

Click the [Administration] tab.

Click the [Security] menu and [Certificate Management] submenu.

Security k 1
Adthentication | Certificate Managemens' | Passward Policy
kz

Courter

e-Filing
Logout

User Managzment

Administration

The Certificate Management page is displayed.

Select the CA certificate file that you want to delete in the [Certificate Files] list, and

click [Delete].

CA certificate

@ CACetificate(PEM)

Browize

@ CA certificate (DER)

|(Browse.. |

Certificate Files
@, | 157.69.73.250.ert

[
2

1

The confirmation dialog box appears.

5 Click [OK].

Windows Internet Explorer
n@ Are you sure?
N

The CA certificate is deleted.

6 Click [Save] on the [Certificate Management] submenu.
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[Maintenance] Item List

Tip
Users who are granted administrator privileges in access policy mode can access the [Maintenance] menu from the
[Administration] tab.

See the following pages for how to access it:
P.22 “Access Policy Mode”

P.HIDDEN “Upload Software settings”
P.HIDDEN “Remove Software settings”
P.274 “Create Clone File settings”
P.276 “Install Clone File settings”
P.277 “Import settings”

P.279 “Export settings”

P.280 “Delete Files settings”

P.281 “Directory Service settings”
P.283 “Notification settings”

P.286 “Languages settings”

P.288 “System Updates settings”
P.289 “Reboot settings”

H Create Clone File settings

You can create a clone file of the environment on your equipment.
You can implement a cloned environment by installing the created clone file on another equipment.

Tip
The [Create Clone File] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Maintenance] menu:

P.22 “Access Policy Mode”
P.274 “[Maintenance] Item List”

P.274 “Setting up Clone File”
P.275 “Setting up Category Setting”

Maintenance
Upload Sofware | Remove Software | Create Clone File | Install Clons File | Import | Export | Delete Files | Directory Servicg

“ou can create Clone File to configure other Machine with same settings.
Tocreate Clone File, select data categary and press "Create” buttan

1 — Create
Item name Description
1 | [Create] button Creates the clone file of the category selected in the category setting.
When you click this button, a screen is displayed to set a password on the clone file.

U Setting up Clone File

Clone File
1 e [ £ B AT Mot Created
2 —COpier Model
3 —ErSi0N0
s [ 312 CrE@tR 0
Item name Description
1 | Device Name Displays the device name of the created clone file.
Click the device name to download the clone file.
Copier Model Displays the copier model of the created clone file.
Version Displays the system ROM version of the created clone file.
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Item name Description

4 | Date Created Displays the created date of the clone file.

U Setting up Category Setting
Select the category for the clone file.
Tip

The clone file will include the settings listed in “Description” that make up the category you select.

Category Setting
1 —] Security
(Security Level, Secure Erase, Self Test, Encryption, Authentication)
2 7] Defauit Settings
(General, Copy, Scan, Fay, iFax Email, Save as File, Printer, Matificartion, Loy Seftinas, EWB Settings)
3 —7] user Management
(User, Group, Role, Quata, Department Code, Menu with TemplateiAddress Book)
4 =/ Network/Print Service
(Metwork Settings, Print Service, WirelessLAN, Bluetoaoth, Directory Service)
5 =11 Address Book
6 =] Address Book + Template + Mail Boxes
Item name Description
1 | Security Includes secure erase and authentication settings in the clone file.
2 | Default Settings Includes the general, copy, scan, fax, ifax, E-mail, save as file, printer, notification, log
settings, EWB settings, and Fax/InternetFax Received Forward in the clone file.
3 | User Management Includes the user, group, role, quota, department code, and my menu with template/address
book in the clone file.
4 | Network/Print Service Includes network settings, print service, wireless LAN, Bluetooth, and directory service
settings in the clone file.
Address Book Includes the address book in the clone file.
Address Book + Template + Mail Includes the address book, template, and mail boxes in the clone file.
Boxes
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H Install Clone File settings

You can install the created clone file.
You can implement a cloned environment by installing the clone file created on another equipment.

Tip

The [Install Clone File] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.22 “Access Policy Mode”

P.274 “[Maintenance] Item List”

P.276 “Setting up File Upload”
P.276 “Setting up Clone File Information”
P.277 “Setting up Setting data included in Clone File”

Maintenance
Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service)

You can reconfigure Machine setting by installing Clone File,
To install Clone File, you need to upload Clone File at first.

1 ——| Install ‘
Item name Description
1 | [Install] button Installs the selected clone file.

When you click this button, a dialog box is displayed to prompt you to enter the password
you specified when creating the clone file.

U Setting up File Upload

File Upload
1 Eromse. | [ Upload
2 |
Item name Description
1 | [Browse] button Select a clone file.
2 | [Upload] button Displays information on the selected clone file and what is included in the clone file.

U Setting up Clone File Information

Clone File Information
1 e [V £ B M AT E Mot Uploaded
2 ——— Copier Model
3 —ETEION
—— Date Created
Item name Description
1 | Device Name Displays the device name of the created clone file.
2 | Copier Model Displays the copier model of the created clone file.
3 | Version Displays the system ROM version of the created clone file.
4 | Date Created Displays the created date of the clone file.
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0 Setting up Setting data included in Clone File

Setting data included in Clone File
1 — R MNone
2 ——Default Settings MNane
3 —| ST W anagement MNone
4 e [ b0 TP TN SErvice Mone
5 — Address Book Mone
6 — eSS BOok + Template + Mail Boxes  Mone
Item name Description
Security Displays if security level, secure erase, self test, encryption, and authentication settings are
included.
Default Settings Displays if the general, copy, scan, fax, ifax, E-mail, save as file, printer, notification, log

settings, and EWB settings are included.

User Management

Displays if the user, group, role, quota, department code, and my menu with template/
address book are included.

Network/Print Service

Displays if network settings, print service, wireless LAN, Bluetooth, and directory service
settings are included.

Address Book

Displays if the address book is included.

Address Book + Template + Mail

Displays if the address book, template, and MailBox are included.

Boxes

H Import settings

You can import address book data and department code information exported from another equipment.

Tip
The [Import] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Maintenance] menu:

P.22 “Access Policy Mode”
P.274 “[Maintenance] Item List”

P.277 “Setting up Address Book”

P.278 “Setting up MailBoxes”

P.278 “Setting up Template”

P.278 “Setting up Combined (Template + Address Book + MailBoxes)”

Before importing data, check that there are no jobs being processed, and there are no private jobs, scheduled jobs, or
test print jobs. You cannot import data if there are these jobs. If import is taking too long, try importing data after your
equipment has entered sleep mode.

0 Setting up Address Book

Address Book
1 ———import Method @ Addiion @ Qverwrits
2 —File Narme Browse
Item name Description
1 | Import Method Specify the import method of the address book.

Addition — Select this to append the imported information to the existing data.
Overwrite — Select this to replace the existing data with the imported information.

2 | File Name Select the address book file to be imported.
[Browse] button — Allows you to select the address book file.
[Import] button — Imports the selected address book file.
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Q Setting up MailBoxes

MailBoxes

1 —————File Name

Item name

Description

1 File Name

Select the mailbox file to be imported.
[Browse] button — Allows you to select the mailbox file.
[Import] button — Imports the selected mailbox file.

U Setting up Template

Template
1 ——— Importbethod : © Addition @ Overwrite
2 ——Fiename
Item name Description

1 Import Method

Specify the import method of the template.
Addition — Select this to append the imported information to the existing data.
Overwrite — Select this to replace the existing data with the imported information.

2 | File Name

Select the template file to be imported.
[Browse] button — Allows you to select the template file.
[Import] button — Imports the selected template file.

U Setting up Combined (Template + Address Book + MailBoxes)

1 s Pl Marme

Combined{Template + Address Book + MailBoxes)

Item name

Description

1 File Name

Select the combined (template + address book + mailboxes) file to be imported.
[Browse] button — Allows you to select the combined file.
[Import] button — Imports the selected combined file.
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H Export settings

You can export the address book, mailboxes, templates and so on.

Tip
The [Export] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Maintenance] menu:

P.22 “Access Policy Mode”
P.274 “[Maintenance] Item List”

P.279 “Setting up Address Book”

P.279 “Setting up MailBoxes”

P.280 “Setting up Template”

P.280 “Setting up Combined (Template + Address Book + MailBoxes)”

U Setting up Address Book

Address Book
1 —————File Name ADDR 110118.cav
2 ———Flilegize 1575
3 e LG GRS CEICL TUE JAN 18 18:43:14 2011
4 e Esport Data Format @ Y O XML
5 | Create Mew File |
Item name Description
1 | File Name Displays the file name of the created export files.
Click a file name to download.
File Size Displays the file size of the created export files.
Date Created Displays the created date of the export files.
4 | Export Data Format Select the file format of the export file.

CSV — Select this to create the file in the CSV format.
XML — Select this to create the file in the XML format.

5 | [Create New File] button Creates the export file.

U Setting up MailBoxes

MailBoxes
1 = File Mame Mat Created
2 ——F B Sz
3 e Dt Created
| Create New File
Item name Description
1 | File Name Displays the file name of the created export files.
Click a file name to download.
File Size Displays the file size of the created export files.
Date Created Displays the created date of the export files.
4 | [Create New File] button Creates the export file.
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0 Setting up Template

Template
1 =T File Name Mot Created
2 File Size
3 — [ ate Created
4 1 Create Mew File
Item name Description
1 | File Name Displays the file name of the created export files.
Click a file name to download.
File Size Displays the file size of the created export files.
Date Created Displays the created date of the export files.
4 | [Create New File] button Creates the export file.

U Setting up Combined (Template + Address Book + MailBoxes)

Combined(Template + Address Book + MailBoxes)
1 =T File Mame Mot Created
2 e F il 578
3 —— Date Created
1 Create New File
Item name Description

1 File Name

Displays the file name of the created export files.
Click a file name to download.

File Size

Displays the file size of the created export files.

Date Created

Displays the created date of the export files.

4 | [Create New File] button

Creates the export file.

H Delete Files settings

You can delete information such as scanned data, transmission data, and reception data that are stored in the local folder
using the Save as file function. It is recommended to delete the stored data periodically to maintain the hard disk.

Tip

The [Delete Files] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.22 “Access Policy Mode”

P.274 “[Maintenance] Item List”

Maintenance
Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service
Delete Files
Stored Data [ | Data Type Data Size Remarks
1 Shared File 0(KE)
2 Shared File 0(KE)
3 sption Shared File 0 (KE)
Item name Description
1 | Scan

Deletes all scan data stored in the shared folder.

Transmission

Deletes all fax/ifax transmission data stored in the shared folder.

Reception

Deletes all fax/ifax reception data and mailbox/fax/ifax forwarding data in the shared folder.
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H Directory Service settings

You can register the directory service properties of the LDAP (Lightweight Directory Access Protocol) server. When a new
directory service is added, the users can search destinations using the LDAP server.

Tip
The [Directory Service] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Maintenance] menu:

P.22 “Access Policy Mode”
P.274 “[Maintenance] Item List”

e-Filing
Logout

Device ok Status. Logs Registration CiLnter Uzer Management Administration

| Maintenance

Maintenance
Upload Software | Remove Software | Create Clone File | Install Clone File | Irmport | Expodt | Delste Files | Directory Service | nMotification | Lanquages | System Updates | Reboot

n

1 ——
2 Default Server |Directory Service Mame Server P Address Search Base
» MFP LOCAL Iocalhost
@ LDAP server0l
LDAP server02 ==
LDAP serverD3 LR
Item name Description
1 | [New] button Registers the LDAP server that provides a directory service.
1 P.281 “[Directory Service Properties] screen”
2 | Directory Service List Displays a list of registered LDAP servers.
You can edit the registered details by clicking a directory service name.
P.281 “[Directory Service Properties] screen”

U [Directory Service Properties] screen

You can display this screen by clicking a directory service name in the directly service list or the [New] button.

Directory Service Properties pirector senice List
*Required
1 — Directory Service Name LOAP serverl|
2 — =Server P Address 192.168.1.1
3 — PO MUMRBE? 383
4 — Authentication Auto -
5 = Zearch Base
6 ——— UserMame
7 = Password
8 = Search Timeout 17v
Q —— EnabiessL Disable -
10 35L Port Mumber 36
Item name Description
1 | Directory Service Name Enter the directory service name to identify the directory service. You can enter up to 64
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash).
2 | Server IP Address Enter the IP address or FQDN of the LDAP server. You can enter up to 128 alphanumerical
characters and symbols.
3 | Port Number Enter the port number to access the LDAP server. You can enter a value in the range from 1
to 65535. Generally the default value “389” is used to access the LDAP server without SSL.
When the SSL is required, generally the “636” port is used to access the LDAP server.
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Item name Description

4 | Authentication Select the SASL authentication protocol. If you do not know the authentication type, select
[Auto].

* Auto — Select this to access the LDAP server using the appropriate authentication that
this equipment detects.

* Kerberos — Select this to access the LDAP server using the Kerberos authentication.

* Digest-MD5 — Select this to access the LDAP server using the Digest-MD5
authentication.

* CRAM-MDS5 — Select this to access the LDAP server using the CRAM-MD5
authentication.

* Login — Select this to access the LDAP server using the login authentication.

* Plain — Select this to access the LDAP server using the plain authentication.

* Simple Bind — Select this to access the LDAP server using the Simple Bind
authentication.

5 | Search Base Enter the search base. When you configure the Active Directory in Windows server, make
sure to enter this option. You can enter up to 256 alphanumerical characters and symbols
other than ; (semicolon), #, and \ (backslash).

6 | User Name Enter the log-in user name if a user name is required to access the directory service. You
can enter up to 256 alphanumerical characters and symbols.

7 | Password Enter the password if required to access the directory service. You can enter up to 32
alphanumerical characters and symbols.

8 | Search Timeout Select the timeout period for quitting communication when no response is received from the
LDAP server. Specify within the range from 1 to 5. “1” is set as the default.

9 | Enable SSL Select whether the SSL (Secure Sockets Layer) is enabled or disabled for communicating
the LDAP directory service.

* Disable — Select this to disable the SSL for communicating the LDAP directory service.

* Verify with imported CA certification(s) — Select this to enable the SSL using the
imported CA certificate.

* Accept all certificates without CA — Select this to enable the SSL without using
imported CA certificate.

* When [Verify with imported CA certification(s)] is selected, you must import the CA certificate in this equipment.

1 P.263 “[Security] How to Set and How to Operate”

* If at least one of the registered LDAP directory services requires the SSL, you must enable the [Enable SSL] option. When
the [Enable SSL] option is enabled, this equipment will connect the registered LDAP directory services using SSL first.
Then if the connection fails using SSL, this will connect to the registered LDAP directory service without using SSL.
Therefore, even if you enable the [Enable SSL] option, this equipment can also connect to an LDAP directory service that
does not require the SSL.

* Not all operating systems support SSL for all protocols.

10 | SSL Port Number Enter the port number to access the LDAP server using SSL. You can enter a value in the

range from 1 to 65535. Generally the default value “636” is used.
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H Notification settings

You can receive information on your equipment by E-mail.
Tip

The [Notification] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Maintenance] menu:
3 P.22 “Access Policy Mode”

P.274 “[Maintenance] Item List”

P.283 “Setting up Email Setting”

] P.284 “Setting up System Message Notification Events”
P.285 “Setting up Job Notification Events”

Maintenance

Upload Software | Remove Software | Create Clone File | Install CloneFile | Import | Export | Delete Files

1 ——fsen)

Directory Service

Notification Setting
Email Setting

[ Matify administratar at Email Address 1 ‘ ‘

[ Matify administratar at Email Address 2 ‘ ‘

[ Matify administratar at Email Address 3 ‘ ‘

Item name
1 | [Save] button

Description

Stores settings for transmitting the report to the registered E-mail address.

U Setting up Email Setting

Notification Setting
Email Setting

1 ——1 notify administrator at Email Adcrass 1 [ |

2 — 7 Molify administralor &l Email Address 2 | |

3 ——1 notify admirictrator at Email Address 3 [ |

Item name Description

1 | Notify administrator at Email

Register E-mail addresses for administrators who receive the notification.
Address 1

The notification is sent to the selected administrators by E-mail.

2 | Notify administrator at Email
Address 2

3 | Notify administrator at Email
Address 3
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0 Setting up System Message Notification Events

1 ———— Device
Paper Misfeed

Door/Drawer Cpen
Toner Empty
Power Status

2 = Maintenance
Change Seftings

Exportimpant
Claning

Systern Updates
Factory Default
Lag Full

3 e Netwiork

Errar

4 — Security

Errar

Warning

Information
5 Errar

Warning

Infarmation
6 — Scan

Wiarming

Information
T —— efilng

Warming

Infarmation

System Message Notification Events

Drawer Out of Paper

Print Meeds Attention

Used toner container is Full

HW Option Attachment History

Maintenance User Data

You can select the events to be notified of.

Item name

Description

1 Device

Paper Misfeed — Select this to be notified of paper misfeeds.

Tray Out of Paper — Select this to be notified when you are out of paper.

Door/Tray Open — Select this to be notified when a cover or tray is open.

Print Needs Attention — Select this to be notified when a job is printed.

Toner Empty — Select this to be notified when a toner is empty.

Used toner container is Full — Select this to be notified when the waste toner box is full.
Power Status — Select this to be notified when the power source status changes such as a
power cut.

H/W Option Attachment History — Select this to be notified when a hardware option is
installed.

2 | Maintenance

Change Settings — Select this to be notified of setting changes.

Maintenance User Data — Select this to be notified when user information is edited.
Export/Import — Select this to be notified of an export or import.

Cloning — Select this to be notified when a clone is made.

System Updates — Select this to be notified of system updates.

Factory Default — Select this to be notified when the equipment is restored with the factory
default.

Log Full — Select this to be notified when the log has reached the maximum size.

3 | Network

Error — Select this to be notified of network errors.

Security

Error — Select this to be notified of security errors.
Warning — Select this to be notified of security warnings.
Information — Select this to be notified of security information.

5 | Received Fax/InternetFax

Error — Select this to be notified of fax/Internet Fax reception errors.

Warning — Select this to be notified of the periodical deletion of received faxes and Internet
Faxes is successfully completed.

Information — Select this to be notified of the deletion of received faxes and Internet Faxes
by the [Delete Files] function under the [Maintenance] menu is successfully completed.

6 | Scan

Warning — Select this to be notified of the periodical deletion of scanned files is
successfully completed.

Information — Select this to be notified of the deletion of scanned files by the [Delete Files]
function under the [Maintenance] menu is successfully completed.
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Item name

Description

7 | e-Filing Warning — Select this to be notified when the available space in the e-Filing box is low or
the preservation period of documents in the e-Filing box is expiring soon.
Information — Select this to be notified when the e-Filing box is initialized.
Tip

Use the e-Filing box web utility and specify in the property screen for each box if you want to notify whether e-Filing box
operations are successfully completed. For information on how to set, see the e-Filing Guide.

U Setting up Job Notification Events

Job Notification Events

1 — S CAN

Send Email when an error occurs
Send Email when job is completed
2 — Received FaxinternetFax

Send Email when an error occurs
Send Email when job is completed
3 e Fax Received Forward

Send Email when an error occurs
Send Email when job is completed
4 e InternetFAX Received Forward

Send Email when an error occurs

Send Email when job is completed

You can select jobs to be notified.

Item name

Description

1 Scan

Send E-mail when an error occurs
Send E-mail when job is completed

2 | Received Fax/InternetFax

Send E-mail when an error occurs
Send E-mail when job is completed

3 | Fax Received Forward

Send E-mail when an error occurs
Send E-mail when job is completed

4 | InternetFAX Received Forward

Send E-mail when an error occurs
Send E-mail when job is completed
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H Languages settings

You can specify the language for the touch panel of your equipment.
Tip

The [Languages] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.22 “Access Policy Mode”

P.274 “[Maintenance] Item List”

P.286 “Setting up Install Language Pack”
P.287 “Setting up Current Language Pack List”
P.287 “Setting up Default Setting for PanelUl”

Maintenance

Upload Software | Rernove Software | Creats Clone File | Install Clone File | Import | Export | Delete Filss | Directory Service | Motification | Languages |

1 ——{ze)
Item name Description
1 | [Save] button Saves the registered language.

U Setting up Install Language Pack

Install Language Pack

1 —File Marme Browse...
Item name Description
1 | File Name Select the language pack file to be installed.

[Browse] button — Allows you to select the language pack file.
[Import] button — Imports the selected language pack file.
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Q Setting up Current Language Pack List

Displays a list of installed language packs. You can delete unnecessary language packs.

Current Language Pack List

1 ——: Delete |

2 Hame Versien Defe

3 M English(LIS) o1 EIJUU F| DEC 17 00:00:00 2010
|:| English(GB) 019.01 FH{ DEC 17 00:00:00 2010

4 : —— == DEC 15 17:50:00 20
|:| Frangais 018.001 THU DEC 15 17:55:00 2010
|:| Espafiol 018.001 THU DEC 15 17:55:00 2010
|:| talizno 018.001 THU DEC 15 17:56:00 2010
|:| Dansk 018.01 THU DEC 15 17:58:00 2010
|:| Suomi 018.01 THU DEC 15 18:05:00 2010
D Morsk 018.01 THU DEC 15 18:08:00 2010
|:| Swenska 018.001 THUDEC 15 1810:00 2010
|:| Nederlands 018.001 THUDEC 15 1812:00 2010
|:| Polski 018.001 THUDEC 15 1815:00 2010
|:| Pycormit 018.01 THU DEC 15 18:16:00 2010
|:| BxiE 019.000 FRIDEC 17 00:00:00 2010
D faitk e 018.000 THU DEC 15 18:00:00 2010

Item name Description
1 | [Delete] button Select unnecessary language packs and click the [Delete] button to delete them.
Tip

You cannot delete [English(US)] or the language selected in [PanelUl Language].

Name Displays the name of the language pack.
Version Displays the version of the language pack.
Date Displays the installed date of the language pack.

U Setting up Default Setting for PanelUl

Select the display language for the touch panel.

Default Setting for PanelUl
1 e PangllUl Language
2 —— Fanelul Keyboard Layout [awWERTY[=]
Item name Description
1 | PanelUl Language Select the display language for the touch panel.
2 | PanelUl Keyboard Layout Select the panel keyboard layout displayed on the touch panel.
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H System Updates settings
You can update the system on your equipment.
Tip
The [System Updates] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Maintenance] menu:

P.22 “Access Policy Mode”
P.274 “[Maintenance] Item List”

P.288 “Setting up Install Software Package”
P.288 “Setting up Current Software List”

U Setting up Install Software Package

Install Software Package

1 e | 2 NI Browse
Item name Description
1 | File Name Select the software pack file to be installed.

[Browse] button — Allows you to select the software pack file.
[Install] button — Installs the selected software pack file.

U Setting up Current Software List

Displays a list of installed System Firmware.

Current Software List

1 ersion Dste Created Dste Installed
2 Ir1 snsFainmn fr1:| sFownozn B0 -28
[T130HDMAD0Z0 |T1 30HDO0030
3 [T130RRAY 05 RN
4 —
A300FY 085
[T130FAAL03 RN
Item name Description
1 | Name Displays the name of the System Firmware.
2 | Version Displays the version of the System Firmware.
3 | Date Created Displays the Created date of the System Firmware.
4 | Date Installed Displays the installed date of the System Firmware.
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8 [Administration] Tab Page

H Reboot settings
You can reboot your equipment.
Tip

The [Reboot] submenu can be accessed from the [Maintenance] menu on the [Administration] tab.

See the following pages for how to access it and information on the [Maintenance] menu:
P.22 “Access Policy Mode”

3 P.274 “[Maintenance] Item List”
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[Maintenance] How to Set and How to Operate

This section details procedures for maintaining this equipment. It covers backing up and restoring files, deleting files
stored in this equipment, and updating the software on TopAccess.

P.290 “About the maintenance functions”

P.HIDDEN “Uploading the client software”

P.HIDDEN “Removing the client software”

P.291 “Deleting the data from local folder”

P.292 “Managing directory service”

P.294 “Setting up notification”

P.296 “Importing and exporting”

P.301 “Rebooting the equipment”

Bl About the maintenance functions

You can carry out the following maintenance tasks in the [Maintenance] menu of the TopAccess access policy mode.
* Backing up data in the hard disk
An administrator can create backup files of the address book, mailboxes, and templates in the hard disk. This
maintenance feature is used to create backup files before updating the system software or hard disk replacement, etc.
P.279 “Export settings”
* Restoring data from backup files
An administrator can restore the address book, mailboxes, and templates data from the backup files. This
maintenance feature is used to restore the data after updating the system software or hard disk replacement, etc.
P.277 “Import settings”
* Deleting files stored in the hard disk
An administrator can delete scanned data, transmission data, and reception data in the hard disk. This maintenance
feature must be operated periodically to maintain hard disk space for future operation.
P.291 “Deleting the data from local folder”
* Registering directory service
An administrator can register the directory service properties of the LDAP (Lightweight Directory Access Protocol)
server.
P.292 “Managing directory service”
* Setting up notification
An administrator can enable the E-mail notification function. The administrator can also specify which events to be
notified of.
P.294 “Setting up notification”
* Importing or exporting address book data
An administrator can import address book data in a CSV file or XML file created by different applications. An
administrator can also export address book data in a CSV file or XML file for other applications.
P.296 “Importing and exporting”
* Rebooting the equipment
An administrator can reboot the equipment.
P.301 “Rebooting the equipment”
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H Deleting the data from local folder
An administrator can delete information such as scanned data, transmission data, and reception data that are stored in the

local folder using the Save as file function. It is recommended to delete the stored data periodically to maintain the hard
disk.

Deleting data

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Delete Files] submenu.

e-Filing
Logout

Device: Job Status Logs. Registration Ciournter Uzer Management Administration

Maintenance

Maintenance 1

Upload Software | Remove Software | Create Clane File | Install Clone File | Import | Export | Delete Files | Directory Service | MNotification | Languages | System Updates | Rehoot
You can upload e-5TUDICESA0c Series client software to the controller. This allows end-users o install the =0 re into
their system from the TopAccess "Install Software" link | located atthe bottom of the TopAccess page 2

Upload Files Driver Files -
The fallowing are the required files.
Upload

The Delete Files submenu page is displayed.

4 Select the check box of data that you want to delete and click [Delete Files].

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

Maintenance

Maintenance

Upload Software | Remaove Sofware | Create CloneFile | Install Clone File | Import | Exnornt | Delete Files | Directory Genice | Mofifieation | Lanauages | Swstem Updates | Reboot

W2

Slored Deta ITe 1| Datz Type Data Size Remarks
Scan hared Fils 0 (ke
Transmission hared File 0 (KB
Reception hared File 0 ke

You can set the following in this page.
P.280 “Delete Files settings”
The data are deleted.
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B Managing directory service

An administrator can register the directory service properties of the LDAP (Lightweight Directory Access Protocol) server
using TopAccess. When a new directory service is added, the users can search destinations using the LDAP server.

Setting up the directory service

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Directory Service] submenu.

e-Filing
Logout

Device: Job Status Logs. Registration Cournter Uzer Management Administration

Maintenance

Maintenance 1

Upload Software | Remove Software | Create Clane File | Install Clone File | Import | Export | Delete Files | Directory Service | MNotification | Languages | System Updates | Rehoot
You can upload e-5TUDICESA0c Series client software to the controller. This allows end-users to install the software into

their system from the TopAccess "Install Software" link | located atthe bottom of the TopAccess page

Upload Files Driver Files -
The fallowing are the required files.

The Directory Service submenu page is displayed.

Click [New] to add a new directory service, or click a directory service name to edit an
existing directory service.

e-Filing
Logout

Device «Joh Status Logs Fegistration Courter User Management Administration

Maintenance

Maintenance

UnlnadSnﬂware\RemnveSnﬂware Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languanes | System Updates | Reboot

Iew
Defauit Server |Directory Service Name Server IP Address Seerch Base
® MFF LOCAL localhost
@ LD server0f W
® LDap serverq Q} = -
LDAP serverns e

Goto top ofthis nade

The Directory Service Properties page is displayed.
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5 Enter the following items as required.

Device Job Status

Logs

Maintenance

Registration

Directary Senvice List

e-Filing
Logout

Courter Lzer Management Administration

*Required

*Directary Service Name
“Server [P Address
“Port Murmber
Authentication

Search Base

User Name

Password

Search Timeout

Enahle S5L

S5L Port Mumber

LDAF server]1|

]

Auto -

[

Disable
636

You can set the following in this page.
P.281 “[Directory Service Properties] screen”

* If you use FQDN to specify the LDAP server, you must configure the DNS server and enable the DNS in the

DNS Session.

* Specify a user who is a member of the Domain Admin or Account Operator group in the Windows Server
when you are enabling user management settings and performing role based access to the Windows

Server.

Tips

* You can clear the entered values by clicking [Reset].
* You can delete the Directory Service by clicking [Delete] when you edit the Directory Service.

@ Click [OK].

The entered Service Directory is added to the Directory Service List.

7 Select a radio button of the directory service that you want to set as default server.

Device: Job Status

Maintenance

Logs

Maintenance

Registration

Upload Software | Remove Software | Create Clone File | Install Clone File | lmport | Export | Delete Files | Directory Service | Motification | Languates | Systern Updates | Reboot

IMew

e-Filing
Logout

Cournter Uzer Management Administration

Server IP Address

Search Base

[hetzit Server [Directory Service Name

MFP LOCAL

localhost

LOAP server(l

="

LOAP server(2

® LOAP server(s

nm ww

Go to toi afthis page

Tip

The default server will be used for an LDAP search from the control panel. If you select this equipment as the
default server, no default server will be set.
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H Setting up notification

An administrator can configure notification to receive E-mail (mobile terminal can also be used) notifications when an error
occurred or a job is complete.

To enable the E-mail notification, the E-mail settings in the [Setup] menu page must be configured correctly.
P.231 “Setting up E-mail settings”

Setting up the notifications of system errors and events

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Notification] submenu.

e-Filing
Logout

Device: Joh Status Logs Registration Courts

Uzer Management Administration

Maintenance 1

Upload Software | Remove Software | Create Clane File | Install Glone File | Import | Export | Delete Files | Directory Service | MNotification | Languages | System Updates | Rehoot
You can upload e-5TUDICESA0c Series client software to the controller. This allows end-users to install the software into

their systemn from the TopAccess "Install Software" link | located atthe bottorn of the TopAccess page.

Upload Files Diriver Files -
The following are the required files.
Upload

The Notification submenu page is displayed.

In Email Setting, select the check box [Notify administrator at Email Address 1 to 3] to

enable the notifications, and enter the administrator’s E-mail address where the
notifications are to be sent.

e-Filing
Logout
Device Joks Status Logs Registration Courter Uzt Management Administration
Maintenance

Maintenance

Upload Software | Remove Software | Create Clone File | Install Clone File | lmport | Export | Delete Files | Directory Semice | Metification | Lanquaces | System Updates | Rehoot

Notification Setting
S Setting

I otify administratar at Email Address 1 administraton@example com

I atify administrator at Email Address 2 | ‘

w administratar at Email Address 3 [
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8 [Administration] Tab Page

Select the check boxes of events you want to be notified in [System Message
Notification Events] or [Job Notification Events].

e-Filing
Logout

Counter Administration

Maintenance

Maintenance

Upload Sofware | Remave Sofware | Create CloneFile | Install Clone File | Impart | Export | Delete Files | Directary Service | Motificati L

vty
Infarmation
Received FaxInternetFax
Errar
Wiarning

Information
Scan

Warning

Infarmation
e-Filing

Warning

Information

é[:an

Send Email when an error occurs

Send Email when job is campleted
Received FaxInternetFax

Send Email when an error occurs

Send Email when job is completed
Fax Received Forward

Send Email when an error occurs

Send Email when job is campleted
InternetFAX Received Forward

Send Email when an error oceurs
Send Email when job is completed

| Sustern Updates | Reboot

\)

See the following for details of each event:
[ P.284 “Setting up System Message Notification Events”
P.285 “Setting up Job Notification Events”

6 Click [Save].
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B Importing and exporting

You can import and export Address Book, MailBoxes, Template, and Combined (Template + Address Book + MailBoxes).
This section describes how to import and export Address Book. You can follow the same procedure to import and export

MailBoxes, Template, and Combined (Template + Address Book + MailBoxes) except where you specify the file format of
the export data.

P.296 “Importing the address book data”

P.299 “Exporting the address book data”

U Importing the address book data

You can import address information exported from an address book on another equipment or a different address book
program in the CSV or XML format.

The importing method of address book data is either adding imported data to the address book already registered in this
equipment or deleting all the address book data already registered and replacing them with the imported data.

It is recommended that you export an address book in the CSV or XML format and edit it when creating address book
data.

You cannot import an address book when it exceeds the number of characters specified on each item.
Invalid characters are replaced with "!".

- Last Name: 64 characters

- First Name: 64 characters

- Email Address: 192 alphanumerical characters

- Phone Number: 128 numbers

- Tel Number 2: 128 numbers

- Company: 128 characters

- Department: 128 characters

Tip

The group data are not included in the imported address book data.

Importing address book data in the CSV/XML format

Before importing the address book data, confirm that there is no waiting print job, scan job, or fax job. The address
book data cannot be imported if there are any jobs that have not been processed. If importing the address book data
takes a long time, restore the data after the equipment turns into the Sleep/Auto Shut Off mode.

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Import] submenu.

e-Filing
Logout

Device: Job Status Logs. Registration Cournter Uzer Management Administration

Maintenance | EBegistration

Maintenance \ 1

Upload Software | Remove Software | Create Clane File | Install Glone File | Import | Export | Delete Files | Directory Service | MNotification | Languages | System Updates | Rehoot
You can upload e-5TUDICESA0c Series client software to the controller. This allows en ers to install the software into
their system from the TopAccess "Install Software" link |, located atthe bottom of the Top. .2@99

Upload Files Driver Files A
The fallowing are the required files.
Upload

The Import submenu page is displayed.
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8 [Administration] Tab Page

4 Select the import method in the Address Book area.

e-Filing
Logout

Administration

Logs Registration Couinter User Management

Maintenance

Maintenance
Upload Sofware | Remove Software | Create Clone File | Install Clone File | impert | Export | Delete Files | Directory Service | Nofification | Languages | System Updates | Reboot

REFRESH

Impart Method: Addition © Overwrite l
File Name Browse...

Addition — Select this to add the imported address book data into the address book already registered in this

equipment.
Overwrite — Select this to delete all the address book data registered in this equipment and replace them with the

imported address book data.

The Import Method page is closed.
5 Click [Browse] in the Address Book area.

e-Filing
Logout

Administration

User hanagement:

Resistration Courter

Job Stetus Lo

Maintenance

Maintenance
Upload Software | Remaove Software | Create Clone File | Install Clone File | Import | Expart | Delete Files | Directory Service | Mofification | Languages | Systerm Updates | Reboot

5.2
BEFRESH

Address Book
Impuart Method @ addition © Overwrite

File Mame Browse..
MailBoxes

File Mame Browse..

Temnlata

The Choose file dialog box appears.
6 Select the CSV/XML file that contains address book data and click [Open].

@vlﬁ v Admin » Documents [ 4| [ search 2|

Wy Organi

Name Date modified  Type Size Tags
| JADDR_CSV081122.csv

Favorite Links
Documents
B Music

B Pictures

U Public
[ Recently Changed

B Searches
96 Recent Places
M Deskiop

& Computer

Folders. ~

Filz pame:  ADDR_CSV081122.csv ~ |AlFiles ) -3
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8 [Administration] Tab Page

7 Click [Import].

e-Filing
Logout

Administration

Logs

Maintenance

Maintenance
Upload Software | Remaove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Wotification | Languages | Systern Updates | Rel

< | 3
52
REFRESH
Address Book ]
Impuart Method © addition @ Overwrite
File Mame FUsers\Userd01\DesktopbADDR_110 | Browse... | Wﬁ
File Mame [ Browse.. || Import

The data are imported to the address book.
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QO Exporting the address book data

You can export address information for use in another TopAccess address book or another address book program.
Tip

The group data are not included in the exported address book data.

Exporting address book data in the CSV/XML format

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Export] submenu.

e-Filing
Logout

Device «Joh Status Logs= Fegistration Courter User Management Administration

Maintenance

Maintenance 1
Upload Software | Remaove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | System Updates | Rehoot

2

The Export submenu page is displayed.

4 Select the file format of the address book.

CSV — Select this to create the file in the CSV format
XML — Select this to create the file in the XML format.

5 Click [Create New File] in the Address Book area.

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

Maintenance

Maintenance
Upload Software | Remaove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Motification | Languages | System Updates | Rehoot

Click the button below to create the CSV file or XML file

54
REFRESH

Address Book
File Mame ADDR 110118.c8%
File Size 15875
Date Created TUE JAN 18 18:43:14 2011
Export Data Format @ csv O ML

Create MNew File
MailBoxes \
File Mame Mot Created
File Size
Date Created

Create New File

The exported file information is displayed.
Tip

If you previously exported address book data, the exported file link and information are displayed in the
Address Book area. You can click the link to save the previously exported file.
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8 [Administration] Tab Page

6 Right-click the [File Name] link and select [Save Target As].

e-Filing
Logout

Administration

Maintenance

Maintenance

Upload Sofware | Rernove Software | Create Clone File | Install Clone File | Import | Export | Delete Filss | Directory Service | Motification | Languages | System Updates | Reboot

Click the button below to create the CSV file or XML file.

53
REFRESH
:Address Book
File Mame
File Size 15% O
Date Created TU ‘l Open in Mew Tab
Export Data Format @ og Open in Mew Window
‘ SEEEIAl getACD | Create New File
MailBoxes Print Target 2
File Mame Mot Cre| Cut
File Size
Date Created (ECry
C Shortcut
i Create Mew File

The [Save As] dialog box appears.

7 Select the file location and select [All Files] in the [Save as type] box.

Favorite Links Date modified  Type Size
Ml Desktop This folder is empty.
| Recent Places

1 Computer

Deocuments

B Pictures

B Music

More »

Folders ~

File name: | [ -
Save as type: | CSV File -]

(& Hide Folders
A\

8 Click [Save].

The CSV/XML file that contains the address book data is saved in the selected location.
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H Rebooting the equipment

An administrator can reboot the equipment. If rebooting is performed, warming-up may take longer than normally.

Rebooting the equipment

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Maintenance] menu and [Reboot] submenu.

e-Filing
Logout

Device: Job Status Logs Registration Counter User Management Administration

Security Maintenance

Maintenance k 1

Upload Software | Remove Sofware | Create Clone Fils | Install Clone Fils | Import | Export | Delete Files | Dirsctory Service | Mofification | Languages | Systern Updates | Reboot
You can upload e-STUDIORSS0c Series client sofware to the contraller. This allows end-users to install the software into %

their system from the TopAccess "Install Software” link | located atthe hottomn of the TopAccess page

Upload Files Driver Files A
The fallowing are the required files.
Upload

The Reboot submenu page is displayed.

4 Click [Reboot] to reboot the equipment.

e-Filing
Logout

Device «Joh Status Logs Fegistration Courter User Management Administration

Maintenance

Maintenance
Upload Sofware | Remnove Software | Create Clone File | Install Clone File | Import | Export | Delste Files | Directory Service | Notification | Languages | Systern Updates | Reboot

Fress the "Rehoot’ button to restart the equipment.

The confirmation dialog box appears.

5 Click [OK].

Message from webpage =)

54
BEFRESH

“When there are jobs in progress, they are canceled and the Reboot is

executed.

Is it OK?
The equipment is restarted.

While the equipment is being restarted, the network will not be available. TopAccess will display “Please restart
after waiting a few minutes.”. The touch panel will display “NETWORK INITIALIZING”. When this “NETWORK
INITIALIZING” message disappears, TopAccess will once again be available.
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[Registration] ([Administration] tab) Item List

Tip
Users who are granted administrator privileges in access policy mode can access the [Registration] menu from the
[Administration] tab.

See the following pages for how to access it:
P.22 “Access Policy Mode”

P.302 “Public Template settings”

P.304 “Public Menu”

P.307 “Fax Received Forward and InternetFAX Received Forward settings”
P.317 “Extended Field Definition”

P.321 “XML Format File”

H Public Template settings

You can edit panel settings and destination settings from the [Public Template] submenu page under the [Registration]
menu.
Instructions on how to set up for public templates are the same for setting for private templates.

Tip
The [Public Template] submenu can be accessed from the [Registration] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:

P.22 “Access Policy Mode”
P.302 “[Registration] ([Administration] tab) Item List”

1 P.302 “Setting up Panel Setting (Public template)” L P.303 “Setting up Save as file Setting (Public template)”

[ P.302 “Setting up Destination Setting (Public template)” [ P.303 “Setting up Box Setting (Public template)”

(1 P.302 “Setting up InternetFax Setting (Public template)” [ P.303 “Setting up Store to USB Device Setting (Public template)”
[ P.303 “Setting up Fax Setting (Public template)” [ P.303 “Setting up Scan Setting (Public template)”

[ P.303 “Setting up Email Setting (Public template)” 0 P.303 “Setting up Extended Field Settings”

U Setting up Panel Setting (Public template)

You can specify how the template icons are displayed on the touch panel in the panel setting page. You can also configure
the template notification function.
P.57 “Panel Setting (Private template)”

U Setting up Destination Setting (Public template)

In the Recipient List page, you can specify the destinations to which the fax, Internet Fax, or Scan to Email document will
be sent.

When you are setting destinations for an E-mail agent, you can only specify the E-mail addresses for the destinations.
When you are setting destinations for a Fax/Internet Fax agent, you can specify both fax numbers and E-mail addresses
for the destinations.

The Fax Unit must be installed in this equipment to specify the fax numbers for the destinations.

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting destinations from
the address book, selecting destination groups from the address book, or searching for destinations in the LDAP server.
P.58 “Destination Setting (Private template)”

U Setting up InternetFax Setting (Public template)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.
P.64 “InternetFax Setting (Private template)”
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0 Setting up Fax Setting (Public template)

In the Fax Setting page, you can specify how the fax will be sent.
P.64 “Fax Setting (Private template)”

U Setting up Email Setting (Public template)

In the Email Setting page, you can specify the content of the Scan to Email document to be sent.
P.66 “Email Setting (Private template)”

0 Setting up Save as file Setting (Public template)

In the Save as file Setting page, you can specify how and where a scanned file will be stored.
P.68 “Save as file Setting (Private template)”

0 Setting up Box Setting (Public template)

In the Box Setting page, you can specify how scanned images will be stored in the Box.
P.71 “Box Setting (Private template)”

0 Setting up Store to USB Device Setting (Public template)

On the Store to USB Device Setting page, you can set the method for saving templates in USB media.
P.71 “Store to USB Device Setting (Private template)”

0 Setting up Scan Setting (Public template)

In the Scan Setting page, you can specify how originals are scanned for the Save as file, Email, and Store to e-Filing
agent.
P.73 “Scan Setting (Private template)”

U Setting up Extended Field Settings
P.75 “Extended Field settings”
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B Public Menu

In the public menu, you can set the menu screen that is displayed when you press the [Menu] button.
You can register frequently used templates and template groups, and External Interface Enabler shortcuts.

Tip

The [Public Menu] submenu can be accessed from the [Registration] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:

P.22 “Access Policy Mode”

P.302 “[Registration] ([Administration] tab) Item List”

P.305 “[Select Menu Type] screen”

P.305 “[Select Template Group] screen”

P.306 “[Select Template] screen”
P.306 “[Select URL] screen”

Registration

Fublic Template | Public Menu | FaxReceived Forward | InternetFAX Received Forward | Extended Fleld Definition | XML Format File

1 = Cancel l&a\etﬂ
I —

(=]
b
=

- =
= 3

e} Mame
]

Ut | etinedt

W
] (]

002 |Undefined

U5 |Dnoelned

004 |Lindefinect

005 |Lndefinedt

006 |Lindefinect

007 |Undefined

003 |Undefined

008 |Lindefinect

Lindefined

011 |Undefined

012 |Undefined

013 |Undefinec

014 |Undefinect

015 |Undefinect

ojoojoyjofoof oo ol ojojojc

M6 |Undefined

Go to top of this pane

Item name

Description

1 | [Cancel] button

Cancels the operation.

[Delete] button

Deletes the selected public menu.

No.

The public menu number is displayed.

Tip

In the public menu, you can register 64 types.

4 | Name

The templates registered in the public menu or the registered names of the External
Interface Enabler are displayed.

Click a registered name to check and edit a registered public menu.

1 P.305 “[Select Template Group] screen”

P.306 “[Select URL] screen”

Click [Undefined] to register a new public menu.

P.305 “[Select Menu Type] screen”

5 | Type

The public menu type is displayed.
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U [Select Menu Type] screen

Select a menu type to add to the public menu.

Select Menu Type

Please select a menu type

1 Template @
I

Item name Description

1 | [Template] button Adds a template to the public menu.
3 P.305 “[Select Template Group] screen”

2 | [Extension] button Adds an External Interface Enabler URL to the public menu.
P.306 “[Select URL] screen”

U [Select Template Group] screen

Displays a list of templates that can be selected in the public menu.

Select Template Group
1 — Cancel
Y —
I laime: Lizer Mame
3 =i e |ic Tempiate Group
4 o Fo] pletenm User! | aneno
@ oz I Lsert me002
5 © o3 I Lseriame00s
@ o4 I
05
© jos Lsernng
Go to top of this page
Item name Description
1 | [Save] button Registers the selected template group.
2 | [Cancel] button Cancels registration of the template group.
3 | No. The numbers of the template groups that can be selected are displayed.
4 | Name The names of the template groups are displayed.
Click a name to display the Select Template screen. If templates can be selected, a list of
templates that can be selected is displayed.
P.306 “[Select Template] screen”
5 | User Name The user names of the template groups are displayed.
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U [Select Template] screen

Select Template Select Ternplate Group »
1 — e |[ Cancel
— 1
2 Group Information
[ha: | [Wame [ User Wame |
‘ oo | | Templete001 | Userblame0o |
Jumnp to
3 ——Templates 16
@ IDeard Copy @ 2l 5-5
Kl ® |2
P £CS 4PS @ Twin Color
) 3 ® 4
Mixedl Org - Black & Red
StoF 5 Text StoF D Text
5 s ] @ |8 -
S5 | [cowrsror - S5 | [cowrsror
Go to top afthis page
Templates 7-12
StoF 5 Tap Stof S Text
) 7 . () 8
Y5 | [ecaooror - Y@ | [acsao
CtoB R CtoB
) (8 1 @ | -y
{: @ | [acsmarss N {: @ | [acsraros
CtoB & Copy - DuslFAGE to B
) |1 2 @ |12 2
{ @ | [acserso N { D | [acsarss
o to top of this page
Item name Description
1 | [Save] button Registers the selected template.
[Cancel] button Cancels registration of the template.
Template list A list of the templates that can be selected is displayed.
Select a template to use.

U [Select URL] screen

Select a URL registered in [URL List for Menu Screen and Hard Button].
P.212 “Setting up URL List for Menu Screen and Hard Button”

Select URL
1 ——l Save || Cancel
2 — 1
Eame LURL
3 T praimplet IJII1921EE11
4 Y s moz1e8.01
7 fexamplens Fittp:/192,168.100.1
Go to top ofthis page
Item name Description
1 | [Save] button Registers the selected URL.
2 | [Cancel] button Cancels registration of the URL.
3 | Name The registered URL name is displayed.
4 | URL The registered URL is displayed.
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H Fax Received Forward and InternetFAX Received Forward settings

Tip
The [Fax Received Forward]/[InternetFAX Received Forward] submenu can be accessed from the [Registration] menu
on the [Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:
P.22 “Access Policy Mode”
P.302 “[Registration] ([Administration] tab) Item List”

» [Fax Received Forward] is available only when the Fax Unit is installed on this equipment.
* Two lines become available in [Fax Received Forward] by installing the 2nd Line for FAX Unit in the FAX Unit. It is
possible to set the reception setting in each line.

P.307 “Setting up Document Print (Fax/InternetFax Received Forward)”
P.308 “Setting up Destination Setting (Fax/Internet Fax Received Forward)”
P.309 “Setting up InternetFax Setting (Fax/Internet Fax Received Forward)”
P.310 “Setting up Save as file Setting (Fax/InternetFAX Received Forward)”
P.314 “Setting up Email Setting (Fax/InternetFAX Received Forward)”
P.316 “Setting up Box Setting (Fax/InternetFAX Received Forward)”

U Setting up Document Print (Fax/InternetFax Received Forward)

You can configure printing of forwarded documents.

1 ———{pscunentrn [ onErROR -
Item name Description
1 | Document Print * Always — Select this to always print forwarded document.

* ON ERROR — Select this to print the received document when an error occurred on all
forwarding destinations. (For example, the document is not printed when the E-mail
transmission only failed in a combined setting of Save as File and E-mail.)
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0 Setting up Destination Setting (Fax/Internet Fax Received Forward)

You can specify the destinations to which the received faxes or Internet Faxes are forwarded. You can only specify E-mail
addresses as the destination.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

Recipient List

1 2 3 4 5 6 7
| | |
Re|sipient|.ist
[5ave ] [ Cancel | [Mew] [ Address Baok | [ Address Graup | [ S=arh | Delete |
[A[wtlame [Destination
8 9
Item name Description
1 | [Save] button Saves recipient settings.
[Cancel] button Cancels the settings.
[New] button Displays a screen where you can register an E-mail address as the recipient.
1 P.77 “[Contact Property] screen”

4 | [Address Book] button Allows you to select a recipient from the address book.
[Address Group] button Allows you to select an address book group as a destination.
[Search] button Allows you to search a recipient from the address book.

[0 P.79 “[Search Contact] screen”
[Delete] button Deletes the selected recipient.
Name Displays the names registered to the address book.
Destination Displays the E-mail addresses.

[Contact Property] screen
You can specify an E-mail address as the recipient.

3 4

Conta|t Proj|erty

2 _— Cancel || Reset

*Required

1 ——estinien |
Item name Description
1 | Destination Enter the E-mail address.
2 | [OK] button Saves the recipient.
3 | [Cancel] button Cancels the settings.
4 | [Reset] button Deletes the entered E-mail address.
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O Setting up InternetFax Setting (Fax/Internet Fax Received Forward)

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

InternetFax Setting
*Reguired
1 @) scanned from (Device Mame)[(Templates Name)](Date)( Time)
D (@] (Dats)
2 From Address User@example.com
3 rom Neme User1|
5 fle Format TFF-5 ~
6 tagment Page Size Ma Fragmentation ~
Item name Description
1 | Subject

This sets the subject of the Internet Faxes. Select [Scanned from (Device Name) [(Template
Name)] (Date) (Time)] to automatically apply the subject, or enter the desired subject in the

box. If you manually enter the subject, the subject will be "(Subject) (Date)" by automatically
adding the date.

2 | From Address

Enter the E-mail address of the sender. When the recipient replies to a received document,
the message will be sent to this E-mail address.

3 | From Name
4 | Body

Enter the sender name of the Internet Fax.

Enter the body message of the Internet Fax. You can enter up to 1000 characters (including
spaces).

5 | File Format Select the file format of the scanned image. Only [TIFF-S] (TIFF-FX (Profile S)) format can
be selected.

6 | Fragment Page Size Select the size of the message fragmentation.
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O Setting up Save as file Setting (Fax/InternetFAX Received Forward)

In the Save as file Setting page, you can specify how and where a received document will be stored.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

Save as file Setting

1 File Format

TIFF (Mult) ~

2 yetion

] Encryption

User Password |75 Retype Fassword 0]

Master Password [

Encryption Level | 123-bit AES ~

Autharity

[ Printing

[ change of Dacuments

[ content Copying ar Extraction

] content Extraction for accessibility

Retype Password [FEEEEPEEE

Select following 2 items

[@] Use local folder
Storage Path WMFPO73174011FILE_SHARE
] Remate 1

Destination

@ Use administrator Sefting
Protocol | SMB
Metwork Path
Use User Sefling
Protocal 0 SMB ) FTP O FTPS

SENEINamE_
PonNumber(Commanu)_

nework patn | R

Locin User hame [N

Password [N Retroe Password [N

] Remote 2

Metiare IPRISPX

@ Use Administrator Setling
Pratocol | SMB
MNetwork Path

Use User Setting
Protocol ShB FTP FTPS

Serer tame [
PunNumber(Cummand)_

Metwork Path _

Login UserName_

Password [N Retroe Password [N

Metiare IPHSPH

Metware TCPAP

Metiiare TCPAP

6 iz Name:

Format [FileName-[Date]-[Page] =

Comment

Date Nane M
Fage Adigits +
Sub D Auto -

Add line information to File Name

Item name

Description

1 File Format

files.

files.

files.

Select the file format to which the received document will be saved.
¢ TIFF (Multi) — Select this to save scanned images as a Multi-page TIFF file.
* TIFF (Single) — Select this to save scanned images separately as Single-page TIFF

* PDF (Multi) — Select this to save scanned images as a Multi-page PDF file.
* PDF (Single) — Select this to save scanned images separately as Single-page PDF

* XPS (Multi) — Select this to save scanned images as a Multi-page XPS file.
* XPS (Single) — Select this to save scanned images separately as Single-page XPS

Tips

* If the Forced Encryption setting is enabled, only PDF (Multi) and PDF (Single) are selectable for a file format. For the
Forced Encryption function, refer to the User’s Manual Advanced Guide.

* Files saved in XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows Server
2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.
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Item name Description

Encryption Set this to encrypt PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the File
Format setting.
Encryption
Select this if you want to encrypt PDF files.
User Password
Enter a password for opening encrypted PDF files.
Master Password
Enter a password for changing the Encrypt PDF setting.
Encryption Level
Select the desired encryption level.
* 40-bit RC4 — Select this to set an encryption level to one compatible with Acrobat 3.0,
PDF V1.1.
* 128-bit RC4 — Select this to set an encryption level to one compatible with Acrobat 5.0,
PDF V1.4.
* 128-bit AES — Select this to set an encryption level to one compatible with Acrobat 7.0,
PDF V1.6.
Authority
Select the desired types of authority for Encrypt PDF.
* Printing — Select this to authorize users to print documents.
* Change of Documents — Select this to authorize users to change documents.
* Content Copying or Extraction — Select this to authorize users to copy and extract
the contents of documents.
* Content Extraction for accessibility — Select this to enable the accessibility feature.

Tips

» If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption
function, refer to the User’s Manual Advanced Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level]
box and the [Authority] box if they are not authorized to change the master password. For the details of the encryption setting,
refer to the User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

Destination — Use local folder Select this to save a received document to the “FILE_SHARE” folder.

[Registration] ([Administration] tab) ltem List 311



Item name

Description

4 | Destination — Remote 1

Select this check box to save a received document to Remote 1. How you can set this item
depends on how you have set Remote 1 up in the [Save as file] submenu under the [Setup]
menu.
If you have selected [Allow the following network folder to be used as a destination], you can
only select [Use Administrator Setting]. The protocol and the network path are displayed
below this item.
If you have selected [Allow user to select network folder to be used as a destination], select
[Use User Setting] and enter the following items to configure the destination to save files.
Protocol
Select the protocol to be used for uploading a received document to the network folder.
* SMB — Select this to send a received document to the network folder using the SMB
protocol.
* FTP — Select this to send a received document to the FTP server.
* FTPS — Select this to send a scanned file to the FTP server using FTP over SSL.
* NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using
the IPX/SPX protocol.
* NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using
the TCP/IP protocol.
Server Name
When you select [FTP] as the protocol, enter the FTP server name or IP address to which a
received document will be sent. For example, to send a received document to the “ftp://
192.168.1.1/user/scanned” FTP folder in the FTP server, enter “192.168.1.1” in this box.
When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or
Tree/Context name (when NDS is available).
When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file
server.
Port Number(Command)
Enter the port number to be used for controls if you select [FTP] as the protocol. Generally “-
" is entered for the control port. When “-” is entered, the default port number, that is set for
FTP Client by an administrator, will be used. If you do not know the default port number for
FTP Client, ask your administrator and change this option if you want to use another port
number.
Network Path
When you select [SMB] as the protocol, enter the network path to the network folder. For
example, to specify the “users/scanned” folder in the computer named “Client01”, enter
“\ClientO1\users\scanned”.
When you select [FTP] as the protocol, enter the directory in the specified FTP server. For
example, to specify the “ftp://192.168.1.1/user/scanned” FTP folder in the FTP server, enter
“user/scanned”.
When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the protocol, enter the folder
path in the NetWare file server. For example, to specify the “sys\scan” folder in the NetWare
file server, enter “\sys\scan”.
Login User Name
Enter the login user name to access an SMB server, an FTP server, or a NetWare server, if
required. When you select [FTP] as the protocol, an anonymous login is assumed if you
leave this box blank.
Password
Enter the password to access an SMB server, an FTP server, or a NetWare server, if
required.
Retype Password
Enter the same password again for a confirmation.

5 | Destination — Remote 2

Select this check box to save a received document to Remote 2. How you can set this item
depends on how the 2nd Folder has been set up in the [Save as file] submenu in the [Setup]
menu. If Remote 2 does not allow you to specify a network folder, you can only select [Use
Administrator Setting]. The protocol and the network path are displayed below this item. If
the Remote 2 allows you to specify a network folder, you can specify the network folder
settings. See the description of the Remote 1 option for each item.
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Item name Description

File Name Format
Select the format of the file name. Information such as file name, date and time or page
number is added according to the selected format.
* [FileName]-[Date]-[Page]
* [FileName]-[Page]-[Date]
* [Date]-[FileName]-[Page]
* [Date]-[Page]-[Filename]
* [Page]-[FileName]-[Date]
¢ [Page]-[Date]-[FileName]
* [FileName]_[Date]-[Page]
Comment
Enter the comment on the file.
Date
Select how you add "date and time" of the file name selected in [Format].
¢ [YYYY][MM][DD][HH][mm][SS] — Year (4 digits), month, day, hour, minute and second
are added.
¢ [YY][MM][DD][HH][mm][SS] — Year (2 digits), month, day, hour, minute and second
are added.
* [YYYY][MM][DD] — Year (4 digits), month, and day are added.
¢ [YY][MM][DD] — Year (2 digits), month, and day are added.
¢ [HH][mm][SS] — Hour, minute and second are added.
¢ [YYYY][MM][DD][HH][mm][SS][mmO0] — Year (4 digits), month, day, hour, minute,
second and random number (2 digits and "0") are added.
¢ [None] — Date is not added.
Page
Select the number of digits of a page number applied to "Page" of the file name selected in
[Format] from 3 to 6. [4digits] is set as the default.
Sub ID
This equipment automatically adds a sub ID (identification number) to the name of a file that
you are saving the same file name exists. You can select the number of digits of this sub ID
from 4 to 6 or [AUTO]. [AUTQ] is selected by default. If [AUTO] is selected, a sub ID (4 to 6
digits, selected randomly) is added according to the status of the file name.
Add line information to File Name
Select this check box to add the incoming line information (Line 1, Line 2, and Internet Fax)
to the file name. The “Add line information to File Name” check box is [ON] as the default.

Up to 999 files that are sent from the same sender can be stored in the same destination. If 999 files that are sent from
the same sender have already been stored in the specified destination, this equipment will print the received document
from the same sender instead of storing them as files.
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Q Setting up Email Setting (Fax/InternetFAX Received Forward)

In the Email Setting page, you can specify the content of the E-mail document to be sent.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

Email Setting
“Requirad
1 @ Scanned from (Device Name)[( Template Name3](Date)(Time)
2 ) (Date’
2 From Address
3 rom Mame
5 File Format FOF(Mult)
[ClEncryption
UserPassword [PIUSRITPSRIIREEEEN Reotype Password [FUEo e
Waster Password [FEEH] P Retype Password
Encryption Level | 128-bit AES ~
6 (HERTI Authority
[ Printing
[[lchange of Documents
[l content Copying or Extraction
[C]Cantert Exraction for accessibility
Format [FileName]-[Date]-[Page] ~
Cormrment
7 ile Name Date None M
Fage Adigits =
SubID  Auto -
8 +agment Message Size Na Fragmentation ~
Item name Description
1 | Subject This sets the subject of the E-mail documents. Select [Scanned from (Device Name)

[(Template Name)](Date)(Time)] to automatically apply the subject, or enter the desired

automatically adding the date.

2 | From Address

to this E-mail address.

From Name

Enter the sender name of the E-mail document.

Body

Enter the body message of the E-mail document. You can enter up to 1000 characters
(including spaces).

5 | File Format

Select the file format to which the received document will be converted.

* TIFF (Multi) — Select this to save scanned images as a Multi-page TIFF file.

* TIFF (Single) — Select this to save scanned images separately as Single-page TIFF
files.

* PDF (Multi) — Select this to save scanned images as a Multi-page PDF file.

* PDF (Single) — Select this to save scanned images separately as Single-page PDF
files.

* XPS (Multi) — Select this to save scanned images as a Multi-page XPS file.

* XPS (Single) — Select this to save scanned images separately as Single-page XPS
files.

Tips

* If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For
the Forced Encryption function, refer to the User’s Manual Advanced Guide.

* Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows 8/Windows Server 2012/Windows
Server 2008 SP1, or Windows XP SP2/Windows Server 2003 SP1 or later versions with Net Framework 3.0 installed.
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Item name Description
Encryption Set this to encrypt PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the File
Format setting.
Encryption
Select this if you want to encrypt PDF files.
User Password
Enter a password for opening encrypted PDF files.
Master Password
Enter a password for changing the Encrypt PDF setting.
Encryption Level
Select the desired encryption level.
* 40-bit RC4 — Select this to set an encryption level to one compatible with Acrobat 3.0,
PDF V1.1.
* 128-bit RC4 — Select this to set an encryption level to one compatible with Acrobat 5.0,
PDF V1.4.
* 128-bit AES — Select this to set an encryption level to one compatible with Acrobat 7.0,
PDF V1.6.
Authority
Select the desired types of authority for Encrypt PDF.
* Printing — Select this to authorize users to print documents.
* Change of Documents — Select this to authorize users to change documents.
* Content Copying or Extraction — Select this to authorize users to copy and extract
the contents of documents.
* Content Extraction for accessibility — Select this to enable the accessibility feature.
Tips

» If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption
function, refer to the User’s Manual Advanced Guide.

* The user password and the master password are not set at the factory shipment.

* Passwords must be from 1 to 32 one-byte alphanumerical characters.

* The user password must differ from the master password.

These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level]
box and the [Authority] box if they are not authorized to change the master password. For the details of the encryption setting,
refer to the User’s Manual Advanced Guide. Ask the administrator for resetting these passwords.

File Name

Format
Select the format of the file name. Information such as file name, date and time or page
number is added according to the selected format.
» [FileName]-[Date]-[Page]
¢ [FileName]-[Page]-[Date]
* [Date]-[FileName]-[Page]
* [Date]-[Page]-[Filename]
* [Page]-[FileName]-[Date]
* [Page]-[Date]-[FileName]
* [FileName]_[Date]-[Page]
Comment
Enter the comment on the file.
Date
Select how you add "date and time" of the file name selected in [Format].
* [YYYY][MM][DD][HH][mm][SS] — Year (4 digits), month, day, hour, minute and second
are added.
* [YY][MM][DD][HH][mm][SS] — Year (2 digits), month, day, hour, minute and second
are added.
* [YYYY][MM][DD] — Year (4 digits), month, and day are added.
* [YY][MM][DD] — Year (2 digits), month, and day are added.
¢ [HH][mm][SS] — Hour, minute and second are added.
¢ [YYYY][MM][DD][HH][mm][SS][mmO0] — Year (4 digits), month, day, hour, minute,
second and random number (2 digits and "0") are added.
* [None] — Date is not added.
Page
Select the number of digits of a page number applied to "Page" of the file name selected in
[Format] from 3 to 6. [4digits] is set as the default.
Sub ID
This equipment automatically adds a sub ID (identification number) to the name of a file that
you are saving the same file name exists. You can select the number of digits of this sub ID
from 4 to 6 or [AUTO]. [AUTQ] is selected by default. If [AUTO] is selected, a sub ID (4 to 6
digits, selected randomly) is added according to the status of the file name.

Fragment Message Size

Select the size of the message fragmentation.
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0 Setting up Box Setting (Fax/InternetFAX Received Forward)

In the Box Setting page, you can specify how a received document will be stored in the Box.
You can specify the destination when you have selected [InternetFax] as the forwarding agent.

Box Setting
1 Box Mumber 00000 : Public Box «
st Passward Retype Password
3 Documert Mame: (Sender)-MIN (MMM is & seouertisl number)
Item name Description
1 Destination Specify the destination box number for e-Filing.
y
Box Number
Enter the Box number where a received document will be stored.
Password
Enter the password if the specified Box number requires a password.
Retype Password
Enter the same password again for a confirmation.
Folder Name Enter the name of the folder where a received document will be stored.
Document Name Display how the received document will be named. You cannot change the document name.
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B Extended Field Definition

You can set meta data which is attached to images scanned with the Meta Scan function.
You can register up to 100 extended field definitions.

Tip
The [Extended Field Definition] submenu can be accessed from the [Registration] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:

P.22 “Access Policy Mode”
P.302 “[Registration] ([Administration] tab) Item List”

The Meta Scan Enabler is required to use the Meta Scan function. For the details, contact your distributor.

P.318 “[Extended Fields] screen”

P.318 “Setting up Definition Information”
P.318 “Setting up Extended Field settings”
P.319 “[Extended Fields Properties] screen”
P.320 “[Definition Properties] screen”

Registration
Public Template | Public Menu | FaxReceived Forward | IntermetFAx Received Forward | Extended Field Definition
1 Ho. e
[ te: Im
2 002

003 Undefined

004 Undefined

005 Undefined

006 Undefined

007 Undefined

008 Undefined

008 Undefined

010 Undefined

01 Undefined

02 Undefined

03 Undefined

04 Undefined

ES Undefined

EB Undefined

017 Undefined

EE Undefined

EE Undefined

020 Undefined

01 Undefined

022 Undefined

023 Undefined

024 Undefined

025 Undefined

[ Tledefined

Item name Description
1 | No. Displays the extended field definition number.
2 | Name Displays the extended field definition name.

Click a registered name to check and edit the existing extended field definition.
P.318 “[Extended Fields] screen”

Click [Undefined] to register a new extended field definition.

O P.320 “[Definition Properties] screen”
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U [Extended Fields] screen

You can set the information entered from the control panel when using meta scan.
P.348 “Registering Extended Field Definition”

0 Setting up Definition Information

1 —
2 — nwlﬁnirinn Information
@ Reset
—la [riame |
2 B te:od1 |
Item name Description

[Edit] button

Allows you to edit the extended field definition.
3 P.320 “[Definition Properties] screen”

[Reset] button

Allows you to delete the extended field definition.

No.

Displays the extended field definition number.

Name

Displays the extended field definition name.

0 Setting up Extended Field settings

Extended Field settings
1 ——Say)

Field Mumber |Field Mame: | Display Mame |Mandatory Input |Hidcden sttribute | Input irii Walug |faximum Yalue (Detault alue D

1 i Displ: | Name? | Yes Mo Mume: | <al 3 256

2 i Hame? |Yes Mo Mume: | <al 125 256

3 Hame3 |Ma Mo Text -

4 Hamed |Yes Mo List

5 85 | Displ: | Mames [ ves o Passy|ord |- T [

Gotc)on ofthis £ ge

2 3 4 6 7 8 9 10 11
Item name Description
1 | [New] button Allows you to add a extended field property.
P.319 “[Extended Fields Properties] screen”

2 | Field Number Displays the extended field property number.
3 | Field Name Displays the extended field property name.
4 | Display Name Displays the caption of the extended field property for the display on the control panel.
5 | Mandatory Input Displays whether the extended field property is a mandatory entry or not.
6 | Hidden Attribute Displays whether the extended field property is a hidden item on the control panel.
7 | Input Method Displays the type of the extended field property.
8 | Minimum Value Displays the minimum value for the extended field property.
9 | Maximum Value Displays the maximum value for the extended field property.
10 | Default Value Displays the default value for the extended field property.
11 | Date Displays the default date for the extended field property.
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U [Extended Fields Properties] screen

You can register up to 25 extended field properties.
P.351 “Registering templates for Meta Scan”

Extended Field Properties

1 —CEWE Ca]cel

2 —
3 ield Mame
4 Display tame
[ mandstory nput [ Hidden atiribute
5 Method @ humerical © Decimal & Test © List © sddress O Password O Date
6 O ‘ Ilove Up H Ilove Down H Delete ‘
Neme | |
e [Za
7 Lencth [ |
8 | |
9 3
10 o i 296
11 Defaut Value Delete
12 | |
13 Dete: [ E I:l(vvvv-MM-DD)
“Required
Item name Description
1 | [Save] button Creates an extended field property with the entered data.
2 | [Cancel] button Cancels the settings.
3 | Field Name Specify the extended field name.
4 | Display Specify how to display the extended field on the control panel.
Name
Enter the caption of the extended field name for the display on the control panel. You can
enter up to 256 characters. Enter the Box number where a received document will be
stored.
Mandatory Input
Select this check box if the extended field is a mandatory entry item.
Hidden Attribute
Select this check box if the extended field is a hidden item on the control panel.
5 | Input Method " Select the type of an extended field.
* Numerical — Select this to create an extended field as an integer value.
* Decimal — Select this to create an extended field as a decimal value.
* Text — Select this to create an extended field as a character string.
* List — Select this to create an extended field as a list selection.
* Address — Select this to create an extended field as an address.
* Password — Select this to create an extended field as a password.
* Date — Select this to create an extended field as a date.
6 | List ltems Specify list items to be selected for the extended field. The registered list items are listed in
the List items. When you register a list item, enter [Name] and [Value], and then click [Add].
If you select an item and click [Move Up], the selected item moves up in the list. Click [Move
Down] to move it down. Select an item and click [Delete] to delete an unnecessary item from
the list.
Name
Enter the name of the item.
Value
Enter a value or text to be applied for the selected item.
* You cannot exceed the total number of characters displayable in the List ltems (127).
* You cannot use a semicolon in [Name] or [Value].
7 | Minimum Length Specify the minimum number of characters that can be entered in the extended field if the
field is a character string.
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Item name Description

8 | Maximum Length Specify the maximum number of characters that can be entered in the extended field if the
field is a character string.

9 | Minimum Value Specify the minimum numerical value that can be entered in the extended field if the field is
a numerical value.

10 | Maximum Value Specify the maximum numerical value that can be entered in the extended field if the field is
a numerical value.

11 | Default Value Specify the default value for the extended field.

12 | Password Specify the default password for the extended field if the field is a password.

13 | Date Specify the default date for the extended field if the field is a date.

*

The following shows the types and settable items of an extended field for each [Input Method]. (*) is displayed for mandatory setting items.

Input method
(Extended field type)

Mandatory setting items

Optional setting items

Numerical value

[Maximum Value], [Minimum Value]
Settable value: -999,999,999,999 to 999,999,999,999

[Default Value]

Decimal value

[Maximum Value], [Minimum Value]
Settable value: -999,999,999,999.999999 to
999,999,999,999.999999

[Default Value]

Text [Maximum Length], [Minimum Length] [Default Value]
Settable value: 0 to 256
List [List Items] [Default Value]
You can register up to 256 [List ltems]. Select from the registered selection
items.
You can set from 1 to 126 characters in [Name].
You can set from 1 to 126 characters in [Value].
However, the total number of characters set in [Name] and
[Value] must be from 2 to 127.
Address None [Default Value]
Password None [Default Value]
Settable value: 0 to 256
Date None [Default Value]

U [Definition Properties] screen

XML Format File

Select the XML format file for meta data.
3 P.321 “XML Format File”

Definition Properties
Definition Information
[Ma [Hame |
{001 testom |
1 ——
2 —_ |
@ Cancel
3 *Rfmq;e‘:m [
4
5 ML Format File defaultForm3 xml +
Item name Description
1 | [Save] button Creates an extended field definition with the entered data.
2 | [Cancel] button Cancels adding new.
3 | Number Displays the extended field definition number.
4 | Name Specify the extended field definition name.
5

320

[Registration] ([Administration] tab) Item List




B XML Format File

Meta data, which is attached to images scanned with the Meta Scan function, is defined in an "XML format file".
You can register “XML format files”, which are customized to be processed by a workflow server or some other means.

Tip

The [XML Format File] submenu can be accessed from the [Registration] menu on the [Administration] tab.
See the following pages for how to access it and information on the [Registration] menu:

P.22 “Access Policy Mode”

P.302 “[Registration] ([Administration] tab) Item List”

P.321 “Setting up Import XML Format File”
P.321 “Setting up Delete XML Format File”

U Setting up Import XML Format File

Import XML Format File

1 e File Mame Browse..
Item name Description
1 | File Name Select the XML format file to be imported.

[Browse] button — Allows you to select the XML format file.
[Import] button — Imports the selected the XML format file.

U Setting up Delete XML Format File

Delete XML Format File
[ |File Hames File Sizs |Dats
[ [ [
| | |
1 2 3
Item name Description
1 | File Name Select the XML format file to be deleted.
File Size Displays the file size of the XML format file.
Date Displays the imported date of the XML format file.
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[Registration] ([Administration] tab) How to Set and How to Operate

You can register public templates, and relay transmissions of received faxes/Internet Faxes in the [Registration] menu in
the TopAccess access policy mode.

Public Template

An administrator can create public templates to register to the public template group. This template group can be
accessed by all users in the network.

P.322 “Registering public templates”

Fax Received Forward, Internet Fax Received Forward

An administrator can register an agent which forwards all received faxes/Internet Faxes to a specified destination. This
enables the administrator to check all faxes received by this equipment.

P.328 “Registering Fax and Internet Fax received forward”

The Fax Received Forward can be registered only when the Fax Unit is installed.

Extended Field Definition

P.317 “Extended Field Definition”
XML format file

P.343 “Editing XML format file”
P.347 “Registering XML format file”

H Registering public templates

An administrator can create and maintain public templates and manage the public template group. Users can display and
use public templates but cannot modify them.

The public group can contain up to 60 public templates. Typically, these are general-purpose templates available to all
users.

An administrator can perform the following public template management operations in TopAccess access policy mode.
P.322 “Creating or editing public templates”

P.325 “Resetting public templates”

U Creating or editing public templates

Use the Templates page to create or modify templates.

Creating or editing public templates

1 Start TopAccess access policy mode.

P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Registration] menu and [Public Template] submenu.

e-Filing
Logout

Device «Joh Status Logs Fegistration Courter User Management Administration

Registration

Registration

Public Template \ Public Menu | FaxReceived Forward InternetFAX Received Forward \ Extended Field Definition | XML Format File

N2

The Public Template submenu page is displayed.
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Display in the Panel View. Click an undefined blank icon to create a new template, or
click a defined icon with an image to edit an existing template.

Device «Joh Status

Registration

Public Template | Public Menu | FaxReceived Forward | InternetFAX Received Forward | Extended Field Definition | ML Format File

e-Filing
Logout

Logs Registration Coiter User Managemert Administration

Registration

[ | [reme

|User Hame |

|Public | |Public Tempiste Graups

Panel View | Listuview

Flease click a template picture to edit.

Jump ta

Temnlatas 16

1-6 7-12 1318 19-24 2530 31-36 37-42 43-4% 49-54 55-60

E COPY MODE - FAX MODE
&
SCANTO 2 SCANTO!
Y@ || [emal Yy | [feE
2 SCANTO & SCANTO!
3

S @ | [erone S || [rueseac

GO L0 0p o g A@g

 Ifthe templates list is displayed in the List view, click the [Undefined] template name to register a new template.
Click the defined template name to edit an existing template.

* If you click an icon that has not been defined, the Template Properties page to select agents is displayed. Skip
to step 6.

* If you click a defined icon, the Template Properties page is displayed. Go to the next step.

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* If you know which public template you want to define or edit, click the number of the public template in the
[Jump to] links.

5 When you select a defined template icon, the Template Properties will be displayed.
Click [Edit].

e-Filing
Logout

Device «Joh Status Logs Fegistration Courter User Management Administration

Registration

Template Properties

Public Template »

Group Information
[Me ] [rame |User Mame |
[Public | |Public Templste Groups | |

Template Information

Change Passwaord ” Reset Template ]

[Hame [User Mame |
| |SCAN TO_FILE | |

SCANTO

&
=

Panel
FILE

hlrtification

Automatic Start

Disable

#gert

Save as file

Scanner

[+] = [o]
OFF, Sings,

Black, 200dpi, Text, Alto, Auto, 0,0, 0,0, (0,0,0), OFF, OFF

The Template Properties page to select agents is displayed.
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6 Select agents to be combined, and click [Select Agent].

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

Registration

Template Properties Fublic Template »

Select Agent
[ copy [E1Email
[ Fauc InternetF ax 3 [¥] save as iile
¥ scan [ store to e-Filing
[ Meta Scan % [ 2ave to USE Media
) | “Z
You can select one of the following templates:
Copy Creates a copy agent. This agent can copy documents. Usually, this is selected to print

copies as well as sending originals to other destinations. This agent can also be
combined with the Save as file agent or Store to e-Filing agent.

Fax / InternetFax You can create a template for fax or Internet Fax transmission. This agent can be
combined with the Save as file agent.

Scan Create a scan template by combining the E-mail, Save as file, Store to e-Filing, or
Save to USB Media agents. When you select this, select the agent from [Email], [Save
as file], [Store to e-Filing], or [Save to USB Media]. You can specify up to two agents
for a scan template.

Meta Scan You can create a template for the meta scan option. You can only select only one
among [Email], [Save as file], and [Save to USB Media], except for [Email] and [Save
as file], which can be selected simultaneously.

Refer to the document provided by the vendor of the application which supports the
meta scan option for details.

Click each button displayed in the page to specify or edit the associated template

properties.

[Panel Setting] Specify the icon settings of the template.
P.302 “Setting up Panel Setting (Public template)”

[Destination Setting] Specify the destination. This can be set only when creating a Fax/Internet Fax agent or
Email agent.
(1 P.302 “Setting up Destination Setting (Public template)”

[InternetFax Setting] Specify how the Internet Fax is transmitted. This can be set only when creating a Fax/
Internet Fax agent.
[ P.302 “Setting up InternetFax Setting (Public template)”

[Fax Setting] Specify how the documents are faxed. This can be set only when creating a Fax/Internet
Fax agent.
L0 P.303 “Setting up Fax Setting (Public template)”

[Email Setting] Specify how the documents are transmitted as E-mail messages. This can be set only

when registering the Email agent.
P.303 “Setting up Email Setting (Public template)”

[Save as file Setting] Specify how documents are saved in a local hard disk, USB media, or a network folder.
This can be set only when registering the Received to File agent.
[ P.303 “Setting up Save as file Setting (Public template)”

[Box Setting] Specify how the documents are saved in e-Filing. This can be set only when registering
the Store to e-Filing agent.
(0 P.303 “Setting up Box Setting (Public template)”

[Store to USB Setting] Specify how the document is saved in USB media.

[Scan Setting] Specify how the documents are scanned. This can be set only when creating a Save as
file agent, Email agent, or Store to e-Filing agent.
L0 P.303 “Setting up Scan Setting (Public template)”

[Extended Field settings] Specify extended field definition information and extended field settings.
L0 P.303 “Setting up Extended Field Settings”
[Password Setting] Specify the password to the template if it is newly created.

After configuring the desired template properties, click [Save].
The template properties are registered.
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U Resetting public templates

You can reset a public template that you have registered.

You can reset a public template that you selected, or you can reset all public templates that are registered in the public
template groups.

P.325 “Resetting a public template”

P.327 “Resetting all public templates”

Resetting a public template

To reset an unnecessary public template, perform the following procedure.

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Registration] menu and [Public Template] submenu.

e-Filing
Logout

Device: Job Status Registration Counter User Management Administration

| Registration

Registration
Public Template | Public Menu | FaxReceived Forward | InternetFAx Receiwed Forward | Eended Field Definition | ML Format File

2

The Public Template submenu page is displayed.

4 From the templates list, click the template icon that you want to reset.

Registration
Public Template | Public Menu | FaxReceived Forward | InternetFAx Received Forward | Extended Field Definition | ML Forr

[ | [reme |User Hame |
|Public | |Public Tempiste Graups | |

Panel View | Listuview

Flease click a template picture to edit.

Jump ta
1-6 712 1318 19-24 2530 31-36 37-42 4342 4054 5560

COPY MODE FAX MODE

SCANTO SCANTO

E-MaIL FILE

SCANTO SCANTO

5% | B

E-FILING FILEAE-MAIL

GOl m'\;@g %

* If the templates list is displayed in the List view, click the template name that you want to reset.
* The Template Properties page is displayed.

Tips

* You can change the template list view by clicking on either [Panel View] or [List View].
* If you know which public template you want to define or edit, click the number of the public template in the
[Jump to] links.

[Registration] ([Administration] tab) How to Set and How to Operate 325



8 [Administration] Tab Page

5 Click [Reset Template].

Template Properties Public Template »

Group Information
[ra [ [name [User Mame |
‘Puhlic | IPuinc Template Groups | |

Template Information

[ Change Password H Reset Template }
[Ma ] [ame Mame |
|oos | |scanTo_FLE |

& [seanTe
Farel

=T
Hofification
Aulometic Start | Disahle
£ gent Save as fle

2]~ [2]
Scanner OFF, Single,
Black, 200cpi, Text, Auto, Aulo, 0, 0,0, 0, (0,0,0), OFF, OFF

The confirmation dialog box appears.

G Click [OKI.

Message from webpage

@ Do You really want to Reset?

The template setting is reset and the template will be returned to an undefined one.
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Resetting all public templates

To reset all public templates, perform the following procedure.

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Registration] menu and [Public Template] submenu.

e-Filing
Logout

Registration Counter User Management Administration

Security aintenance Registration
Registration K

Public Template | Public Mlenu | FaxReceived Forward | InternetFAx Receiwed Forward | Edended Field Definition | ML FormatFile

2

The Public Template submenu page is displayed.
4 Click [Reset].

Registration

Public Template \ Public Menu | Fax Received Forward InternetF AX Received Forward | Extended Field Definition | XML Forr|

Ho o | [ame [User Hame |
[Puslic NS | [Public Template Groups | |

Panel View | Listview

Please click a template picture to edit

Jumnp to
1-6 7-12 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60

Templates 16

g COPY MODE = FAX MODE
1 :

SCANTO SCANTO
3 .| B
Bl@ | [emar S| [reE
SCANTO & SCANTO
5 6| &3
@ | [erons @ | [Fesemac

Go to top afthis page

The confirmation dialog box appears.
g Click [OK].

Windows Internet Explorer

r v
@ Do You really want to Reset?
l QK ,g [ Cancel I
I

\\J

All public templates are reset.
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M Registering Fax and Internet Fax received forward

You can forward received faxes and Internet Faxes to a specified address using fax received forward and Internet Fax
received forward functions. You can check all faxes and Internet Faxes received by this equipment using these functions.
P.328 “Registering the Fax or Internet Fax received forward”

P.330 “Setting up Destination Setting (Fax/Internet Fax Received Forward)”

* You can also forward using the F-code communications function on this equipment when communicating with a fax
which supports the F-code communications function. You need to create a mailbox in advance. Also, you can use
the TSI (sender information) forwarding function by making the counterpart fax number as a box number and
forwarding documents in the box (mailbox) to a specified saving location.

P.100 “Managing mailboxes”

* The Fax Received Forward can be registered only when the Fax Unit is installed.

* When the 2nd line board is installed, the received faxes are forwarded to the specified destinations according to the
Fax Received Forward setting regardless of whether the faxes are received through line 1 or line 2.

The received fax and Internet Faxes can be transmitted to the following destinations:
* Other Internet Fax devices

* Local folder in this equipment or network folders

* E-mail addresses

* Box in this equipment

U Registering the Fax or Internet Fax received forward

Tip

The procedures to register the Fax Received Forward and Internet Fax Received Forward are almost the same. This
section describes how to register in both cases.

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Registration] menu. Click the [Fax Received Forward] submenu to register
the Fax Received forward, or click the [InternetFAX Received Forward] submenu to
register the Internet Fax Received forward.

e-Filing
Logout

Device -Joh Status Registration Courter User Manzgement Administration

Regis! -ation
Registration \ 1

Public Template \ Public Menu ('Fax Received Forward |\memetFA}(RenelvedFurward Extended Field Definition | *ML Format File

* When you click the [Fax Received Forward] submenu, the Fax Received Forward submenu page is displayed.
* When you click the [InternetFax Received Forward] submenu, the Internet Fax Received Forward submenu
page is displayed.
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4 Select the [Forward] check box, select the desired agents, and click [Select Agent].

Tip

To disable the Fax Received Forward or Internet Fax Received Forward, clear the [Forward] check box and
click [Select Agent], and then click [Save].

Device

Registration

Save
Select Agent

rward
1

3

«Joh Status

Fublic Template | Public Menu | Fax Received Forward | InternetFAX Received Forward | Extended Field Definition | ®ML Format File

e-Filing
Logout

Fegistration Counter User Management Administration

Registration

[ IntermetFax
[ J=ave as file
[IEmail

[ Store to e-Filing %

InternetFax

Forwards received faxes or received Internet Faxes to another Internet Fax device.
This agent can be combined with the Save as file agent or Store to e-Filing agent.

Save as file

Forwards received faxes or received Internet Faxes to a shared folder on the
equipment or a network folder. This agent can be combined with another agent.

Email

Forwards received faxes to an E-mail address. This agent can be combined with the
Save as file agent or Store to e-Filing one.

Store to e-Filing

Forwards received faxes to e-Filing on the equipment. This agent can be combined
with another one.

The image quality of the file that is stored by Save as file, E-mail, and Store to e-Filing is different from the
output of the received fax when it is printed.

5 Select whether or not to print the forwarded documents in the [Document Print] box.

Device: Job St

Registration

atus.

Public Template | Fublic Menu | Fax Received Forward | InternetFAx Received Forward | Extended Field Definition | ML Format File

e-Filing
Logout

Logs Registration Corter User Managemert Administration

Registration

Save
Forward InternetFax
[ save as file
[ Email
[ Store o e-Filing
Doacument Print ['on ErROR + z
| Alvways =
Save as file Setting i
Always Select this always to print forwarded documents.
ON ERROR Select this to print the received document when an error has occurred on all

forwarding destinations. (For example, the document is not printed when E-mail
transmission only failed in a combined setting of save as file and E-mail.)
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6 Click each button displayed in the page to specify or edit the associated properties.

[Destination Setting] Specify the destination. This can be set only when registering the Internet Fax, or Email
[TO: Destination Setting] agent.

[CC: Destination Setting] [ P.330 “Setting up Destination Setting (Fax/Internet Fax Received Forward)”

[BCC: Destination Setting]

[InternetFax Setting] Specify how the Internet Fax is transmitted. This can be set only when registering the

Internet Fax agent.
(1 P.309 “Setting up InternetFax Setting (Fax/Internet Fax Received Forward)

[Email Setting] Specify how the documents are transmitted as E-mail messages. This can be set only
when registering the Email agent.
3 P.314 “Setting up Email Setting (Fax/InternetFAX Received Forward)”

[Save as file Setting] Specify how the documents are saved in a shared folder on this equipment or a network
folder. This can be set only when registering the Received to File agent.
L P.310 “Setting up Save as file Setting (Fax/InternetFAX Received Forward)”

[Box Setting] Specify how the documents are saved in e-Filing. This can be set only when registering
the Store to e-Filing agent.
[ P.316 “Setting up Box Setting (Fax/InternetFAX Received Forward)”

After configuring the desired properties, click [Save].
The Fax or Internet Fax Received Forward properties are registered.

0 Setting up Destination Setting (Fax/Internet Fax Received Forward)

In the Recipient List page, you can specify the destinations to which the received faxes or Internet Faxes will be
transmitted. You can only specify an E-mail address as the destination.

You can specify the destinations by entering E-mail addresses manually, selecting destinations from the address book,
selecting destination groups from the address book, or searching for destinations in the LDAP server.

P.330 “Entering the destinations manually”

P.331 “Selecting the destinations from the address book”

P.332 “Selecting the groups from the address book”

P.333 “Searching for destinations in the LDAP server”

P.334 “Removing the destinations from the Recipient List”

Entering the destinations manually

Using this method, you can add a destination manually to the Recipient List.
1 Click [Destination Setting] to open the Recipient List page.
2 Click [New].

Recipient List

[ Caneel | [Mew] [ Address Book | [ Address Group | [ Search ][ Delets |
|L||vName Vw Destination

The Contact Property page is displayed.
3 Enter the E-mail address of the destination, in the [Destination] box.

Contact Property
(oK) (et ()

*Reguired
|Des1matinn | Use1@example. com N

Click [OK].

Entered destination is added to the Recipient List page.
5 Repeat step 2 to 4 to add all destinations you require.
Tip

You can remove destinations that you have added to the Recipient List before saving the destination settings.
P.334 “Removing the destinations from the Recipient List”
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6 Click [Savel].

Recipient List

Save [ Cancel ][ Address Book H Address Group H Search H Delste ]
] ame Destination
] Useri @example.com

The contacts are added as destinations.

Selecting the destinations from the address book

By this method, you can select destinations from the address book.
1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Book].

Recipient List

[ Cancel l[ Address Book H Address Group H Search l
N
‘illvName |Destmalinn l’w

The Address Book page is displayed.

3 Select the [Email] check boxes of users you want to add as the destinations.

Address Book
Group WPS'
[Fnai | wlilame Email Address
Ek Firsthiame1 0 Lasthlame 0 Lser D@esample com
] \ Firsthiame0s Lasthlamens Lser03@esxample com
E11Y  [Fretuamens Lastiamens Lser0B@esxample com
E Firstame0? Lasthlamed? Lser07 @example com
E Firsthiame0s Lasthlamedt Lser0B@esxample com
E Firsthame0s Lasthamels User05@example com
E Firsthame04 Lasthamels User0di@example com
E Firsthame03 Lasthamels User03@example com
E Firsthame02 Lasthamel2 User02@example com
E Firsthame01 LastMamel User(1 @example com
Goto top ofthis nane
Tip

If you want to sort the Recipient List by a specific group, select the desired group name in the [Group] box.
Click [Add].
The selected destinations are added to the Recipient List page.
Tip

You can remove destinations that you have added to the Recipient List before saving the destination settings.
P.334 “Removing the destinations from the Recipient List”
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5 Click [Savel].

Recipient List

Save [ Cancel ][ Address Book H Address Group H Search H Delete ]
] ame Destination

[ [Firsthlame10 Lastiame10 User! Dg@example.com

[ [Firsthlame0d Lasthame03 UserD9gexample.com

[ [Firsthlamens Lastiame0s UserlSig@example.com

[ [Firsthlamen? Lasthame0? Userl7ig@example.com

] Lserl @example.com

The contacts are added as destinations.

Selecting the groups from the address book

By this method, you can select groups from the address book.
1 Click [Destination Setting] to open the Recipient List page.
2 Click [Address Group].

Recipient List

[ Cancel l[ Address Book H Address Group [ Search l
|
N

‘illvm |Destmaliun

The Address Group page is displayed.

3 Select the [Group] check boxes that contain the desired destinations.
Address Group

‘Group wiSroup Mame
Grophlamens

Norauphlametd

Yrovpamei

Grouphamen2

EHEIEIEE

Grovphlamet
o top ofthis nane

4 Click [Add].
All destinations in the selected groups are added to the Recipient List page.
Tip

You can remove destinations that you have added to the Recipient List before saving the destination settings.
P.334 “Removing the destinations from the Recipient List”

5 Click [Savel].

Recipient List

Ee\ ][ Address Book H Address Group H Search ” Delete l
P\zme

] Destination

[ |Grouptiament Group

B L User 10 com
B L Userd com
[ |Fi L Userd com
[} L User0 com
] User01@example.com

The contacts are added as destinations.
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Searching for destinations in the LDAP server

You can search for destinations in the registered LDAP server. You can also search for destinations in the address book
on this equipment.

1 Click [Destination Setting] to open the Recipient List page.
2 Click [Search].

Recipient List

[ Cancel ][ Address Book H Address Group ] Search
‘illvm |Destmat|an Vw

The Search Contact page is displayed.

3 Select the directory service name that you want to search for in the [Directory Service
Name] box, and enter the search terms in the boxes that you want to search.

Search Contact

Enter a partial name or Email address to search for a contact,

Directory Service Nami LDAP serverd] -

First Mame FirstMame10

Last Mame

Email Address

Fau Murmber

Company

Department %
Note

Enter a search string in [Email Address] or [Fax Number] to search a destination using an LDAP server. A
search will not be carried out correctly if you enter a search string in other columns.

Tips

* If you select the model name of this equipment at the [Directory Service Name] box, you can search for
destinations in the address book of this equipment.

* TopAccess will search for destinations which match the entries.

* Leaving the box blank allows wild-card searching. (However, you must specify at least one.)

4 Click [Search].

A search for the destination using the LDAP server starts. When the search is complete, the Search Address List
page will display the results.

5 Select the [Email] check boxes of users you want to add.
Click [Research] to return to step 3 so that you can change the search criteria and execute the search again.

Search Address List

Mumber of Search Result1
‘il wllame company departrent Ernail Address

Firsthame10 Lasthame10 User! O@example.com
G ofthis page

The value of [company] and [department] will depend on the settings determined by the administrator.
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6 Click [Add].
The selected destinations are added to the Recipient List page.
Tip
You can remove destinations that you have added to the Recipient List before saving the destination settings.
3 P.334 “Removing the destinations from the Recipient List”

7 Click [Savel.

Recipient List

[ Cancel l[ Address Book ” Address Group ” Search ” Delete l
o [ \re Destination

[ |Firsthlame10 Lastiame10 User10i@example com

The contacts are added as destinations.

Removing the destinations from the Recipient List

1 Select the check boxes of the destinations that you want to remove from the Recipient
List, and click [Delete].

Recipient List

[ Canicel ][ Address Book ” Address Group ” Search ] Delete

[¥] [+ hame Destination 2
irstiame10 Lasthame1 0 Lser1 O@example com
1
| |

The selected destinations are removed from the Recipient List.

2 Click [Savel].
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[My Account] Tab Page

Using TopAccess, end users can display their own account information

[My Account] Tab Page OVervieW..........cccciiiiiiiiiiinninsssssssssss s ssssssssssssssssssssssssssssssssssnnnes 336
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[My Account] Tab Page Overview

The [My Account] tab is displayed if [User Authentication] is enabled in the [Administration] tab under [Security] -
[Authentication] - [User Authentication Setting].
It displays the account information of the user who is accessing TopAccess. Also, you can change the display language

and keyboard layout on the control panel.
P.336 “[My Account] ltem list”

H [My Account] Item list

P.337 “[Change Password] screen”
P.338 “[Menu Setting] screen”

] P.338 “[Select Menu Type] screen”

] P.339 “[Select Template Group] screen”
1 P.339 “[Select Template] screen”

J P.340 “[Select URL] screen”

P.340 “[Confirm Permission] screen”

e-Filing
Logout
Device Joh Status Logs Registration Counter User Management Administration
My Account
; __ [ Cancel ] [ Chanige Password ] Ilenu
—
5 — User Name Admin
6 === Domain Name/LDAF Server
— Accounthianager =
7 Role Assignment Canyoperatar
Seanoperator =
8 —— Group Assignment
9 —Depattrment Number
1 0—— FanelUl Language (U’S’)‘B
11 PanelUl Keyhoard Layout LQW_EB.TFEI
12 ——— usta setting OFF
Guota
Default Quota
1 3 = Print Counter
Copy Fax Priter List Total
Small 0 0 o 0 0
Large 0 0 i1 0 0
Total 0 0 a [ 0
1 4 s Scan Counter
Capy Fax Metwork Total
Small(FLl Color ) - i i
Large(Ful Color) - 0 0
Small(Black) 0 0 0 0
Large(Black) i 0 i i
Total 0 0 0 0
15 Fax C ion Counter
Transmit Received Tatal
Small 0 0 0
Large 0 ] [
Item name Description

1 | [Save] button

Saves the content of the account.

[Cancel] button

Cancels the operation.

[Change Password] button

Changes the password of the user who is accessing TopAccess.
0 P.337 “[Change Password] screen”

[Menu] button

Click the [Menu] button on the control panel and perform the settings on the menu
screen. In the [My Account] tab, set the menu screen of the user who is accessing

TopAccess.

P.338 “[Menu Setting] screen”

User Name

Displays the name of the user who is accessing TopAccess.

Domain Name/LDAP Server

Displays the domain name or LDAP server of the user who is accessing TopAccess.
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Item name Description
7 | Role Assignment Displays the role assigned to the user who is accessing TopAccess.
Click the [Confirm Permission] button to display the [Confirm Permission] screen and
check the detailed role information.
L P.340 “[Confirm Permission] screen”
8 | Group Assignment Displays the group assigned to the user who is accessing TopAccess.
9 | Department Number Displays the department number registered by the user who is accessing TopAccess.
10 | PanelUl Language Select the display language for the control panel.
11 | PanelUl Keyboard Layout Select the keyboard layout on the control panel.
12 | Quota Setting Displays the output restriction settings of the user who is accessing TopAccess.
Quota If the Black Quota Setting is ON, the remaining number that can be output is displayed.
Default Quota If the Quota Setting is ON, the assigned default value is displayed.
13 | Print Counter Displays the number of pages printed by print operations and E-mail reception (Internet
Fax reception).
14 | Scan Counter Displays the number of pages scanned by scan operations.
Values for the small size and large size are displayed according to the paper size
specified on your device.
15 | Fax Communication Counter Displays the communication record.

U [Change Password] screen

Changes the password of the user who is accessing TopAccess.

Change Password
1 =)
2 —|
3 = 0ld Password
4 = New Password
5 = Retype Passward
Item name Description

[Save] button

Saves the password changes.

[Cancel] button

Cancels the operation.

Old Password

Enter the current password.

New Password

Enter the new password.

A B WOIN| =

Retype Password

Enter the same password again for a confirmation.
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U [Menu Setting] screen

You can set the menu screen of the user who is accessing TopAccess.
The menu screen is displayed by pressing the [Menu] button on the control panel. You can register frequently used
templates and template groups, and External Interface Enabler shortcuts.

Menu Setting
1 — Close | Delete |
R —
Jumpto
117 33 48
3 ame: Type
4 1 lnn | "I efined
[ looz  lundefined
5 [ ooz |Undefined
[] |o04  |undefined
[ |005 |undefined
[1 |06 |Undefined
[] 007  |Undefined
[] |o08 |Undefined
[ oo |Undefined
[] 910 |Undefined
[ 911 |Undefined
[ |o12  |Undefined
[ |013  |undefined
[ |o14  |undefined
[ |015  |Undefined
[] |918 |Undefined
Go to top ofthis page
Item name Description
1 | [Close] button Closes the [Menu Setting] screen.
[Delete] button Deletes the selected menu settings.
No. The numbers of the menu setting are displayed.
Tip
In the menu settings, you can register 64 types.
4 | Name The templates registered in the menu settings or the registered names of the External
Interface Enabler are displayed.
Click a registered name to check and edit a registered menu setting.
1 P.339 “[Select Template Group] screen”
P.340 “[Select URL] screen”
Click [Undefined] to register a new menu setting.
P.338 “[Select Menu Type] screen”
5 | Type The menu setting type is displayed.

U [Select Menu Type] screen

Select a menu type to add to the menu screen.

Select Menu Type

Pleaze select a menu type

1 == Template | Extension
—

Item name Description

1 | [Template] button Adds a template to the menu.
3 P.339 “[Select Template Group] screen”

2 | [Extension] button Adds an External Interface Enabler URL to the menu.

P.340 “[Select URL] screen”
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U [Select Template Group] screen

Displays a list of Template Group that can be selected on the [Menu Setting] screen.

Select Template Group
1 ———{ 5w [ Cangel]
1 EDEEN
3 — o slme Lizer Mame
@ [Public P | lic Template Group.
4 (@ il [Templete001 Lizer |ame001
5 T pnz = merame002
@ jooz [Templete003 Liserklame003
@ jood Templetennd
© joos Templete005
© & Liser006
Goto tap ofthis page
Item name Description
1 | [Save] button Registers the selected template group.
2 | [Cancel] button Cancels registration of the template group.
3 | No. The numbers of the template group that can be selected are displayed.
4 | Name The names of the template groups are displayed.
Click a name to display the [Select Template] screen. If templates can be selected, a list of
templates that can be selected is displayed.
[ P.339 “[Select Template] screen”
5 | User Name The user names of the template groups are displayed.

U [Select Template] screen

You can select which template to use by clicking the template group name in the [Select Template Group] screen.

Select Template Select Template Group »

1 ——l Save‘ Cancel
— ]

2 —
Group Information
|Nn | |Name |Llser Hame |
|nnn | |Puhh: Template Grnupl |
Jumpto

16 7-12 13-18 18-24 25-30 31-36 37-42 43-48 408-54 55-60

3 ———Templates 16
I COPY MODE r FAX MODE
1 @ |2
) SCAMTO o | & SCAMTO
SE | [emar = b= N BT
é SCANTO o & SCANTO
: - E-FILING oF Sim FILESE-MAIL
Go to top ofthis page
Item name Description
1 | [Save] button Registers the selected template.
[Cancel] button Cancels registration of the template.
Template list A list of the templates that can be selected is displayed.
Select a template to use.
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U [Select URL] screen

Select a URL registered in [URL List for Menu Screen].
P.212 “Setting up URL List for Menu Screen and Hard Button”

Select URL
— "Save |[ Cancel
{5 [ Caneel

LIRL

@ lexample01

Jo:iro21ms.1

A OWN=

© |prample02

hittpr (4192 168101

© ferample03

hittpr 14192 168 1001

Go to top afthis page

Item name Description
1 | [Save] button Registers the selected URL.
2 | [Cancel] button Cancels registration of the URL.
3 | Name The registered URL name is displayed.
4 | URL The registered URL is displayed.

U [Confirm Permission] screen

You can display granted permissions of the user who is accessing TopAccess.

Confirm Permission

1 —

2 e F0l& N0 IMatION
Copy Function
Copy Job Enabls
Color Copy Disable
Store ta Local Fils Shars Enabls
Store to Remate Server Enabls
Slore to e-Filng Enable

Print Function

Print Job Enahle
Calor Print Disable
Stora ta e-Filing | Enzble
Prirt Management | Enzble

Scan Functisn

Store ta Local File Share

Slore to Remote Server

Send Email

Store to e-Fiing

RemoteScaniySScan(Pull)

Fax/iFax Functisn

Irternet Fax Transmission Enable
Fax Transmission Enable
Fax Received Print Enable

Slore to Local File Share

Slore to Remote Server

Enahle
Enahle

Tutput Setting

Color Print | Disable |
Local File Share
[Store to Local Storags | Enzble |

Item name Description
1 | [OK] button Closes the [Confirm Permission] screen.
2 | Role Information The role information assigned to the user who is accessing TopAccess is displayed.
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Functional Setups

This chapter contains the following contents.

Setting up Meta Scan FUNCLioN............ooo oo 342
Procedure for USING MEta SCaN ..........coi ittt 342
Checking Meta SCan ENADIET ........ ... ettt ettt e e e et e e e e e e nb e e e e e e e nnneaeaan 342
Editing XML fOrmMat fil@ ......oi ettt et e e st e e st e e e e ee e smnee e s e e eneeeeanneeeeneeeenee 343
Registering XML fOrmMat fil€ .......couiieieie ettt see e e st eer e e s e e e naeeeeneeeeennes 347
Registering Extended Field Definition .............ooi it e e et e e s ere e e e e e anes 348
Registering templates for Meta SCaN .........c..oi i 351
(1= = S To= o E O R PPV PP 354
Checking 10gs Of MELA SCAN......ccc.viiiiii ettt ab e s ene e s snneeesere e e 354

Using the Attribute of the External Authentication as a Role of the MFP....................... 355
Exporting the role information setting file ...... ... e 355
Defining the role information SEttNG fil€ ...........ooiiiiiiie e e 355
Importing the role information SEttNG fil ...........ooiiiiiii e 356
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Setting up Meta Scan Function

The Meta Scan is a function to attach information (meta data) generated within the device to scanned images. The
attached meta data can be processed by workflow servers or other means to supplement the scanned image.

To use Meta Scan, select [E-MAIL], [Save as file] and [Save to USB Media] agents of Meta Scan for templates and register
them.

Meta data is managed by an XML file which defines the scheme to store the information.

This section describes the data structure using the XML file <defaultForm3.xmlI> registered as the default as an example.
The default XML file consists of two data areas; the “basic data area” and “extended data area”.

The “basic data area” records device information, scan parameters, and user information, while the “extended data area”
records information entered by the user on the control panel (maximum 25 items) when running Meta Scan.

The user can create fields in “extended data area” to store information entered from the control panel under [Extended
Field Definition] - [Extended Field Properties].

When using applications that interact with Meta Scan, follow the instructions of the application vendor to set the XML
format file and the extended field.

P.342 “Procedure for using Meta Scan”
P.342 “Checking Meta Scan Enabler”

P.343 “Editing XML format file”

P.347 “Registering XML format file”

P.348 “Registering Extended Field Definition”
P.351 “Registering templates for Meta Scan”
P.354 “Meta Scan”

P.354 “Checking logs of Meta Scan”

M Procedure for using Meta Scan

Setup
Operation Description Reference
1 | Checking the Meta Scan option Check whether the Meta Scan option | EJ P.342 “Checking Meta Scan Enabler”
can be used with your equipment.
2 | Editing the XML format file If necessary, edit the XML format file | EX P.343 “Editing XML format file”
for meta data.
3 | Registering an XML format file Register an XML format file for meta | £ P.347 “Registering XML format file”
data.
4 | Registering an extended field If necessary, register an extended [ P.348 “Registering Extended Field Definition”
definition field definition.
5 | Registering a template for Meta Scan | Register a template for Meta Scan. 1 P.351 “Registering templates for Meta Scan”
Operation
Operation Description Reference
1 | Meta Scan Perform a meta scan using a template | LdUser’s Manual Advanced Guide "Using
for Meta Scan. Scan Templates"
2 | Checking Meta Scan logs Check the scan log to confirm if meta | L P.354 “Checking logs of Meta Scan”
data has been correctly created.

H Checking Meta Scan Enabler

The Meta Scan Enabler is required to use the Meta Scan function. For the details, contact your distributor.

You can check whether the Meta Scan option is set on your equipment as follows.
Meta Scan function is available if [Meta scan enabler] is registered under [ADMIN] - [GENERAL] - [LICENSE
MANAGEMENT].
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M Editing XML format file

Edit XML format files in accordance with the applications that interact with Meta Scan. You can define variables in the XML
format file and the variables are replaced with the corresponding information (meta scan) during the Meta Scan operation.

Tip

Enter variables in XML format files using the ${variable name} format.

U Variables of XML format files

Variables that can be defined in XML format files are shown below.

Tip

You can use variables for the subject of E-mail, the file name of Meta Scan image files, and the file name of meta data.

Variable (${variable name}) Data to be stored Value
${MANUFACT} Manufacturer name OKI
${MODEL} Model name string
${FWVER} Firmware version string
${SERIAL} Serial number for machine string
${LOCATION} Location set from TopAccess string
${CONTACT} Contact information set from TopAccess string
${CONTACTTEL} Contact telephone number set from TopAccess string
${IP} IP address string
${IPV6} IPV6 address string
${NETBIOSNAME} NetBIOS name string
${FQDN} Fully Qualified Domain Name string
${RESOLUTION} Scan resolution HHHxVVVdpi
${FILEFORMAT} File format Multiple TIFF
singleTIFF
MultiplePDF
singlePDF
MultipleSLIMPDF
singleSLIMPDF
MultipleXPS
singleXPS
JPEG

${COLORMODE} Color mode BLACK
GRAY SCALE
FULLCOLOR
AUTOCOLOR

${NUMFILE} Number of image files string

${PAGES} Number of pages string

${PATH} "1 "2 Save path of the image file string

${FILE} 2 Image file name string

${MYEMAIL} Sender email address string

${DATE} Scanned date YYYY-MM-DD

${YEAR} Scanned year YYYY

${MONTH} Scanned month MM

${DAY} Scanned day DD

${TIME} Scanned time HH:MM:DD.mmmTZD "3

${USER} Login user name string

${DOMAIN} Login user‘'s domain name string

${DEPTCODE} Login department code string

${DEPTNAME} Login department name string

${TEMPGROUPNO} Template group number string
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Variable (${variable name})

Data to be stored

Value

${TEMPGROUPNAME} Template group name string
${TEMPGROUPUSER} Template group user string
${TEMPNO} Template number string
${TEMPNAME} Template name string
${TEMPUSER} Template user string
${FIELDNAMEn} " Extended field name string
${FIELDNAMEn} " Extended field name string

*1 It cannot be used for the subject of E-mail.
*2 It cannot be used for the file name of image files or the file name of meta data.

*3 TZD is Time zone.

*4 A field number (from 1 to 25) comes at "n". For details, refer to the next chapter.
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U Default XML file format

Contents of the default XML format file <defaultForm3.xml> registered in this equipment are shown below. XML format
files must be in the UTF-8 XML format. During the Meta Scan operation, the equipment stores information corresponding
to the variable in each field of the XML format file and attaches it as meta data in the XML format.

<?xml version="1.0" encoding="UTF-8"?>
<!-- metadata version 3.1 -->
<mfp_metadata>
<metadata_version>
<major>3</major>
<minor>1</minor>
</metadata_version>
<device_info>
<ip_address>${IP}</ip_address>
<ipv6_address>${IPV6}</ipv6_address>
<fqdn>${FQDN}</fqdn>
<netbios_name>${NETBIOSNAME}</netbios_name>
<location>${LOCATION}</location>
<contact>${CONTACT}</contact>
<contact_tel>${CONTACTTEL}</contact_tel>
<FW_version>${FWVER}</FW_version>
<manufacture>${MANUFACT}</manufacture>
<model>${MODEL}</model>
<serial>${SERIAL}</serial>
<I-- deprecated tag start -->
<host_name>${NETBIOSNAME}</host_name>
<tempt_file_ver>1.0</tempt_file_ver>
<!-- deprecated tag end -->
</device_info>
<scan_info>
<template >
<template_group_no>${TEMPGROUPNO}</template_group_no>
<template_group_name>${TEMPGROUPNAME}</template_group_name>
<template_group_user>${TEMPGROUPUSER}</template_group_user>
<template_no>${TEMPNO}</template_no>
<template_name>${TEMPNAME}</template_name>
<template_user>${TEMPUSER}</template_user>
</template >
<scanned_date>${YEAR}-${MONTH}-${DAY}</scanned_date>
<scanned_time>${DATE}T${TIME}</scanned_time>
<color_mode>${COLORMODE}</color_mode>
<resolution>${RESOLUTION}</resolution>
<file_format>${FILEFORMAT}</file_format>
<no_of _files>${NUMFILE}</no_of files>
<no_of_pages>${PAGES}</no_of pages>
<file_path>${PATH}</file_path>
<file_name>${FILE}</file_name>
<sender_email>${MYEMAIL}</sender_email>
<!-- deprecated tag start -->
<workflow>${TEMPGROUPNAME} ${TEMPNAME}</workflow>
<!-- deprecated tag end -->
</scan_info>
<user_info>
<user_id>${USER}</user_id>
<user_domain>${DOMAIN}</user_domain>
<dept_code>${DEPTCODE}</dept_code>
<dept_name>${DEPTNAME}</dept_name>
<l-- deprecated tag start -->
<user_email>${MYEMAIL}</user_email>
<!-- deprecated tag end -->
</user_info>
<user_input>
<field1 name="${FIELDNAME1}">${VALUE1}</field1>
<field2 name="${FIELDNAME2}">${VALUE2}</field2>
<field3 name="${FIELDNAME3}">${VALUE3}</field3>
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<field4 name="${FIELDNAME4}">${VALUE4}</field4>
<field5 name="${FIELDNAMES5}">${VALUE5}</field5>
<field6 name="${FIELDNAMEG}">${VALUEG}</field6>
<field7 name="${FIELDNAME7}">${VALUE7}</field7>
<field8 name="${FIELDNAMES8}">${VALUE8}</field8>
<field9 name="${FIELDNAME9}">${VALUE9}</field9>
<field10 name="${FIELDNAME10}">${VALUE10}</field10>
<field11 name="${FIELDNAME11}">${VALUE11}</field11>
<field12 name="${FIELDNAME12}">${VALUE12}</field12>
<field13 name="${FIELDNAME13}">${VALUE13}</field13>
<field14 name="${FIELDNAME14}">${VALUE14}</field14>
<field15 name="${FIELDNAME15}">${VALUE15}</field15>
<field16 name="${FIELDNAME16}">${VALUE16}</field16>
<field17 name="${FIELDNAME17}">${VALUE17}</field17>
<field18 name="${FIELDNAME18}">${VALUE18}</field18>
<field19 name="${FIELDNAME19}">${VALUE19}</field19>
<field20 name="${FIELDNAMEZ20}">${VALUE20}</field20>
<field21 name="${FIELDNAME21}">${VALUE21}</field21>
<field22 name="${FIELDNAME22}">${VALUE22}</field22>
<field23 name="${FIELDNAME23}">${VALUE23}</field23>
<field24 name="${FIELDNAME24}">${VALUE24}</field24>
<field25 name="${FIELDNAME25}">${VALUE25}</field25>
</user_input>
</mfp_metadata>

0 Setting for saving meta data

You can specify the location to save meta data and the file name by adding the following elements to the XML file.

Specifying the location to save meta data

Protocol Format
SMB <metadata_file_path>file://server name/path/</metadata_file_path>
FTP <metadata_file_path>ftp://server name/path/</metadata_file_path>
FTPS <metadata_file_path>ftps://server name/path/</metadata_file_path>
NetWare (Binary mode) <metadata_file_path>server name/path/</metadata_file_path>
NetWare (NDS mode) <metadata_file_path>Tree/Context/file_share/</metadata_file_path>
Example:

Protocol: SMB

External server: 192.168.1.1

Save folder: metadata

Format: <metadata_file_path>file://192.168.1.1/metadata/</metadata_file path>

Ensure that the protocol is the same as the protocol for saving the Meta Scan image file.
You can check the protocol for saving the Meta Scan image file in [Destination] of Save as file Setting, which is set for
the template.

Specifying a meta data file name
<metadata_file_name>file name.xml</metadata_file_name>

Example:
File name: Sample_MetaData.xml
Format: <metadata_file_name>Sample_MetaData.xml </metadata_file_name>
Tip

You can use an XML format file variable for the file name of the meta data.
Example using the date variables (${DATE}):
<metadata_file_name>Sample_MetaData_${DATE}.xml </metadata_file_name>
For more information on variables, see the following:

P.343 “Variables of XML format files”
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M Registering XML format file

This section describes how to register a XML format file.

When using applications that interact with Meta Scan, follow the instructions of the application vendor to set the XML

format file and the extended field.

Tip

You can register up to 99 XML format files.

Start TopAccess access policy mode.

P.22 “Access Policy Mode”

2 Click the [Administration] tab.
3 Click the [Registration] menu and [XML Format File] submenu.

Device Joh Status Logs

Registration

Public Template \ Public Menu | Fax Received Forward

Registration Courter

Registration

InternetF AX Received Forward | Extended Field Definition

User Management

XML Format File

2

Administration

e-Filing
Logout

Click the [Browse] button under Import XML Format File.

Select the XML format file you want to register from the displayed dialog box.

5 Click the [Import] button to register.

The XML format file is registered.

Tip

Select an XML format file and click the [Delete] button to delete the registered XML format file.
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H Registering Extended Field Definition

You can register up to 100 "extended field definitions", select an "XML format file" for each of them, and set "extended field
properties" as necessary.

When using applications that interact with Meta Scan, follow the instructions of the application vendor to set the XML
format file and the extended field.

1 Start TopAccess access policy mode.
P.22 “Access Policy Mode”

2 Click the [Administration] tab.

3 Click the [Registration] menu and [Extended Field Definition] submenu.

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Administration

Registration

Registration \ 1

Public Template \ Public Menu | FaxReceived Forward | InternetFAX Received Forward \ Extended Fiejd Definition | HML Format File

2

4 Click [Undefined] to register an extended field definition.

Registration

Public Template | Public Menu | FaxRecelved Forward | InternetFAx Received Forward | Field Definition | xMLF
Ho [ Mame

001 | testont

002 | testinz

003 Undiefined
004 Undefined
005 Undefined
005 Undefined
007 Undefined
008 Undefined
005 Undefined
010 Undefined
011 Undefined
012 Undefined
013 Undefined
014 Undefined
015 Undefined
016 Undefined
07 Undefined,
018 Undefined] \
019 [Undefined’\}

Click a registered extended field name to display the edit screen for the extended field.
Skip to step 6.

Enter the field name, select an XML format file, and click the [Save] button.

Select a registered XML format file when you want to use a customized XML format file. Select "defaultForm3.xml"
if you do not have any customized XML format file.

Definition Properties

Definition Information
[ [Hame |
oo | |

"Regy

AN [iE]

Meme testl03 N
XML Formet File defauhiForm3 xml [ Wy 1

W2
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6 Click the [New] button under Extended Field settings when setting extended field

properties.

Click [Extended Field Definitions] in the upper part of the screen if you are not setting extended field properties.

Definition Information

Extended Fields edended Field Definttions »

[ [Hame |
oo |testonz |

Extended Field settings

ey

Field i , e [Field Name | Displary Mame: [Mandatory Input [Hidden attriaute [input Method [inimum el [Maximum alue | Defaut Vaiue [Date |

Goto In&ufth\s page

7 Set the extended field properties.

Extended Field Properties
Fiel! Mame
i Marme
‘Display
[ mandatary Input [ Hidden Attrioute
InpLt Msthod @ numerical © Decimal © Text © List © Address © Password © Date
List tems S —
| Move Up || Move Down || Delete ‘
Name: | |
v [Em)
Winimuem Lenath |
Masimum Length |
*Minimum Value
“Masimum Value
Default Walue Delste
Password [ |
Dale - I:l E (VY -hW-DD) %
“Reguired
Field Name Specify the extended field name.
Display Specify how to display the extended field on the control panel.

Name

Enter the caption of the extended field name for the display on the control panel. You can
enter up to 20 characters. Enter the Box number where a received document will be
stored.

Mandatory Input

Select this check box if the extended field is a mandatory entry item.

Hidden Attribute

Select this check box if the extended field is a hidden item on the control panel.

Input Method *

Select the type of an extended field.

* Numerical — Select this to create an extended field as an integer value.
* Decimal — Select this to create an extended field as a decimal value.

* Text — Select this to create an extended field as a character string.

¢ List — Select this to create an extended field as a list selection.

¢ Address — Select this to create an extended field as an address.

* Password — Select this to create an extended field as a password.

* Date — Select this to create an extended field as a date.

List Items

Specify list items to be selected for the extended field. The registered list items are listed
in the List ltems. When you register a list item, enter [Name] and [Value], and then click
[Add]. If you select an item and click [Move Up], the selected item moves up in the list.
Click [Move Down] to move it down. Select an item and click [Delete] to delete an
unnecessary item from the list.

Name

Enter the name of the item.

Value

Enter a value or text to be applied for the selected item.
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* You cannot exceed the total number of characters displayable in the List ltems (127).
* You cannot use a semicolon in [Name] or [Value].

Minimum Length

the field is a character string.

Specify the minimum number of characters that can be entered in the extended field if

Maximum Length

the field is a character string.

Specify the maximum number of characters that can be entered in the extended field if

Minimum Value

is a numerical value.

Specify the minimum numerical value that can be entered in the extended field if the field

Maximum Value

is a numerical value.

Specify the maximum numerical value that can be entered in the extended field if the field

Default Value

Specify the default value for the extended field.

Password

Specify the default password for the extended field if the field is a password.

Date

Specify the default date for the extended field if the field is a date.

*

items.

The following shows the types and settable items of an extended field for each [Input Method]. (*) is displayed for mandatory setting

Input method

(Extended field type)

Mandatory setting items

Optional setting items

Settable value: -999,999,999,999.999999 to
999,999,999,999.999999

Numerical value [Maximum Value], [Minimum Value] [Default Value]
Settable value: -999,999,999,999 to 999,999,999,999
Decimal value [Maximum Value], [Minimum Value] [Default Value]

Text [Maximum Length], [Minimum Length] [Default Value]
Settable value: 0 to 256

List [List Items] [Default Value]
You can register up to 256 [List ltems]. Select from the registered

selection items

You can set from 1 to 126 characters in [Name].
You can set from 1 to 126 characters in [Value].
However, the total number of characters set in [Name] and
[Value] must be from 2 to 127.

Address None [Default Value]

Password None [Default Value]
Settable value: 0 to 256

Date None [Default Value]

Click the [Save] button to register the extended field properties.

You can register up to 25 extended field properties.

The extended field properties are registered.
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H Registering templates for Meta Scan

You must register a template for Meta Scan before using the Meta Scan function.

A template can be a “public template” which is registered by an administrator, or a “private template” which is registered by
a user or an administrator.

Both templates can be used to register a Meta Scan template.

The following procedure shows how to register a “private template”.

1 Click the [Registration] tab and the [Template] menu.

e-Filing
Logout

Device Job Status Loz Registration Courter Lzer Management Addministration

Template

TemplaaFgroups

DPlease select a group to edit below.

Public Template Groups

[ra [ [rame [User Hame |
|Puiic: | JPublic Tempiste Groups | |

ick an [Undefined] group link.

Public Template Groups

N
2]

[ | [rame |User Hame |
|Public | Jpublic Tempiste Graups | |

All Groups \ Defined Groups

Jumnp to
001 011 021 031 041 D&1 081 071 081 091 101 114 121 131 141 151 161 171 181 191

. Heme User Hame

o1 Templete001 Userhlame00t

o0z Templete002 Userllame002

003 Templete003 Userllame003

004 Templete004

o0 Templete00s

o0 |sero0s

007 Undefined Undefined

005 Undefined Undefined

009 Undefined Undefined

010 Undefined Undehnedl\
\J

3 Enter the group name and click the [Save] button.

Group Properties

Group Information
[ria [ [name [User Mame |

CA [ |

N
User Mame: l’@ 1

This Email address is uzed as default recipient each Tor template.

Motification
Email to

Password

Retyps Password
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4 Click an [Undefined] icon from the template list.

Private Templates 1empiate croups »

Group Information

[ria [ rame [User Hame |
\007 | |Gmupnn7 | |

Panel View | Listview

Please click a template picture to edit

Jumnp to
1-6 712 1318 19-24 2530 31-36 37-42 4342 4054 5560

Undefined Undefined

Urncefired Undefinect

Urncefired Undefinect

Uncefired Undefinect

Urncefired Undefinect
L]
Undefined % Undefined

Go to top of this pane

5 Select the check box for the [Meta Scan] under Template Properties, and then select the
agent and click [Select Agent].

Template Properties Ternplate Graups P Private Templatesk

ED

Select Agent
Clcopy [V Email
I Fax/IntemetFax 3 [ save as file
[Osean [I store to e-Filing
Meta Scan [ Save to USB Media 2

To select [Meta Scan], the Meta Scan Enabler must be set up for use.
If it is not set up, you cannot select [Meta Scan].

For [Meta Scan], [Email], [Save as file], and [Save to USB Media] are to be selected individually, except for [Email]
and [Save as file], which can be selected simultaneously.

Email You can transmit the document as an Email attachment.
Tips

* When [Meta Scan] is selected, you can use a variable as the subject

* Addresses specified in [From Address] are included in the meta data.

*  When [Meta Scan] is selected, if you select [Add the date and time to a file name]
in [File Name], it is also applied to the meta data file name.
O P.66 “Email Setting (Private template)”

Save as file You can save the document in a shared folder.

* When [Meta Scan] is selected, you can only specify one destination.
* Protocols and network paths specified in the destination are included in the meta
data.
Example:
Protocol: SMB
Network Path: \\192.168.1.1\ImageFolder

<file_path>file: //192.168.1.1/ImageFolder/</file_path>
* When [Meta Scan] is selected, if you select [Add the date and time to a file name]
in [File Name], it is also applied to the meta data file name.
1 P.68 “Save as file Setting (Private template)”

Store to e-Filing You can store the document in the e-Filing.

Save to USB Media You can save the document in USB media.
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6 Set the agent.

Setting operations are the same as for normal templates.
P.86 “Registering and editing private template groups”

The following describes how to set “Extended Field settings”.

7 Click the [Extended Field settings] button to set extended fields.

Hed: U
RGE Adjustment Green; 0
Blue: 0
Omit Blank Page OFF
Cutsicle Eraze OFF

Extended Field settings N
Extended Fisld Defintion Mo IR |
Displayhlame0i \

Password Setting

|Password |Password is nat set |

8 Select a registered extended field definition using [Extended Field Definition No.].

Extended Field settings

Extended Figld Defintion Mo

Displayhamenn]

DisplayMame002

DisplayMame 003

DisplayMame004 UseDl@example. com Address
DisplayMame00s - - (VY Y-MM-DD)

Enter the default value for the [Extended Field Properties].
This is displayed if [Extended Field Properties] are set for the selected extended field definition.

Values set in this screen are used as the default values for [Extended Field Properties] displayed on the control

panel when using Meta Scan.
Items with an asterisk (*) at the beginning of the [Extended Field Properties] name are mandatory entry fields.

Extended Field settings

[ et Detimton o, [ 001 - Extengediament +

DisplayNamen01 123456

DisplayNamenz 123456

Diplayhamennd 123456

DisplayHamsnid Userli01@example com [ Address |
DisplayMamelns - - VYV -hiba-D0) Q

1 0 Click the [Save] button to register the template.

The template for Meta Scan is registered.

Setting up Meta Scan Function

353



Bl Meta Scan

You can run Meta Scan using a Meta Scan template.
For the operational procedure, refer to the User’s Manual Advanced Guide.

Tip

If [Extended Field Definition] set in [Extended Field Settings] in the Meta Scan template is deleted, the default XML
format file <defaultForm3.xml> is used.

H Checking logs of Meta Scan

You can check the scan log to confirm if meta data has been correctly created.

Check the following items in the scan log.

Check Item Description
Mode Displays "MSxxxx" (xxxx is in the code format) to indicate Meta Scan.
Status Meta data is correctly created if no errors are displayed.

See the following for details of the scan log:
P.41 “Scan Log”
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Using the Attribute of the External Authentication as a Role of the MFP

When the external authentication (Windows domain authentication and LDAP authentication) is enabled, associating the
role defined in this equipment with the attribute of the external authentication server is required in order to log in the
equipment from an external authentication server as an administrator. The role can be associated with the equipment by
importing the role information setting file in this equipment. The role information setting file is a file in which the attributes
of the external authentication server and corresponding MFP are defined in XML. You can edit the role information setting
file exported from the equipment and import it back to the equipment.

H Exporting the role information setting file

See the following page for how to export the role information setting file.
P.131 “Export”

H Defining the role information setting file

The role information setting file is written in XML format. The role of this equipment can be assigned to the attribute set in
the external server by defining the role information setting file in accordance with the external authentication server
setting. The three examples of the major definition method for this file are explained here. Alphanumeric characters can be
used for the content of each element. An asterisk (*) can be used as a wildcard for the <attributeValue> element.

Tip

The role of the user that does not correspond to the <RoleSet> element is defined in the <AnyOtherUser> element.
This element can only be used once.

U When setting one role to one attribute

Attribute name set in the external authentication server Department
Attribute value set in the external authentication server ITDept
Role name to be set Administrator
<RoleSetting>
<RoleSet>
<Condition>

<AttributeName>department</AttributeName>
<AttributeValue>ITDept</AttributeValue>
</Condition>
<Role>Administrator</Role>
</RoleSet>
<AnyOtherUser>User</AnyOtherUser>
</RoleSetting>

0 When setting multiple roles to one attribute

Attribute name set in the external authentication server Department
Attribute value set in the external authentication server ITDept
Role name to be set [1] Administrator
Role name to be set [2] PrintOperator
<RoleSetting>
<RoleSet>
<Condition>

<AttributeName>department</AttributeName>
<AttributeValue>ITDept</AttributeValue>
</Condition>
<Role>Administrator</Role>
</RoleSet>
<RoleSet>
<Condition>
<AttributeName>department</AttributeName>
<AttributeValue>ITDept</AttributeValue>
</Condition>
<Role>PrintOperator</Role>
</RoleSet>
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<AnyOtherUser>User</AnyOtherUser>
</RoleSetting>

U When setting one role to multiple attributes

Attribute name set in the external authentication server [1] | Department

Attribute value set in the external authentication server [1] | Sales

Attribute name set in the external authentication server [2] | Title

Attribute value set in the external authentication server [2] | SeniorManager

Role name to be set Print

<RoleSetting>
<RoleSet>
<Condition>
<AttributeName>department</AttributeName>
<AttributeValue>Sales</AttributeValue>
</Condition>
<Condition>
<AttributeName>title</AttributeName>
<AttributeValue>SeniorManager</AttributeValue>
</Condition>
<Role>Print</Role>
</RoleSet>
<AnyOtherUser>User</AnyOtherUser>
</RoleSetting>

H Importing the role information setting file
See the following page for how to import the role information setting file.
P.133 “Import”
Tip

To change the setting, import the role information setting file again.

H Enabling the role base access setting

In order to use the imported role information setting file, enabling the role base access setting is required. See the
following page for the procedure.
P.249 “Setting up User Authentication Setting”
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Installing Certificates for a Client PC

Configuring the Microsoft Management Console

The following describes a configuration on Windows Vista. The procedure is the same when other versions of Windows
are used.

1 Open the command prompt, type “mmc” and press the Enter key.

Microsoft Windows [Uersion 6.8.60081
Copyright <c) 2006 Microsoft Corporation. A1l rights reserved.

C:\Userssuser—001>nnc,.

From the [File] or [Console] menu of the window that appears, select [Add/Remove
Snap-in].

solel - [Console Root]
[\File] Action View Favorites Window Help

&N new Ctrl+N
= pen... Ctil+0 |
| Save CtrlsS |
Save As... |
Add/Remove Snap-in... ctriem ||
Options... % |

1 CAWindows\system32\CompMgmt
2 CA\Users\..\Console Kenny
Exit

The [Add or Remove Snap-ins] dialog box appears.

3 From the list of [Available snap-ins:], select [Certificates] and click [Add].

Add or Remove Snap-ins =

You can select snap-ins for this console from those avalable on your computer and configure the selected set of snap-ns, For
extensible snap-ns, you can configure which extensians are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor B 7 console Roat Edit Extensions...
=] ActiveX Control Microsoft Cor... | e
[EAauthorization Manager Microsoft Car... |
= certificates Microsoft Cor... |=
. Component] \ jces  Microsoft Cor... | Move Up
& computer M4 1 Microsoft Cor... | -
&5 Device Manager Microsoft Cor... | o7 bttt
>
Sosvarcgonrt  mavohtand. || 25920
E event Viewer Microsoft Cor... \
= Folder Microsoft Car... 2
5k Group Policy Manag...  Microsoft Cor...
=[ Group Palicy Object ... Microsoft Car...
&, 1P Security Monitor  Microsoft Cor...
&, 1P Security Policy M...  MiosoftCor...  _ merEmm——

Desaription:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

For Windows XP, click [Add] to display the list and then select [Certificates].
The [Certificates snap-in] dialog box appears.

4 Select [Computer account] and click [Next].
Certificates snap-in =

This snap-n will shways manage certficates for:
©) My user account

@ Service account

1 | Computer account

v\“z d

The [Select Computer] dialog box appears.
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5 Select [Local computer: (the computer this console is running on)] and click [Finish].
Select Computer =

Select the computer you want this snap-n to manage.

This snapn will ahways manage:

@ Local computer: fthe computer this console is running on)
[ r computer:

[F] Allow the selected compuiter to bs changed when launching from the command fine. This
only applies i you save the console

[ <Back ][ Fnish %[ Cancel |

v2

The [Select Computer] dialog box is closed.

Make sure that "Certificates (Local Computer)" is added under the [Console Root]
folder; click [OK].

Add or Remove Snap-ins =

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensians are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor B [ console Root Edit Extensions...
= ActiveX Control Microsoft Cor... Gl Certfcates (Local Computer) e
[Eauthorization Manager Microsoft Cor...
5 Certificates Microsoft Cor... |=
. Component Services  Microsoft Cor... Move Up
& Computer Managem... Microsoft Cor... D
. Move Down
=g Device Manager Microsoft Cor... — add
>

& Event Viewer Microsoft Cor...

_| Folder Microsoft Cor...

roup Policy Manag...  Microsoft Cor...
Group Plicy Object ... Micresft Cor...
&, 1P Security Monitor  Microsoft Cor...

& 1P Security Policy M...  MicrosoftCar... _ Advanced...

Desaription:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

L 17A\¥
A\

7 Save the setting.

Consolel - [Console Root]

File Action View Favorites Window Help

“| Console Root Name
4 G Certificates (Local Computer)

> [ Personal

> [ Trusted Root Certification Authorities

» [ Enterprise Trust

> [ Intermediate Certification Authorities

> [ Trusted Publishers

> [ Untrusted Certificates

> [ Third-Party Root Certification Authorities

> [ Trusted People

> [] Smart Card Trusted Roots

¥ Certificates (Local Computer)
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Importing certificates to a client PC

The following describes an import on Windows Vista. The procedure is the same when other versions of Windows are
used.

* For Windows Vista, you must log in to Windows as a user who has the “Administrators” privilege.

» Before importing certificates, make sure that User Account Control (UAC) is turned off. From Control Panel > User
Accounts > Turn User Account Control On or Off, clear the check box for the [Use User Account Control (UAC) to
help protect your computer] option and click [OK].

= B [ |

@Qv\iﬁ <« User Accounts » Turn User Account Control On or Off [ 43| search 2]

Turn on User Account Control (UAC) to make your computer more secure

User Account Control (UAC) can help prevent unautherized changes to your computer. We recommend that
you leave UAC turned on to help protect your computer.

7] Use User Account Control (UAC) to help protect your computer

On the MMC, select and right-click on the appropriate folder to store the certificate and
select [All Tasks] > [Import]

= Consolel - [Console Root\Certificates (Local Computer)\Personal]
File Action View Favorites Window Help

e rE o= BE

7| Console Root Object Type
a 5] Certificates (Local Computer)
Personal

usted Find Certificates... ‘

Trusted

g
Imile All Tasks [ v Find Certificates..

View Import...

= Untruste

= Third-Pa R Yowniow fivc e Advanced Operatmns.‘%

- 'Sr::::dc New Taskpad View... 3
Refresh
Export List...
Help

Select the appropriate folder a!:cording to the type of your certificate:

* Self-signed certificate (.crt): Console Root > Certificates (Local Computer) > Trusted Root Certification
Authorities

* Client certificate (.pfx): Console Root > Certificates (Local Computer) > Personal

* CA certificate (.cert): Console Root > Certificates (Local Computer)> Trusted Root Certification Authorities

The [Certificate Import Wizard] appears.

2 On the Certificate Import Wizard, click [Next].
Certificate Import Wizard =)

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autherity, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections. A certificate store s the system area where
certificates are kept.

To continue, dick Next.

1A

For importing a client certificate, proceed to the next step. Otherwise, skip to step 5.
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3 From [Browse], select the certificate to install, and click [Next].

Certificate Import Wizard =%

File to Import
Spedfy the file you want to import.

File name:
Cr\Users\yit5-vise-en\Desktop\Certs yista-20.pfx

Note: More than one certificate can be stored in a single file in the following %
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serizlized Certificate Store (.55T)

Learn more about certificate file formats

<Back || Mext> &[ Cancel |

L AL =

L

4 Enter the password for the private key and click [Next].
Certificate Import Wizard =)

Password

To maintain security, the private key was protected with a password.

Type the passward for the private key.

Password:

Enable str

1u\ ivate key protection. You will be prompted every time the
private key is

sed by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys ata later time.

[#]Indude all extended properties.

Learn more about protecting private keys

<Back [ Next> [ cancel ]

W2

5 Click [Next].
Certificate Import Wizard =)

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

) Automatially select the certificate store based on the type of certificate
®) Place all certificates in the following store

Certificate store:

Personal Browse...

Learn more about certificate stores

<Back [ Next>pN] [ cancel |

L A

\)

Do not change the certificate store using [Browse].
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@ Click [Finish].

Certificate Import Wizard =)
Completing the Certificate Import
Wizard
b The certificate will be imported after you ick Finish.
Ty
i You have spedified the following settings:
Certificate Store Selected by User [Rutr i)
Content PFX
File Name C:\Users\yits-vise-en
< i v
<Back [ Finish [ cancel ]
I
\)

Tip
If the following security warning message appears, click [Yes].
Security Warning =5

Vou are about ta install a certificate from a certification authority (CA)
(B claiming to represent:

17216101134

Windows cannot validate that the certificate is actually from
"172.16.101.134". You should confirm its origin by contacting
"172.16.101.134". The following number will assist you in this process:

Thumbprint (shal): C40525F8 D1F58D1C COD6538B 90E7607E 47D3E7FD

Warning:
¥ you install this root certificate, Windows will sutomatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed

thumbprint is a security risk. If you click "Ves" you acknowledge this
risk.

Do you want to install this certificate?

7 Click [OK] to complete the import.

Certificate Import Wizard =S

| The import was successful.

If you are importing a client certificate (.pfx) to a Windows Vista PC, proceed to the next step. Otherwise, the
installation is complete.

If you need to install another certificate, repeat the steps from the beginning.

8 Double-click the imported client certificate.

= Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

[& File Action View Favorites Window Help

x| 1@ FLIRE=H

~| Consele Root Issued To = Issued By Expiration Date  Intended P
4 [ Certficates (Local Computer) 1=17216102.20 2K3ca 7/1/2009 Server Autl
4 [ Personal
< Certificates \

> [ Trusted Root Certification Autherities

> [5] Enterprise Trust

> [ Intermediate Certification Authorities

» [ Trusted Publishers

> [ Untrusted Certificates

> [ Third-Party Root Certification Authorities
> [ Trusted People

> [ Smart Card Trusted Roots

The [Certificate] window appears.
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9 Click the [Details] tab and select [Thumbprint] to check the 40-digit thumbprint.

Certificate =

General | Detalls | Certification Path

show: m‘\ 1 -
Field Value 2
[ Authority Key Tdentifier KeylD=1a 1c 85 84 ¢5 29 ee 0...
(5 cRL Distribution Points [1]CRL Distribution Paint: Distr...
[i5| Authority Information Access  [1]Authority Info Access: Acc...
(55 |Enhanced Key Usage Server Authentication (1.3.6....
[ Application Policies [1]Application Certificate Polic...
=] rhumbprint algerithm shat £
=] humbprint be cccads 230c 67bfda Se ... —

X3

Ecit Properties... | [ Copy toFie... |

Learn more about certificate details

10 Open the command prompt and execute the “netsh” command as shown below.

Tip

If you log in to Windows Vista as a user without the administrator privilege, open the command prompt by right-

clicking the icon and selecting [Run as administrator.] This way, you can temporarily have the administrator
privilege to execute the command.

Microsoft Windows [Version 6.0.68801
[Copyright (c> 2886 Microsoft Corporation. All rights reserved.

SUserssuser—B81 >netsh http add sslcert ipport=8.8. 358 certhash=becccad?23

Gz B.8:5
lc67hl—‘da9e{-‘Sc2Bec414IBGI9BSS3a appid= {l8112233 445566778899 -AABBCCDDEEFF>

SSL Certificate successfully added

IC:sUserssuser—B801 >

- Using the thumbprint obtained in Step 9, type the following command:
netsh http add sslcert ipport=0.0.0.0:5358 certhash=(your 40-digit thumbprint) appid={00112233-4455-
6677-8899-AABBCCDDEEFF}

- When inputting the thumbprint, exclude the spaces.

When your client certificate is created with Certificate Revocation List (CRL), you need to check if the CA server

is accessible by FQDN (see the following figure).

[ Application Policies
Thumbprint algerithm
=] humbrint

[1]Application Certificate Polic...
shal
be cc ca d9 23 0c 67 bf da e ...

Certificate (]
General | Detalls | Certification Path
Field Value =
[ Authority Key Tdentifier KeylD=1a 1c 85 84 ¢5 29 ee 0...
{5 cRL Distribution Points [1]CRL Distribution Paint: Distr...
[ Authority Information Access  [1]Authority Info Access: Acc...
(& |Enhanced Key Usage Server Authentication (1.3.6....

[1]CRL Distribution Paint
Distribution Point Name:
Full Name:

lobjectClass=cRLDistributionPoint
RL =http: //d =

URL=ldap:/f/CN=2k3ca,CN=cheeta,CN=CDP, CN=Public%
20Key % 205ervices, CN=5ervices,CN=Configuration, DC=
2k3domain, DC =com?certificateRevocationList?hase?

Ecit Properties... | [ Copy toFile...

)

Learn more about certificate details

If no FQDN connection is established, ask your administrator to perform either of the following options:

- In the “hosts” file accessible from the following folder path, add the IP address and the host name:
C:\WINNT\system32\drivers\etc

- Configure the DNS server to handle the name-to-address resolution.
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